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Abstract. Information Systems research acknowledges the importance of
identifying requirements to ensure the artifact’s relevance. However, many
research articles addressing blockchain technology for e-government capture the
requirements that need to be fulfilled only implicitly by defining system
objectives or evaluation criteria. Furthermore, focusing on specific use-cases
encompasses the risk of overlooking those requirements, which are not as
obvious but equally important. This procedure causes uncertainty regarding the
requirements a blockchain-based e-government service needs to fulfill.
Therefore, we conducted a systematic literature review on blockchain-based
government-to-citizen (G2C) e-government services. On this basis, we
categorized the requirements as we find that they address either the data of the
system, the user, or the system itself. Our categorization provides a structured
overview supporting researchers in conducting research on blockchain
technology in the public sector and giving practitioners input to develop, test, and
evaluate new blockchain-based G2C e-government services.
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Introduction

E-government describes the use of information technologies to improve access to
governmental information and services to citizens, businesses, or other governmental
agencies [1, 2]. By using (digital) technology to make interactions more convenient, e-
government aims to improve the relationship between governmental agencies and the
public [1, 3]. The relation may be between a government and its citizens (Government-
to-Citizen, G2C), other public institutions (Government-to-Government, G2G), or
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businesses (Government-to-Business, G2B) [4]. Despite recent advancements in the
field of e-government, Norris [4] emphasizes the unsatisfying development of activities
in this domain as “e-government has not produced either e-democracy or e-governance,
nor is it likely to do so any time in the foreseeable future” (p. 339). However, the advent
of new emergent technology may help fulfill this aim, as governments and public sector
bodies are increasingly assessing their potential for delivering services [5]. As such,
researchers and practitioners consider blockchain technology to enhance the efficiency
of government operations by increasing trust in public sector bodies and improving the
delivery of public services [6]. They attribute this potential to the technology’s
characteristics. Blockchain enables peer-to-peer transactions without an advocate in a
tamperproof, transparent, and trustless manner.

Researchers and practitioners developed multiple use cases for blockchain
technology in e-government, most of those focusing on G2C applications. For example,
blockchain technology may facilitate electronically held election processes, in short
called e-voting [7], or taxation services [8], and may serve as an underlying technology
for creating digital identities [9]. Most research articles propose applying blockchain
technology to specific contexts [10]. Thus, they capture requirements for the solution
in a very use case-specific context while some articles capture requirements even only
implicitly. Accordingly, blockchain-based G2C e-government services are still
immature and mostly lack empirical evidence as well as requirements-driven solution
approaches [10]. This observation may also be caused by terminological ambiguities
and conceptual fuzziness when it comes to blockchain technology [11]. As a result, it
remains unclear which requirements blockchain-based G2C e-government services
have to fulfill independent from a specific use case. However, the process of defining
requirements is specifically important as it records the specifications of the system’s
stakeholders. Also, practitioners do not only need to understand the application domain,
but also the constraints, functionalities, and essential system characteristics [12]. As a
result, capturing the requirements ensures that the proposed solution meets the goals
and expectations of potential users [12]. Batubara et al. [11] also stress “the need for a
proper design solution at the architecture level in accordance with the specific
requirements from e-government processes” (p.7). For this reason, our research aims to
answer the following research question:

Which requirements do blockchain-based G2C e-government services need to fulfill?

To answer the research question, we conducted a literature review on blockchain-based
G2C e-government services. This approach allowed us to provide a structured overview
of the use case-independent requirements which a blockchain-based G2C service needs
to fulfill. Furthermore, we grouped these requirements around the three core categories
“data”, “user”, and “system”, which provides further structure for researchers and
practitioners during the development and evaluation of new blockchain-based
solutions. Answering this research question does not only imply supporting the design
and evaluation of artifacts. We also contribute to the academic discourse by supporting
rigorous design science research in the blockchain domain.



The remainder of this paper is structured as follows: Section 2 introduces e-
government services and blockchain technology. Section 3 describes the methodology
applied. In Section 4, we present the results of our literature review and provide an
overview of the resulting requirements. Finally, we reflect on our findings concerning
the requirements of blockchain-based G2C e-government services in Section 5 as well
as on limitations and future research opportunities in Section 6.

2 E-government & Blockchain Technology

A central motivation for providing e-government services is to increase accountability,
enhance transparency, and increase stakeholder participation [13, 14]. The latter
depends on achieving higher efficiency, quality, and effectiveness in the management
of public state institutions [15, 16]. E-government initiatives not only provide faster
services to citizens while being more cost-effective [17], but also reduce the
administrative burden and other bureaucratic hurdles for government employees [18].
Furthermore, initiatives have tried to provide public services in a more direct way,
tailored to the needs of citizens [19]. However, better cooperation with partners of all
kinds will be required [20] to exploit the potential of e-government services fully. In
summary, Moon [2] characterizes the provision of e-government services with four
aspects: First, service delivery is based on the web, and second, e-commerce is suitable
for conducting transactions. Third, digitalization may reinforce democratic structures,
as it enhances the transparent accountability of governments. Lastly, fourth, a secure
government intranet and central database increase the efficiency and cooperation
between different governmental agencies. However, observing the characteristics of
blockchain technology, the latter aspect may be challenged, as blockchain allows inter-
organizational collaboration in a decentralized manner [5].

In contrast to a centralized database, blockchain technology is a distributed data
structure used to store transactions in a tamper-resistant, decentral, and transparent
manner in a peer-to-peer network [21]. The transactions are recorded in chronologically
ordered blocks, which are linked using cryptographic hashes, ensuring high tamper-
proofness of information and thereby creating a chain of blocks. Accordingly, by
design, blockchain encompasses specific characteristics. Among those are
transparency [5, 22-24], integrity [5, 22, 24], redundancy [23, 24], immutability [5, 22]
and privacy [24, 25]. The consolidated definitions for each of these characteristics can
be observed in Table 1. However, no consensus exists regarding the distinction between
the characteristics encompassed by design and further properties of the technology,
which can be derived from the latter. For example, while some authors mention
auditability as a fundamental characteristic [24], one may also argue that auditability is
caused by the underlying characteristics transparency and immutability. Similarly,
Wist and Gervais [24] state that “transparency [..] is a requirement for verifiability”
(p. 46), while some authors categorize verifiability as a fundamental characteristic of
the technology [23]. Due to those reasons, we identified the characteristics of
transparency, integrity, redundancy, immutability, and privacy as the fundamental
characteristics of blockchain technology. Since the invention of blockchain technology



in 2008, researchers and practitioners have addressed a considerably high amount of
attention to the exploration of the technology. As a result, use cases and application
domains of the technology have expanded immensely. Therefore, blockchain-based
solutions have gained visibility in the context of supply chains, healthcare, the Internet
of Things, data management, and governmental services [26, 27]. Also, public
institutions increasingly acknowledge the enormous potential of blockchain technology
for governmental services as they address current challenges by strategically
identifying promising use cases of the technology [27]. Thereby, use cases are not only
evaluated on a conceptual level but also in pilot projects [28]. For example, an advanced
use case for digital identities exists in Estonia using the e-ldentity ID card on a
blockchain [9].

The potential attributed to the technology in the area of e-government is based
primarily on its ability to provide an incorruptible system, to make processes more
transparent, and to eliminate the need to entrust in specific institutions or individuals
[30]. Furthermore, blockchain technology enables inter-organizational cooperation on
a neutral platform [5]. For those reasons, various use cases have been proposed and
discussed in the academic literature. Among the most popular G2C use cases are
blockchain-based electronic voting processes and the creation of digital identities using
blockchain technology as the underlying infrastructure. Furthermore, researchers
propose blockchain-based handling of taxes to prevent tax fraud and enhance tax
payments transparency [8, 31]. Researchers also attribute the potential to blockchain-
based land and property management. Accordingly, the transparent and accountable
recording of land titles on a blockchain is more reliable and trustworthy than a paper-
based process, especially in developing countries [32, 33]. Also, blockchain-based
smart city solutions are addressed. Other G2C use cases include the tracking of funds
to prevent misusage due to corruption [34]. Concerning the detection and combat of
such misbehavior, blockchain technology may create significant value [32, 35].
Besides, blockchain technology can be very beneficial in sharing data for e-government
applications, especially for the citizens’ privacy and data reliability [36, 37]. Depending
on those use cases, blockchain applications’ design and governance may differ.
Practitioners may choose between a public and private [38] as well as permissionless
and permissioned [5] infrastructure. For the public sector, Shahaab [39] identified
“private” and “permissioned” configurations as widely-spread design patterns.

3 Method

We conducted a systematic literature review following Kitchenham and Charters [40]
to identify the requirements for blockchain-based G2C e-government services. As
literature sources, we chose databases complementary to the ones that Batubara et al.
[10] selected to extend existing literature reviews. As a result, we included the
databases WebofScience, Business Source Premier, ACM Digital Library, and IEEE
Explore Digital Library also to consider the academic discourse in the Computer
Science domain. We derived our search string from the main keywords of our research
question and complemented them with synonyms and similar terms: (“blockchain” OR



“block chain” OR “distributed ledger””) AND (“e-government” OR “government” OR
“public service” OR “public sector”). We set the search period to the beginning of 2008
since blockchain was firstly proposed in that year [41]. We searched all databases until
the 7" of August, 2020, which revealed 1,051 articles in total.

In the next step, we included all articles that met our inclusion criteria (IC).
Regarding the publication type, we only included peer-reviewed research articles and
conference proceeding papers. Furthermore, only articles published in the English
language were considered. After we applied the said inclusion criteria, our article set
included 853 articles in total.

For selecting relevant studies, we also defined exclusion criteria (EC) based on our
research question. First, we excluded duplicate articles (EC1). Second, we omitted
articles from our study that were incomplete, e.g., that had no conclusion (EC2). Third,
also the research domain served as an exclusion criterion (EC3). Articles that neither
addressed e-government nor blockchain technology were excluded. Furthermore, this
criterion also addressed that the paper’s use case needs to address the relation of G2C.
Applying the exclusion criteria, we reduced the total amount of 853 to 160 articles for
full-text reading. In the next step, we reviewed these articles against defined quality
criteria to ensure that the study results were relevant for our research. We discarded
articles that mainly describe technical details of a construct, do not address the public
sector, or only provide a general overview of e-government applications instead of
addressing a specific use case. Besides, we excluded articles addressing only the
regulatory aspects of e-government. After this quality assessment, the article set
ultimately contains 89 articles. Figure 1 depicts the data collection process.
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Figure 1. Data collection process

During the data extraction phase, we extracted the following data: use case, research
question or objectives, evidence, validity of the study, research challenges, and
limitations. In the subsequent data synthesis phase, we analyzed the results of the
selected studies considering the publication year and type, use case, research process



stage, and the requirements imposed on a blockchain-based e-government solution. For
the classification of the research process stage, we used the categorization of system
development research proposed by Nunamaker [42]. Those stages are: (1)
conceptualization, (2) system architecture, (3) system design, (4) prototype, and (5)
evaluation. Following the data extraction phase, we consolidated the identified
requirements by analyzing the definitions of the requirements. Thereby, we found that
they are addressing either the data, the system itself, or the user. For this reason, we
chose to classify the requirements in the three categories “user”, “data”, “system”.
Furthermore, we consolidated overlapping requirements, which addressed the same
aspect but used synonyms.

4 Results

4.1  Descriptive Findings of Selected Articles

The number of publications and the variety of use cases show that the academic
literature on blockchain-based G2C e-government services develops rapidly. Our
article set contained 89 scientific articles that have analyzed or taken up blockchain-
based G2C e-government services after we applied our defined inclusion and exclusion
criteria. Of these, 75 articles are published in conference proceedings, and 14 articles
appeared in scientific journals. A total of 80 articles have been published within the last
2,5 years, which indicates a growing research interest. Furthermore, the research stage
has progressed since Batubara et al.’s [10] literature review as the number of
publications focusing on evaluating solutions has increased. In particular, the research
stages are distributed according to Nunamaker et al. [42] as follows: (1)
conceptualization (20 articles), (2) system architecture (19 articles), (3) system design
(12 articles), (4) prototype (9 articles), and (5) evaluation (29 articles). The range of
discussed use cases is broad. While Batubara et al. [10] found a predominant focus on
healthcare, education, and smart cities, we found immense attention on e-voting (51
out of 89). Also, articles propose blockchain technology for supporting land &
property management (12 out of 89) and smart city (7 out of 89) solutions. Besides,
researchers discuss using blockchain technology as the underlying technology for
creating digital identities (7 out of 89). However, this use case may address varying
aspects [9, 43]. It ranges from government-issued digital identities [9] to using
blockchain as a foundation for self-sovereign identities [44]. The idea of using
blockchain technology in the domain of education (6 out of 89) also becomes more
popular. Moreover, researchers discussed blockchain-solutions for fund tracking (2
out of 89) and taxation (4 out of 89). Most researchers observe the latter use case from
the government’s perspective [8, 30] rather than from the citizen’s perspective.

4.2 Requirements of Blockchain-based G2C E-government Services

As we identified that the extracted requirements address either the user interacting with
the blockchain-based solution, the data to be recorded, or the system itself, we used the



three categories “data”, “user”, and “system” to categorize the identified requirements.
Additionally, we consolidated requirements addressing the same aspect but using
synonymous terminology. For example, some authors used the term privacy [43] while
others used anonymity [45] or secrecy [46]. Similarly, authors used the term usability
[47] as a synonym for ease of use [8], accuracy [48], and correctness [49] for integrity
[50], credibility [51] and trustworthiness [52] for reliability [53]. Also, the definitions
of auditability [50] with traceability [54] coincide as well as of instant information [48]
with real-time information [55]. Another overlap exists for affordability [56] with low-
cost [57] and cost-efficiency [58]. Lastly, accessibility [47] represents the same aspect
as availability [57].

We found interesting gaps in requirements for some use cases, e.g., all use cases
require system-related interoperability, except for e-voting applications. In our opinion,
this finding is not due to the fact that interoperability is not an essential requirement for
e-voting applications, as all created services need to be integrated into the existing
process and system landscapes. Also, only articles addressing the taxation use cases
mention reversibility. However, we claim that it is equally important for other use cases,
such as land & property management, to correct or delete false transactions. This
finding highlights the importance of an integrative observation beyond each use case.
Observing a use case in isolation would entail that important but less obvious
requirements are potentially missed. Another notable finding impacts the requirement
data-related redundancy. From our perspective, this requirement should not only focus
on “data”, as redundancy is crucial to reduce the impact of system downtime.
Nevertheless, the authors addressed only data-related redundancy. However, to create
secure and reliable systems, researchers should also assess redundancy from a systems
perspective. Table 1 provides an overview of these requirements with their different
terminologies, their definitions, and their frequency.

Table 1. List of requirements and their definitions

Requirement Definition Freq.
(synonyms)
Privacy The data may not be associated with a user. 61

(anonymity, secrecy,
confidentiality)

Verifiability Anyone may verify the correctness regarding the 56
system state, including its transactions and
E results.
> Trust The user must trust in the system itself. 59
Authenticity Users are who they claim to be. 74

(identifiability)

Integrity Users fulfill specific prerequisites to use the 43
(eligibility) system.



Ease of use The system is convenient to use, and users can 30
(user-friendly, easily add transactions.
usability)
Transparency Process information and data are generally visible 75
for users, but in case of necessity, this visibility
can also be limited.
Integrity The data may not be altered, such that the 68
(accuracy, resulting evaluation of the data (e.g., election
correctness) result) is accurate.
Reliability The credibility of the data and transactions can be 53
(credibility, trusted.
trustworthiness)
© Immutability No data is lost or deleted. 43
I
o Auditability The transaction history may be shared in a 43
(traceability) traceable and reliable manner.
Confidentiality The contents of transactions are hidden or 27
unreadable.
Instant Information Data is exchanged instantly. 21
No double spending Every transaction is executed only once. 25
Reversibility Conflicting edits or errors can be managed by 1
counter-transactions.
Redundancy Data is kept redundantly. 3
Security The system is resistant to errors and attacks. 86
Scalability The system can handle a growing number of 30
transactions.
Affordability The implementation and maintenance of the 37
(low cost, cost- system should be affordable and, in the best case,
efficient, financial also be less expensive than analog alternatives.
5 viability)
(% Accessibility Users can remotely access the system to 34
(availability) participate regardless of their physical location at
any time.
Robustness The system is not only resistant to attacks but is 32
also scalable and resource-efficient.
Interoperability The system is integrable with existing systems 12

and processes.



Ease of maintenance Services are separated to guarantee efficient 7
maintenance.

Based on the analysis of various definitions, we are able to form a categorization of all
requirements and their inter-relation with general blockchain characteristics, which we
described in Section 2. Accordingly, analyzing the definitions of the found
requirements allowed us to categorize the identified requirements either as a
characteristic embedded in blockchain technology or as further feature. However, this
differentiation between “characteristics” and “features” is not unambiguous in all cases.
For example, researchers on blockchain technology often refer to user-related trust as
one of the underlying characteristics of blockchain technology [25]. However, we
follow the argumentation of Ostern [59] and Marella [60] that users’ trust is not inherent
to blockchain technology itself. Instead, other underlying characteristics and
requirements like integrity and immutability of the data stimulate trust. For this reason,
we categorize trust as a user-related feature rather than as a blockchain characteristic.
Similarly, some authors refer to the data-related auditability requirement as an
underlying characteristic [5]. However, auditability is defined as the ability to examine
records. Accordingly, we argue that data-related transparency, redundancy, and
immutability create this ability for the said examination. Thus, we categorized
auditability as a feature. Resultingly, we positioned transparency, integrity,
immutability, redundancy, and privacy as characteristics, which, however, also serve as
requirements for blockchain-based G2C e-government services. Figure 2 provides an
overview of the relation between characteristics and features as identified requirements.
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Figure 2. Structured requirements for blockchain-based G2C e-government services

5 Discussion

The current literature on blockchain-based e-government does not provide practitioners
and researchers with a precise specification of the requirements that blockchain-based
G2C e-government services must fulfill. For this reason, we present a structuring and
categorizing overview of requirements as a basis for the development, testing, and
evaluation of such services. Our analysis revealed that the requirements user-related
privacy, data-related transparency, and system-related security are mentioned



particularly frequent. This finding may indicate an extraordinary importance of those
mentioned requirements. Considering that we observe the public sector, this finding is
not surprising, as those three requirements are particularly relevant for service delivery
in the highly sensitive public sector. Firstly, privacy plays an important role in the
public sector as it is crucial to prevent discrimination, which most states are committed
to eradicating. Secondly, transparency is essential for citizens to trace whether the state
represents their interests and manages their financial resources to a satisfactory degree.
Finally, security must be guaranteed within a system, as an attack, for example during
an election, would have an immense impact on the country’s stability due to the great
number of people affected. Against this backdrop, researchers and practitioners should
consider the requirements privacy, transparency, and security when developing,
testing, and evaluating blockchain-based G2C e-government services.

However, an alternative explanation for their frequency is that they are rather
apparent requirements. Thus, researchers and practitioners should also be aware of the
less frequently mentioned requirements, as they might be equally important. For
example, reversibility was mentioned in total only once as a requirement for the use
case taxation. However, we argue that reversibility of the data is not only essential for
blockchain-based taxation services, but also for other use cases like land and property
management. A mistaken assignment of a property to an individual, which lasts
perpetually, would have immense consequences and may even discredit the proposed
solution. This finding might even imply that blockchain, which was originally designed
to immutably record unchangeable transactions, may not be the ideal solution.
However, workarounds for this problem prevail [28]. In any case, the configuration and
design of blockchain-based solutions must be considered very carefully and in light of
alternative solutions. Furthermore, we found this requirement only once while we
consider it equally important for other use cases. This gap highlights the importance of
an integrative observation of all use cases to prevent missing out on some less obvious
but still vital requirements.

In fact, our analysis shows that compliance with specific requirements is crucial for
blockchain-based services in the public sector. Consequently, our results offer a
guideline for practitioners and researchers for the development and testing as well as
the evaluation of such services. In the following, we demonstrate how this can be
accomplished by defining user stories. Using the taxation services use case as an
example, we show how the three requirements privacy, transparency, security, and
reversibility can be specified further. A user story addressing privacy might be that
firstly, “as a user, my personal and financial information shall remain anonymous for
the public”, but secondly, “be accessible for authorized individuals such as authorized
public officials”. The latter is also addressed under the requirement of transparency:
“As an authorized person, such as a public official, I may see personal and financial
data of a set of specific persons”. Furthermore, “as a citizen, I am able to see the
aggregated sum of collected taxes transparently”. Regarding its security, a taxation
system needs to be protected against cyberattacks such as a denial-of-service attack.
Moreover, practitioners could specify the requirement reversibility as “transactions of
tax payments, which are mistakenly associated with the wrong individual, are reversible
based on a substantial justification”. While we exemplarily used the use case taxation



services for the specification of potential user stories, we propose that our requirements
can be used as a basis for all use cases targeting the relation of G2C. Furthermore, our
requirements can serve as an input for evaluation. In specific, we suggest the definition
of key performance indicators based on the requirements and user stories for an
evaluation of the developed services.

6 Conclusion

Regarding our theoretical contribution, our comprehensive literature review as well as
the organizational and technical requirements identified lay the foundation for a
successful application of blockchain-based G2C in the public sector. While we present
a snapshot of the current research on blockchain-based G2C e-government services, the
identified requirements may also function as a basis for an evaluation encompassing
acceptance criteria. Regarding our managerial contribution, we offer a guideline for
researchers and practitioners in developing, testing, and evaluating their solutions. By
categorizing the identified requirements, we contribute to a harmonized and integrated
view on requirements, which a blockchain-based G2C e-government service needs to
fulfill. We captured requirements independently from its use case, which has two
implications. On the one hand, we showed that many use cases demand similar
requirements. As a result, our overarching requirements are valid for all investigated
use cases. On the other hand, this approach allowed us to identify those requirements,
which are not as obvious, but important, nevertheless. Hence, we support researchers
and practitioners in preventing to overlook the latter.

Although having pursued a rigorous research approach, we acknowledge three

limitations of our study, which may stimulate further research opportunities. Firstly, we
only included peer-reviewed research articles to ensure that our results are based on
high-quality research. However, grey literature may deliver even further, recent aspects.
Secondly, we also observed conflicts with terminological determinism according to
Ostern [11], which represents a significant problem for meaningful empirical research.
Thus, the current literature on blockchain technology does not provide a clear overview
of the characteristics inherent to the underlying technology and further features. By
proposing a delimitation on those characteristics and features, we aim to stimulate the
academic discourse on blockchain terminology. Lastly, we exclusively addressed
blockchain-based G2C e-government services. In our opinion, the assessment of the
relations G2G or G2B would be a promising future research opportunity, as currently
no conclusion can be made whether our structured requirements in the context of G2C
can also be applied to the relations of G2G and G2B.
In conclusion, our research, despite limitations, provides a structured overview of
requirements, which blockchain-based G2C e-government services need to fulfill. As
we showed that many requirements are rather obvious, whilst some are at risk of being
overlooked, our created overview serves as a important input for the development,
testing, and evaluation of such services.
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