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Preface

Preface

Last year, the EU Commission presented a framework for the introduction of a European digital identity. The
proposal aims to enable citizens and businesses to obtain digital proofs of identity, exchange verifiable docu-
ments electronically, and authenticate with internet services across Europe. To manage and use these creden-
tials, the EU aims to provide users with digital wallets.

The introduction of such a self-sovereign identity (SSI) management is intended to provide users with a high
level of security and convenience while improving control over the release of their verifiable data. The conve-
nient, privacy-oriented, and efficient management of cross-provider digital identity documents and other
proofs is carried out via digital wallets. This is accompanied by numerous possible applications of digital
proofs of identity attributes, for instance, password-free login to websites or more efficient interaction with
online services of companies and authorities. SSI enables the selective disclosure of identity attributes and
the automatic verifiability of digital proofs of an identity by service providers far beyond existing solutions
such as the German electronic identities (eID). In addition to the provision of various verifiable documents to
individuals, SSI also enables identity proofs for machines and companies, thus extending both existing non-
digital and digital identity management systems. Thus, the multi-layered application areas of SSI promise
great economic potential.

A European ecosystem of SSI-based digital identities also aims to reduce the risks of large-scale data
breaches from digital identity providers and strengthens our independence from US and Chinese identity
providers. In this way, SSI should contribute to improving Germany’s and Europe’s digital sovereignty and
enable fair competition in the digital space. Against this background, Germany’s government is vigorously
pursuing numerous SSI projects, such as four Secure Digital Identities showcase projects and several pilot
projects coordinated by the Federal Ministry for Economic Affairs and the Federal Chancellery, respectively.

In this discussion paper, we want to shed light on current debates about the potential and challenges of SSI,
digital wallets, and the use of blockchain technology. In this context, we take up current opinions in the pub-
lic and try to resolve misunderstandings. Then, we summarize the results of the discussion paper and take

a glimpse into the future. For an introduction to the topic, we would like to refer to our preceding study,

in which we explain the technical foundations, application areas, and potentials of SSI. We hope you en-

joy reading this work and kindly invite all readers to enter into a dialogue with us. We are happy to answer
questions, discuss issues, and implement suggestions for improvement.

Prof. Dr. Jens Striiker Prof. Dr. Nils Urbach

Professor of Information Systems Professor of Information Systems,
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Motivation and relevance

1 Motivation and relevance

The EU has set itself the goal of building an ecosys-
tem of digital identities and connecting them at the
European level, in particular, to promote the cross-
border recognition of state-issued electronic iden-
tities (elDs). The corresponding foundation is cur-
rently being laid with the revision of the proposal
for electronic identification, authentication, and
trust services for electronic transactions (elDAS)'.
The elDAS regulation aims to facilitate access to
public services, regardless of the member state in
which the elD was issued. However, European har-
monization is still lacking, as EU member states
have to submit their identity schemes to a specialist
group formed by member states for evaluation as
part of a notification procedure to ensure the mu-
tual recognition of the elD system throughout the
EU (European Commission, 2021).

Consequently, today each member state creates
and implements its own scheme under elDAS. It is
noticeable that the elDAS regulation focuses in par-
ticular on governance aspects but so far does not
provide any requirements for a technical implemen-
tation?. In addition, the scope of currently available
proofs of identity is limited to a small amount of
basic information, such as data from the ID card.
This means that, in particular, documents such as
driving licenses, health cards, certificates, training
certificates, employment certificates in companies,
membership cards in associations, etc., are not
currently covered. One of the reasons for the low
level of awareness and its use of the elD but also
the lack of expansion of the approach to other
identity documents is arguably the costly certifi-
cation process required for the integration of ad-
ditional organizations. In Germany in particular,
the new ID card (“neuer Personalausweis — nPA")
is a privacy-oriented and highly secure solution

for an elD. However, the corresponding physical
(security chip on the ID card) and infrastructural
(certification of special parties that are allowed to

'See opinion on the regulation on trust services of the
Federal Ministry of Economics and Climate Protection.

2For technical requirements, the Standards and Specifica-
tions of the European Telecommunications Standards Institute
(ETSI) apply.

read data from the nPA) prerequisites may be un-
reasonably high for many other identity documents
where lower or no regulatory requirements prevail.
Therefore, these cases demand a more flexible al-
ternative. One indicator of this diagnosis is that
while the involvement of the private sector in the
use of the elD has been extremely restrained so far,
there seems to be great interest in the use of digi-
tal proofs of identity in general. In addition, there
is still a lack of pressure from the member states for
implementation, e.g., the first eIDAS regulation did
not include the provisioning of all citizens with an
elD as a mandatory component.

In the course of evaluating the functioning of
elDAS 1.0, the associated vulnerabilities mentioned
above (European Commission, 2021), and consider-
ing the objective of extending it to a much broader
range of use cases, the European Digital Identity
Framework (eIDAS 2.0) initiative was launched by
the European Commission. The proposal partic-
ularly aims to promote digital identities for natu-
ral and legal persons within the EU and mentions
the use of a digital wallet. With the planned in-
troduction of elDAS 2.0, in contrast to the current
elDAS 1.0 regulation, new services are to be made
available that can map any type of digital iden-

tity proofs and thus go far beyond the storage of
master data provided by a physical ID card. In con-
trast to the previous regulation, the member states
are also obliged to implement this to make the in-
tegration and use more attractive for companies
and authorities by reaching a “critical mass” more
quickly.

The long-term goal is to provide a versatile Euro-
pean identity by means of interoperable digital
wallets provided by member states and compa-
nies (Austrian Chancellery (AT), 2021). The vari-
ous SSI projects pursued by the German govern-
ment and the private sector are already prepar-
ing intensively for such a new regulation and are
jointly developing a solution that could be imple-
mented across Europe. An expert group from the
elDAS context has published the first draft for a
European identity wallet architecture, where var-
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Motivation and relevance

ious use cases, such as online authentication or
the cross-border exchange of health data, are con-
sidered. Beyond the European Union'’s efforts to
promote an ecosystem of digital identity docu-
ments, SSI-based solutions for an elD have already
been launched in other countries such as Switzer-
land (Digital Identity and Data Sovereignty Associa-
tion (DIDAS), 2021) or Canada (Boysen, 2021).

In addition to expanding the existing technical im-
plementation of elDAS, SSl is considered a promis-
ing concept for achieving a connection between
previously fragmented ecosystems based on in-
teroperable standards, thus making various other
identity-related documents available for electronic
use. Technically, SSI builds on well-known cryp-
tographic techniques such as digital signatures,
which are also often used in implementations of
the elD. Moreover, implementations of SSI also fre-
guently use zero-knowledge proofs (ZKPs), among
other things, for data-minimizing, selective disclo-
sure of verifiable proofs of properties, and autho-
rizations of a specific identity. In doing so, SSI uses
established mechanisms for identifying organiza-
tions in the form of a public key infrastructure (PKI).
Compared to elD, however, the SSI approach is
characterized by greater flexibility: Today’s state-
issued identity documents can be used for use
cases that require a very high level of security and
must accordingly be designed to be very restrictive
in terms of access options, as well as partly requir-
ing a physical carrier (e.g., the security chip in the
nPA). The goal of SSlis to go beyond this special
case and enable companies and institutions to is-
sue purely digital proofs of identity that users can
manage themselves in their digital wallet and freely
decide which services they want to reveal this data
to. SSI aims to allow users to conveniently use their
identity information in different contexts while
maintaining a high level of control and privacy, sim-
ilar to the German nPA. In SSI, certified institutions
provide identity credentials, but future use of these
credentials should be possible without interacting
with these institutions afterwards. In this way, the
SSl approach prevents dependencies and the accu-
mulation of identity data across different contexts

with large commercial identity providers and states.
Additional data protection must be achieved se-
lective disclosure of data enabled by cryptography.
A recent study shows that users consider a high
degree of self-determination over the use of their
identity information to be one of the most impor-
tant features of a digital wallet (PwC, 2021).

Compared to the currently common forms of dig-
ital identity management systems, SSI-based solu-
tions can avoid data silos that contain cross-domain
master and transaction data. SSi reduces the risk
of data protection incidents with a high number
of users and large amounts of individual user data.
On the other hand, new governance mechanisms
for trustworthy institutions and companies should
provide a sufficiently high degree of flexibility for
certification and participation even with many new
organizations in the identity ecosystem, thus en-
abling a higher degree of flexibility and adoption.
This includes the underlying PKI that requires the
reliable assignment and storage of organizations’
cryptographic (public) keys. On the Internet, today
this is usually done via certificate authorities (CAs)
in centralized databases. In the context of SSI, de-
centralized alternatives such as blockchains are
currently being considered and tested for this task.

Currently, several use cases, especially for digital
personal identities, such as for a hotel check-in, a
digital proof of driving license or the opening of
an online bank account, are being developed and
tested by the German Federal Government with
cooperating organizations on an SSI basis. Some
of these solutions are already in pilot operation. In
addition, self-sovereign digital identities for compa-
nies are being tested for their feasibility and added
value, for example, at the Bavarian State Office

for Taxes (LfSt) in the context of tax administration
for merchants, but also for machine identities, for
example, as part of the Blockchain Machine Iden-
tity Ledger (BMIL) project by the German Energy
Agency (Guggenberger et al., 2021). In general,
companies and public institutions are jointly de-
signing and testing different use cases in four large
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Motivation and relevance

consortia (ID-Ideal, IDunion, ONCE and SDIKA)® In
addition to preparing for the elDAS 2.0 regulation,
which aims to give citizens more security and en-
able faster processes, the numerous projects are
intended to ensure companies’ competitiveness

in the ongoing digital transformation. SSI should
facilitate the interaction between users and other
organizations, thus, enhancing efficiency particu-
larly for small and medium-sized enterprises.

As a result, these projects marked the start for a
comprehensive ecosystem of digital identities for
citizens, companies, authorities, and machines. The
development and launch of these use cases have
provoked both positive and negative reactions from
the general public and IT security specialists. For ex-
ample, the premature launch of the German digital
driver’s license in the ID wallet app shortly before
the German elections in September 2021 garnered
a lot of criticism from IT specialists, politicians, com-
pany representatives, the media, and users. Media
coverage has often given the impression that the
SSI projects pursued by the German Federal Gov-
ernment and the private sector are completely un-
necessary, fundamentally conceptually ill-conceived,
and insufficiently coordinated with other iden-

tity projects. Therefore, it is assumed that these
projects cannot contribute to a sustainable added
value for Germany and Europe.

Overall, we believe that there has been a lack of
comprehensive discussion so far on assessing the
advantages and drawbacks of a SSl-based iden-
tity management and differentiating between the
current status quo of implementation and the con-
ceptual strengths and challenges of this approach.
In addition, many of the backgrounds and advan-
tages of SSI projects in Germany and the techno-
logical foundations do not seem to be sufficiently
known yet. Thus, in this discussion paper, we want
to contribute to the general understanding of SSI-
based digital identities and credentials, take up
and critically reflect on current discussions in pub-
lic, and clarify prevailing prejudices. We identify
seven myths in a multitude of contributions and

3See Selection of Use Cases of the Federal Ministry for
Economic Affairs and Climate Protection.

discussions in the context of SSI should serve to
dispel misunderstandings and create the basis for
discussing the added value of the technologies
used in an informed way. We then summarize the
results of this discussion paper and venture a look
into the future.
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Seven myths about SSI

2 Seven myths about SSI

Before we deep dive into the myths, we will
present a working definition of SSI, which will
hopefully help readers to understand our argumen-
tation later on. There exist already a few definitions
of SSI, which can be found, for example, in the ten
principles of SSI by Christopher Allen (Allen, 2016)
or the “12 Principles of SSI” of the Sovrin Founda-
tion, which are based on them (Sovrin Foundation,
2021). Accordingly, the essential characteristics of
SSI are user-friendliness, independence, and data
minimization:

e User-friendliness: The simple use of identity
documents from different contexts in one (or
a few) but freely selectable apps. In particular,
it should also be possible to combine identity
documents from different contexts, such as
the name from an ID card and an authoriza-
tion from an employee badge.

¢ Independence: Avoiding lock-in effects and
the accumulation of identity information with
individual identity service providers across dif-
ferent contexts. In particular, communication
should be bilateral: Verifiable digital identity
documents are transmitted from the issuer to
users and the identity proofs generated are
sent directly to verifying parties. There is no
need to repeatedly communicate with the
issuing institution or a third party after boot-
strapping.

e Data minimization: The purely bilateral
communication of identity information be-
tween users and verifying organizations is
already a major privacy benefit from a user’s
perspective. For instance, it protects against
the tracking of user activities in the context of
identity management by companies or author-
ities. Moreover, especially when information
from multiple identity documents is required,
only the information necessary for a process
should be transmitted to avoid that additional
data is stored and analyzed. This includes
the selective disclosure of attributes, such as

showing the name of an ID card. Furthermore,
this includes using one-time pseudonyms in-
stead of repeated unique identifiers for per-
sons and presented identity proofs (see also
myths 2 and 4).

Based on this definition of SSI, we find that the
implementation of the elD in Germany has many
features that provide user-friendliness, indepen-
dence, and data minimization. However, in our
view, the elD alone does not yet offer SSI-based
identity management, as it only covers a very spe-
cific context (proof of identity from the ID card). In
addition, access to corresponding proofs of identity
is severely restricted by the required certification of
the parties involved: The higher the required level
of assurance, the more restrictions must be placed
on which parties a user may present a credential to.
Due to the implementation employing a chip in the
ID card and the special restrictions on readability,
the purely digital implementation and, thus, the
applicability of the technical infrastructure in many
other contexts is currently also difficult to imag-
ine. For this reason, we see the elD or its future
development into the Smart elD, which no longer
requires a physical smart card, as an extreme point
in the spectrum from less strongly regulated proofs
of identity (e.g., tickets or gym memberships) to
strongly regulated proofs of identity. Therefore, the
goal of SSlis complementary to that of the elD: to
create technically unified digital credentials that are
more easily accessible to both issuers and verify-
ing parties, also outside domains with the highest
level of assurance needs, and to empower users to
conveniently manage their digital identity in their
digital wallet app. This makes password-based lo-
gin, the repeated manual filling of forms, and the
tedious scanning and highly error-prone manual
verification of physical documents obsolete.

SSI thus promises to significantly improve existing
digital identity management. Nonetheless, SSI is
still accompanied by some challenges, so the pub-
lic discourse on this topic is currently not always
benevolent. To promote an SSI-based digital iden-
tity ecosystem in Europe, it is essential to critically
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Seven myths about SSI

examine and better understand its characteristic
advantages and disadvantages — especially in com-
parison with established and alternative technical
implementations of digital identity management —
as well as its significance for society, the economy,
and politics.

By means of seven selected myths on different
topics around SSI-based digital identities, we will
discuss current topics of discourse and illuminate
the value that corresponding technologies can po-
tentially add from a scientific perspective. In the
following, we present and analyze these myths.
Table 1 summarizes the individual myths.

Myths

Current digital identity management solutions are sufficient.

A digital wallet does not address users’ needs.

Regulatory requirements are not met with an SSI-based solution.

The SSI concept exhibits fundamental technical security issues.

SSI can only be implemented using blockchain technology.

In SSI, personal data is stored on a blockchain.

NI U R WIN =

SSl-based identity solutions are inefficient and consume much energy.

Table 1: Overview of the seven myths about SSI.
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Myth 1: Current digital identity management solutions are sufficient.

Myth 1: Current digital identity man-
agement solutions are sufficient.

In the internet age, citizens use many different
accounts and passwords to access digital services,
marketplaces, and platforms. Often, a username
and password combination is used to access online
services. In addition to the need to repeatedly store
identity information in accounts, which can be
burdensome for users to provide and for service
providers to verify, managing passwords poses a
major challenges for users. On average, users now
have over 100 different digital accounts and often
reuse or do not update their passwords. This can
lead to significant security problems.

To make the management of users’ many digital
identities in the form of their accounts more con-
venient, US technology companies, in particular,
offer single sign-on services (SS0O) and act as “iden-
tity providers”. Service providers then interact with
these identity provider every time a user proves

his or her identity. Experience shows that big tech
companies not only gain a competitive advantage
from being an identity provider but also analyze
and monetize the data at their disposal (Lapienyte,
2021). Beyond individuals, also the dependency
of European organizations and companies on SSO
provided by corporations to enable employees and
customers to interact efficiently and securely on
the internet is critical. Many European organiza-
tions and enterprises use platform-provided SSO
to enable efficient and secure interactions for em-
ployees and customers. Furthermore, centralized
systems are vulnerable to network failures as they
represent a single point of failure. The recent case
of Meta Group, where Facebook, Instagram, and
WhatsApp went down worldwide for hours at the
end of 2021, not only partially eliminating criti-
cal communication, but also the ability to log in

to other services using Facebook’s SSO solution,
shows that a failure of highly centralized infras-
tructure can have a significant impact and lead to
losses for other companies (Zivadinovic, 2021).

Furthermore, centralized solutions can enable
states to monitor their citizens and companies

more closely. In China, for example, the Social
Credit System uses big data to record and analyze
the behavior of citizens and companies (Liang et
al., 2018). The state’s intentional surveillance of
society and organizations contradicts the European
Union’s fundamental values to leave control and
sovereignty over their (digital) identity to the users.
Although SSO appears comfortable in users’ per-
ception and the protection of privacy does not play
an overriding role for many, the listed disadvan-
tages are not to be neglected.

Nonetheless, it is not only identity providers’ cen-
tralized databases that can represent rewarding
targets for cybercriminals because the effort to
steal a large amount of data is relatively low per
record. Even certificate-based solutions that do not
require the continuous interaction between end
users, service providers and identity providers can
be compromised. For instance, issuing forged cer-
tificates with a valid signature also poses a high
risk for potential data theft. Such problems arose
in this regard during the Corona pandemic when
forged Covid-19 digital vaccination certificates
were issued by individual pharmacy staff (BR 24
Redaktion (Frank Jordan), 2021). Such certificates
are correctly created from a cryptographic’s per-
spective and, therefore, not readily recognizable
as forgeries. The lack of possible recall of forged
certificates has been a major problem with Covid
vaccination certificates, among others (Wolf and
Nabben, 2021).

As mentioned above, SSI considerations and devel-
opments stem from the problems of centralized
solutions for digital identities, such as government
surveillance, aggregated data silos, and digital iden-
tity theft. There are even more problems, such as
compromised certificate authorities. In contrast to
the aforementioned centralized identity solutions
of large companies, control can be returned to the
hands of the users with decentralized concepts.
Against this background, the German Federal Gov-
ernment is setting the framework for developing
and testing SSI-based identity solutions: The goal
includes the development of an overarching, less
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Myth 1: Current digital identity management solutions are sufficient.

proprietary ecosystem of digital identities for citi-
zens, companies, and machines. This is intended
to keep pace with the advancing digital transfor-
mation, which is represented in particular by the
increasing range of digital products and services.

SSl-based identities within the EU require open
standards, interoperability, and scalability. There-
fore, it is important to understand SSI in the overall
context and develop a Europe-wide, compatible,
scalable solution for digital identities of all kinds
and different target groups. Through the German
Federal Government’s commitment to developing
digital identities based on the SSI approach, Ger-
man and European competitiveness, in particular,
should be promoted by building the infrastructure
of a digital ecosystem (German Chancellery (DE),
2021).

This approach will support the European economy
and reduce dependence on large technology com-
panies outside Europe. In this context, a possible
introduction of elDAS 2.0 should promote digi-
tal identities for natural and legal persons within
the EU. In addition, any type of proof should be
supported by an SSI solution. Users, on the other
hand, should be confident that no central author-
ity can track their interactions, provided that they
trust a (state-certified and/or open-source) wal-
let.

S| 14
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Myth 2: A digital wallet does not address users’ needs.

Myth 2: A digital wallet does not ad-
dress users’ needs.

In the analog world, identity documents and other
certificates serve as proofs for the authenticity of
personal data and attributes. They are usually is-
sued on plastic cards or in the form of special pa-
per documents. When showing these proofs, for
example, during a police check, when applying for
a loan, or when proving one’s vaccination status, it
is often impossible to reveal only the data required
for the application and hide the information that
is not relevant. When using these proofs of iden-
tity in the digital realm, there is typically also no
opportunity for citizens to show parts of their iden-
tity in a privacy-protecting way. In the course of
advancing the digital transformation, there is an
increasing need for such digital versions of proofs
of identity, such as an ID card or driving license,

as well as the opportunity to disclose identity at-
tributes selectively (Government, 2021).

Even common certificate systems such as the dig-
ital vaccination passport have not yet eliminated
these weaknesses, as they require an ID card for
making sure that the holder of the certificate

is authentic through a comparison of names —

an SSl-based approach could address this weak-
ness (Rieger et al., 2021). Generally, when certifi-
cates are checked, all information about holders is
disclosed. On the other hand, the selective disclo-
sure of attributes is possible with solutions that rely
on secure hardware, such as the German electronic
ID card (Tsakalakis et al., 2016). However, this ap-
proach requires the use of a physical smart card
with a security chip as well as the involvement of a
third party that reads in and forwards all requested
attributes of the respective proof of identity (Sla-
manig et al., 2014). * An SSI solution that supports
a variety of digital proofs of identity should also
enable selective disclosure purely on a software
basis and be able to prove the revealed attributes
directly bilaterally to the service provider. Similar to

4While the Smart-elD allows the ID card to be fully dig-
itally replicated on the mobile phone, so far, only individual
Samsung models have been certified by the German Federal
Cyber Security Authority (BSI) for the highest level of assur-
ance.

physical ID documents and certificates, individuals
should be able to store their verifiable proofs in a
digital wallet on their smartphone, in the cloud, or
on another trusted system, to manage them, and
to show them when needed in a data-minimizing
manner without having to obtain authorization
from a third party. Therefore, the local and decen-
tralized storage of personal information in an SSI
solution ensures the security and protection of the
data. Users can thus use verifiable credentials for
identification, authentication, and authorization on
their own (Sporny et al., 2019).

When verifying identity attributes, only the data
requested by the verifying party via a proof re-
quest and explicitly revealed by users through a
verifiable presentation, i.e., data to be transmit-
ted to the verifying authority, is transmitted. Fur-
thermore, selective disclosure enables individual
attributes of an identity to be selectively confirmed
when presented. This is an advantage over existing
certificate-based approaches and analog identity
management, where certificates and cryptographic
identifiers must be transmitted completely and rec-
ognizably (Sporny et al., 2019). Unlike common
certificates based on JSON Web Tokens or X.509,
SSl-based certificates can prove that a trusted is-
suing entity has signed the specified values in the
verifiable presentation, without transmitting the
verifiable credential (certificate) itself.

This is made possible — unless, as with the nPA,
there is a hardware-based security chip — by ZKPs,
which verifiably reveal the minimum amount of
information required for the interaction. ZKPs are
cryptographic protocols that convince a verifying
party that a (mathematical) statement about the
data is correct, without revealing the information
itself (Goldwasser et al., 1989). It should be em-
phasized that ZKPs are rarely used for anonymity
reasons, as relatively unique identity characteris-
tics often need to be transmitted. However, ZKPs
make it possible to mathematically guarantee that
no more information than necessary is transferred.
This ensures that verification does not involve the
transmission of unique identifiers or attributes that
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are not required. In general, the verifiable creden-
tial never leaves the user’s wallet. In addition, SSI
offers the opportunity to use range proofs to prove
that numerical values, such as birth or issue date
are below or above a specific threshold, without
revealing the information itself (Camenisch et al.,
2008; Dingle, 2020).

In general, it should be emphasized that SSI puts
great emphasis on maintaining the confidentiality
of sensitive information, and even exceeds regula-
tory requirements in this regard. This is reflected

in the avoidance of cross-domain data silos with
particularly far-reaching consequences in the event
of data breaches and the possibility of selective
disclosure of information. However, the develop-
ment of verifiable proofs is still at an early stage
and thus does not represent a legally binding end
product. For example, in this context, the basic

ID of the Federal Chancellery’s SSI pilots does not
yet represent an official identity document owing
to its prototype status. Consequently, the basic

ID can initially only be used where the legislator
does not require an electronic ID card or passport,
or a smart elD, e.qg., for car-sharing or rental car
providers (Wolbert, 2021). In the long run, citizens
should be able to store, manage, and present their
verifiable proofs of identity, such as driving licenses,
birth certificates, or diplomas, in a self-determined
manner in digital wallet app on their smartphone.
The draft of eIDAS 2.0 is intended to advance the
recognition of such documents considerably.

There are already promising open-source solutions
for the technical implementation of digital wallets,
such as the Hyperledger Indy software develop-
ment kit (SDK). However, from users’ point of view,
further usability improvements should be sought
before large-scale use because of the limited expe-
rience with wallet apps for identity documents (Sar-
tor et al., 2022). In this context, large-scale stud-
ies on user-friendliness are advised (Rieger et al.,
2022).

The German Federal Government is already pro-
moting domestic competition to develop digital

wallets in this context. Although the implementa-
tion of digital wallets involves many technological
components, the work required at companies, con-
sortia, and research institutes for the integration
of SSI solutions is primarily procedural. Thus, only
a few interfaces need to be adapted to integrate

a digital wallet. This is particularly about testing
these solutions, gaining experience, and building
up technology knowledge. Furthermore, under the
current proposal for eIDAS 2.0, the EU member
states would be obliged to provide or promote a
digital wallet solution for their citizens within one
year.

In summary, digital wallets are an indispensable
component in the overall SSI ecosystem. They have
many features that can bring significant benefits
and efficiencies from the user's perspective, not
only in purely digital interactions.
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Myth 3: Regulatory requirements are
not met with an SSl-based solution.

Most identity documents and, in particular,
sovereign documents, such as a basic ID or a dig-
ital driving license, contain personal data of natural
persons that are subject to Art. 1 par. 1 General
Data Protection Regulation (GDPR). In using SSI,
data is only exchanged bilaterally between users
and verifying parties after the initial issuance of
cryptographically signed and verifiable credentials.
The issuance of these credentials is executed using
a secure, bilateral communication channel between
the users and the issuing institutions, hindering
third parties to see the data flows. This “Privacy by
Design” approach allows to comply with the strict
requirements of the GDPR for natural persons in
the EU: The limitation of the exchange of personal
information to the parties directly involved and to
the minimum necessary reflects, for example, the
principle of “data minimization” (cf. Article 1 (1) of
the GDPR) as well as “purpose limitation” (cf. Ar-
ticle 5 (1b) and (1c) GDPR). In addition, in the

case of a proof request, the release of individual
attributes must always be actively confirmed by the
user (“transparency” and “control”). The storage
of verifiable credentials in a digital wallet also facil-
itates portability (cf. Article 20 of the GDPR) and
the independent deletion of identity information by
users (“right to be forgotten”, cf. Article 17 of the
GDPR).

First and foremost, SSI-based solutions are subject
to the same regulatory requirements as, for exam-
ple, other electronic proofs of identity. However,
a differentiation must be made between the use
cases to fulfill the applicable regulatory require-
ments. This differentiation applies, among others,
to the SSI projects of the Federal Chancellery, e.g.,
for the Basic ID (Identity Card Act) or the Bavarian
State Tax Office’s VAT certificates (money launder-
ing and know-your-customer requirements). Owing
to the purpose of these identities, there are differ-
ent legal and regulatory requirements. Regarding
data protection requirements, as in the GDPR, SSI
could fulfill the strict requirements to a high de-

gree through its privacy by design approach (see
Myth 2).

For the creation of uniform surrounding conditions
in the cross-border use of electronic identification
means and trust services, the elDAS regulation pro-
vides the regulatory framework (see section 1, Mo-
tivation and Relevance). To make elDAS trust ser-
vices available as an anchor in the European SSI
ecosystem, the European Commission designed the
elDAS Bridge, which assists issuing institutions in
signing a verifiable credential (Alamillo-Domingo,
2020). It also assists to identify the issuing party

(a legal entity in the context of this project) by its
public key. Hence, through the elDAS Bridge, a ver-
ifiable credential could potentially be classified as
trustworthy and legally usable (Alamillo-Domingo,
2020).

A conclusive assessment of whether current SSI
projects meet relevant regulatory requirements is
not possible at this stage. Among other things,
SSl-based identity solutions would have to be rec-
ognized under a possible eIDAS 2.0 regulation to
be introduced. In addition, interoperability with
existing certificate systems must be established,
e.g., by connecting existing public key infrastruc-
tures with the verifiable credentials used in the
pilot projects of the Federal Chancellery or with the
use of general-purpose ZKPs in connection with
X.509 certificates (Delignat-Lavaud et al., 2016).

The SSI-based use cases that are implemented in
the context of the showcase projects, show already
complementary approaches with other techno-
logical standards, e.g., a digital ID card (electronic
proof of identity (eID)) and a digital driving license
(ISO/IEC 18013-5:2021). While the latter standard
is tailored to a specific use case and the elD spec-
ifies both a regulatory and technical implementa-
tion, SSI aims to provide a broader, more general
basis suitable for various use cases with the associ-
ated functional legal components.

The German elD infrastructure can currently only
be used to represent the ID card and therefore only
show the owner’s master data. From a technical
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perspective, the Enhanced Role Authentication
Protocol is intended to allow additional identity in-
formation from other , attribute providers” to be
presented together with the elD. So far, however,
this functionality has not passed the status of con-
ception and it is not yet known how the protocol
will be integrated into the national elD system or
even the Europe-wide elDAS ecosystem. The ac-
tual retrieval of the data stored on the ID card is
not done directly from the smartphone but from

a BSl-certified elD service, which communicates di-
rectly with the ID card after the user’s confirmation.
The elD service then forwards the retrieved data

to the requesting website. The smartphone only
serves to establish an encrypted communication
channel and cannot decrypt the transmitted infor-
mation. Even if the involvement of a third party
contradicts the purely bilateral interaction between
users and verifying parties, this approach can be
useful for ensuring the requirements of the highest
level of trust. This mechanism prevents multiple
attack vectors, such as a man-in-the-middle attack.
In such an attack the authenticity of transmitted
data is compromised or a security hole in the op-
erating system that leaks personal information to
malicious third parties. The integration of Secure
Elements into smartphones makes it possible to
store and present document data in a tamper-proof
manner. However, a lengthy certification process

is required for smartphones and access for relying
parties is severely restricted, making an ecosystem
of providers and verifying parties difficult.

On the other hand, documents in everyday use
cases are often also acceptable at a slightly lower
security level. Accordingly, in the SSI context, these
proofs can be stored and used directly in a freely
chosen wallet without involving a trusted third
party. It should be noted that the two approaches
are not mutually exclusive and can be operated in
parallel. A hybrid approach makes it possible to
keep the existing elD system with its high security
and proven governance structures while exchang-
ing workday identification documents with lower
security requirements in an environment with fewer
restrictions. This flexibility reduces entry barriers

for end users, companies, and authorities. It of-
fers the opportunity for new fields of application
without jeopardizing the security level of critical,
government-issued identification documents. Since
the level of assurance high specified in the eIDAS
regulation is required for sovereign documents,
such as a digital ID card or a potential digital driv-
ing license, special security requirements must be
met for the credential to be recognized. For exam-
ple, for an SSI solution, implications can be derived
from the security and governance mechanisms
based on the elD architecture. Since, according

to German Federal Office for Information Security
(2021), SSI cannot map this level of assurance on
its own at this point, technological approaches are
useful to facilitate a solution for both lower and
higher-level credentials.

It should be emphasized that SSI-based systems use
cryptographic primitives that are not yet certified

by the BSI (see also Myth 6). Even if no specific se-
curity vulnerabilities are currently known for these
methods, an end-to-end audit is indispensable for
a high level of security. Accordingly, it is the basic
prerequisite for a complete regulatory assessment
and regulation. Since cryptographic methods can
be seen as a chicken-and-egg problem, an initial re-
view and assessment of the cryptographic compo-
nents used should be sought for the further course
of the Secure Digital Identities showcase projects.

If these aspects are successively addressed, the pre-
vailing challenges can be gradually removed.

Overall, properly designed SSI solutions could well
meet all legal requirements in the long term. While
many developers and supporters of SSI plausibly
argue that more decentralized governance is nec-
essary or helpful for a highly scaled ecosystem of
digital identities, an evaluation can probably only
be done through practical implementation. Accord-
ingly, further research should consider how to keep
the opportunity for both centralized and decentral-
ized approaches open with little effort.

5SSl 20



|

_t
P

|

1
'ig““"_

| O O

—

| -

N

-

:
|

OHEOOO0OO0O

= Il &
- =
e

= B BT

:. TI. 1. : - u : I_ 4_ _| L

Ck

| B
u

‘ '=|q - =

B—

-

i D-

B e

-
" .

I

]
—

=
—

. E:]

———
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Myth 4: The SSI concept exhibits fun-
damental technical security issues.

In Germany, the introduction of a digital repre-
sentation of the driving license led to criticism
because of its premature stop (Wittmann, 2021;
Muth, 2021). Within the framework of technical
analyses, justified questions were raised about the
implementation and its security mechanisms. As
with any public software architecture, malicious ac-
tors must be expected at any time in an SSl-based
system. Thus, extensive penetration tests must be
carried out before the launch to exclude attack
points. The fact that the name (and possibly an im-
age) of the requester can be freely selected when
verifying a credential in the context of a proof re-
guest received criticism. Consequently, the identity
of the verifying party cannot be confirmed beyond
doubt. In addition, the security of complex crypto-
graphic procedures such as ZKPs and blockchains
as well as the suitability of smartphones for storing
sensitive identity information were also controver-
sially discussed (Kahlo, 2021; Chaosradio, 2021)°.
We address the raised concerns in the following.

First, it is at the heart of a self-sovereign identity to
determine to what degree data is disclosed and to
whom. Comparing this scenario to handing over
the information of physical identity to a stranger
in the real world, the same due diligence has to be
done. This can raise a problem in the digital world
to that extent that end users in digital interactions
cannot visually verify the identity of verifying par-
ties. This is problematic because sensitive informa-
tion can fall into the wrong hands.

A much more far-reaching attack scenario, which
was not prevented during the implementation of
the digital driving license, is a man-in-the-middle
attack (Wittmann, 2021; Lissi, 2021). In such an
attack, a third party can read the communication
between the verifying party and wallet users unno-
ticed by pretending to be the verifying party for the
owner of a wallet and the wallet's owner for the
verifying party. In addition to reading sensitive in-

>For the BSl's position on ZKPs in general, see Study of
the BSI on secure blockchains.

formation, there may be use cases where newly is-
sued proofs of identity can be made directly usable
for attackers in the interaction. The consequences
can be far-reaching for both wallet owners and ver-
ifying parties, as they rely on the authenticity of the
counterpart.

This problem is often encountered in digital iden-
tity management solutions and has been discussed
in the SSI community. Various possible solutions
have been proposed. One solution that seems to
make sense, especially for sovereign documents, is
to restrict the disclosure of sovereign credentials,
comparable to the elD system, and to allow a dig-
ital wallet to present credentials only to certified
entities (Lissi, 2021)(Lissi, 2021). Such considera-
tions can also be found in the first architectural
sketch for the European implementation of digital
wallets (eIDAS Expert Group, 2022): Accordingly,
registers for trusted parties are required. In addi-
tion, the digital wallet should be able to identify
the verifying party so that users can make informed
decisions®. However, strong restrictions can only
enforce compliance with these restrictions — in the
case of the elD, for example, in the security chip of
the ID card itself. However, certification of digital
wallets to ensure that corresponding rules are ob-
served seems sufficient for use cases outside the
“high” assurance level. Nevertheless, it is conceiv-
able that, depending on the use case, also different
security levels for the identification of the verifying
party or their permission to process the correspond-
ing data are checked differently, for example, by
different registers of trustworthy verifying parties.
This measure can be implemented, for example,

by depositing the public keys of a verifying organi-
zation in a trust register, which can be managed
centrally or decentrally (see myth 5). Depending
on the sensitivity of the data or the level of secu-
rity required, end users can then be sure that it will
only be passed on to authorized organizations and
not to malicious actors. Otherwise they will receive
a recommendation from their wallet app and can
ignore it if necessary.

6"To ensure informed actions from the user and ade-
quate security levels, the EUDI Wallet shall implement mutual
authentication capabilities.”
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Verifying the identity of the relying party is thus
easy to implement, can use existing mechanisms
for identifying organizations on the internet, such
as SSL certificates and qualified website certificates,
and are to some extent already implemented in the
ID Wallet. On the other hand, for many interac-
tions, this approach also represents a possibly too
strong restriction of users, for example, if they are
sure they want to transmit information to an uncer-
tified but trustworthy party. Especially if the infor-
mation involved is not very sensitive or is strongly
anonymized using ZKPs, users should be able to
ignore the warning sent by the wallet app. This
could make sense, for example, in the case of prov-
ing one’s age of majority or one’s vaccination status
without disclosing sensitive information, such as a
full name. Further discussions on different scenar-
ios, under which conditions which approaches are
suitable and how fine-grained these possibilities
have to be differentiated are still necessary.

In addition to classic certificate authorities (CA),
which form the PKI of today’s internet, signature
keys can also be allocated and published via decen-
tralized registers using distributed ledger technol-
ogy (DLT), such as blockchain technology’. In the
context of the Secure Digital Identities showcase
projects, the management of this cryptographic
material is done in a distributed manner by several
trusted parties, i.e., node operators®. The nodes
of a blockchain, such as Hyperledger Indy, are op-
erated by companies or public authorities in their
infrastructure. Overall, a network must be suffi-
ciently protected against failure in its design, as

a distributed system can only exist with a limited
amount of failing or compromised nodes before
consensus is lost or the entire network fails. In this
context, a system with inherent tolerance for failed
or compromised nodes can provide much higher
integrity and security guarantees than a centralized
design, given appropriate governance.

Compromised nodes can also be removed from the
network with the help of majorities of the remain-

7In the following, we use the terms blockchain and DLT
synonymously.
8See, for instance, Governance at IDunion.

ing nodes. As long as a significant proportion (usu-
ally 1/3) of the nodes in the network are not com-
promised, the takeover of the network by these
mechanisms is not possible. To proactively counter-
act this attack surface, the entire network should
be continuously monitored to detect such threats
at an early stage and, in the event of a takeover, to
exclude suspicious nodes from the consensus and
finally remove them from the network. Compared
to centralized software architecture, the advantage
is that the entire infrastructure is not immediately
at risk from an attack. However, the attack surface
is distributed among several stakeholders, thus en-
abling a flexible response. Thus, it is no longer suf-
ficient to penetrate only one organization. Because
of the underlying consensus building, at least the
majority of nodes must be attacked or a consider-
able share of a scarce resource such as computing
power of the overall system must be reached. Over-
all, this results conceptually in demonstrably high
availability and robustness against attackers. The
Hyperledger Indy-based distributed ledger used

in the context of the ID Wallet uses a consensus
mechanism that builds on concepts known math-
ematically for more than 20 years. It is provably
secure as long as less than 1/3 of the nodes are at-
tacked or fail (Castro and Liskov, 2002; Aublin et
al., 2013; Naik and Jenkins, 2021). However, the
implementation so far remains complex and un-
proven in terms of security and performance over
long periods (see myth 5).

Concerning the smartphone wallet, in an IT security
context, the question should be raised about how
to ensure that cryptographic keys and certificates
cannot be extracted via cyber-attacks or physical
access to the locked device. Research suggests that
while smartphones could achieve a high level of
security in protecting, e.g., cryptographic keys, cor-
responding mechanisms are often insufficiently de-
ployed (Lovejoy, 2021; Zinkus et al., 2021). Overall,
this topic should receive more attention in the dis-
cussion since private companies, for example, such
as the NSO Group in the case of the Pegasus spy-
ware (Munzinger, 2021), can attack smartphones
in a targeted and unnoticed manner. Considera-
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tion should also be given to the dependence of
manufacturing companies on smartphones and
their operating systems but also ensuring that they
cannot track activity in the wallet. Perfect secu-
rity is very difficult to achieve and abandoning a
smartphone application would probably also go
hand in hand with considerable restrictions in user-
friendliness. Therefore, well-founded trade-offs
must be achieved between the different realization
options of a digital identity. In addition, with the
direct linking of the operating system and digital
wallets, it is questionable to what extent the au-
thorities of the individual countries can intervene
or adapt since the proofs are stored in the respec-
tive integrated wallet solution. Here, the trade-off
must be made between generalization via a stan-
dard and deviations in specific cases. However, this
applies analogously to all mobile digital identity
solutions.

Furthermore, using a digital wallet app raises the
guestion to what extent security requirements of
secure access for users are met. In this context,
two-factor authentication is very important to en-
sure the security of users in the management of
personal information. In addition, it is important
to prevent unnoticed theft of credentials, for ex-
ample, by connecting them to the mobile device.

In order to increase the practical utility of a digital
wallet app and to meet security-related require-
ments, it is crucial to enable the recovery of identity
documents and cryptographic keys, for example,
via backups. In this light, users should be able to
regularly back up their data to restore it in case of
a loss or theft. Some digital wallets on the mar-
ket have an integrated facility for automated en-
crypted backups to cloud services. Once the app is
installed, a recovery key is initially generated that

is required to decrypt the backup, e.g., via cloud
providers or wallet providers’ services. The keys can
be stored offline, outsourced to a trusted person
or distributed across several devices (multi-device
recovery). It should be noted that backups for keys
in secure key stores may not be feasible. However,
it is conceivable that only the digital ID card has de-
vice binding. In the event of theft or loss, the old

(digital) ID card would have to be revoked and a
new one created, just as in the analog case. On the
other hand, the remaining identity documents can
be restored via backups but simultaneously inherit
the new device binding of the ID card by present-
ing it in conjunction with the ID card if required

in a use case with high level of assurance require-
ments.

In addition to storing cryptographic keys in the wal-
let app, a particularly strong device binding can be
used, which, in contrast to the operating system’s
key store, uses a special chip —i.e., the Secure Ele-
ment — whose sole purpose is the secure storage of
cryptographic material. This approach can virtually
prevent verifiable copying of credentials and asso-
ciated keys to another smartphone. This ensures
that use is only possible on one mobile device and
makes sharing credentials more difficult. It should
be noted that the ZKPs used in existing SSI imple-
mentations are not yet able to provide proof of
control over keys in the Secure Element without
leaving a unique trace. However, the feasibility of
reconciling security and data minimization in this
case has already been demonstrated using X.509
certificates (Delignat-Lavaud et al., 2016) and it is
desirable to make this happen in the SSI implemen-
tations used as well.
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Myth 5: SSI can only be implemented
using blockchain technology.

In many SSI pilot projects, the use of blockchain
technology is being tested for the allocation and
publication of signature keys. However, central al-
ternatives can also be considered for this purpose.
In general, one or more verifiable and publicly avail-
able data registers must assign (public) signature
keys to organizations. The assignment usually
serves as a basis for verifying organizations to clas-
sify the trustworthiness of identity documents.

Distributed and synchronized data storage in a
blockchain-based solution enables wide acceptance
and referencing of a common basis for the use of
sovereign and other credentials. In this context,
organizations can generate their own public decen-
tralized identifier (DID) and issue credentials based
on it. Users can manage digital identity credentials
together with other credentials in an ecosystem

of SSI-based identities and use them in combina-
tion in one process. Individuals and organizations
should be able to dispose of their digital identity
without depending on a third party. This is impor-
tant because DIDs can form the basis of any iden-
tity and communication system because, without
them, there are no relationships, transactions and
messages between entities (Sabadello, 2017). In
addition, new schemas for verifiable identities can
be easily registered in the network and thus made
referencable and usable for issuing institutions in
credential definitions.

Another advantage comes with revoking issued
credentials, which can prevent correlation of users
through the use of tails files and accumulators and
thus protect privacy despite public availability?. A
blockchain-based revocation registry enables im-
provements in the availability of revocation infor-
mation and empowers users to prove the validity
of their identity credentials without contacting the
issuing parties again. In contrast, PKl-based identity
solutions work with interactive services that check
the validity of the certificates when requested and
thus enable the correlation of the users. Another

9See the documentation on Tails Files and Accumulator.

advantage of blockchain-based SSI architecture is
the immutability and transparency of the transac-
tion history, which, among other things, allows
the addition of new schemas, credential definitions
or entries in the revocation register, as well as the
adjustment of rights and roles, to be stored in a
publicly visible manner. Furthermore, points of at-
tack or failure can be reduced for blockchains. If
individual DIDs or nodes are compromised, this
only affects a few issuer services but not the entire
system (see myth 4).

However, using a blockchain increases the complex-
ity and thus offers potential for attacks. In partic-
ular, the applicability of revocation possibilities via
blockchain-based registers involves a high degree
of complexity. In this case, cryptographic concepts
are applied that requires a profound understanding
and sophisticated security system. Access-restricted
blockchain-based systems such as Hyperledger Indy
do often have major challenges in terms of write
operations performance (Sedimeir et al., 2021).
However, when the blockchain is used correctly

— predominantly for reading for which horizontal
scaling is possible — these do not pose significant
problems in the case of SSI. In particular, the per-
formance issues of the mobile digital driver’s license
in the ID wallet is unrelated to the blockchain com-
ponent®.

In addition to implementing a revocation register,
fundamental questions arise regarding the gov-
ernance of such a network. Careful evaluation is
required as to which entities can be trusted to op-
erate each node on the network. If node operators
harbor malicious intent, they could potentially at-
tack the network and take over the entire system.
Consequently, this would lead to a loss of trust in
the system and the organizations involved. Further-
more, it is crucial to define an overarching gover-
nance system in advance regarding the manage-
ment of roles and rights, for example, to allocate
the necessary access and write rights for changes
on the blockchain ledger to the corresponding or-
ganizations. Compared to established CA and PKI

"OFor the performance of the Hyperledger Indy blockchain
used, see Sedlmeir et al. (2021).
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structures, blockchain technology is still at an early
stage and must first prove itself in practice as an
alternative decentralized trust anchor and guaran-
tee authentication at an appropriate level for all
applications over a longer period (German Federal
Office for Information Security, 2021).

As mentioned above, a centralized solution using
CAs and PKI could also assign, manage and au-
thenticate public keys to a person or organization
on the Internet. Especially if applications are to
achieve an increased level of security, which for ex-
ample, require elDAS-compliant authentication. In
this event, PKl-based solutions should be consid-
ered (German Federal Office for Information Secu-
rity, 2021). Moreover, PKls lend themselves when a
high level of trust in centralized entities already pre-
vails. However, the question arises as to who this
trusted entity should be in a centralized scenario.

In Germany, legally defined requirements for digital
certificates and qualified electronic signatures ap-
ply according to the Trust Services Act''. The CAs
are subject to the supervision of the Federal Net-
work Agency, which guarantees the integrity of the
certificates in legal transactions.

On the other hand, verification bodies may be com-
posed of several entities, especially if governance
is considered in the bigger European picture. Simi-
lar to the International Civil Aviation Organisation
(ICAQ), there are already overarching standards for
issuing and verifying e-passports. In this context,
each country establishes a national root certifica-
tion authority for signing (CSCA'?) as a trusted
authority. The national CSCA creates the root cer-
tificates (CSCA certificates) and signs certificates
required for signing data on (ID) documents. These
document signer certificates can then be used,

for instance, by passport manufacturers. Subse-
guently, the digital signature on a passport can be
verified against the CSCA' root certificate.’®. This
approach hence provides a practically, decentral-
ized, and standardized alternative to a blockchain

"See Gesetzestext.

25ee example on Country Signing Certification Authority
(CSCA).

13See Explanation of the BSI.

infrastructure at European level, as the involvement
of a national certification authority can be hardly
contested.

Overall, blockchain technology is experiencing
great momentum in the industry, various coun-
tries, and in different SSI projects (e.g., Hyper-
ledger Indy), which can contribute to a cross-border
ecosystem of compatible digital wallets with inno-
vative privacy-protecting features and well-resolved
revocation capabilities. In the future, however,
there may also be SSI-based ecosystems that allow
multiple different registries on a centralized and de-
centralized level for the allocation and verification
of cryptographic keys.
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Myth 6: In SSI, personal data is stored
on a blockchain.

With a blockchain-based SSI solution, just like with
the use of centralized alternatives (e.g., CAs), data
protection requirements must be met. The big dif-
ference between blockchain-based systems and
centralized alternatives is the immutability of the
transaction history and the replication of data on
multiple nodes with a blockchain-based registry.
Due to the characteristics of blockchain in terms
of transparent and unchangeable data entries
stored on many nodes, challenges arise in deal-
ing with data protection regulations, such as the
GDPR (SedImeir et al., 2022).

In other use cases in which personal data is pro-
cessed on a blockchain, upstream pseudonymiza-
tion is usually carried out to enable subsequent
anonymization and thus deletion of the personal
reference. A good anonymization method, how-
ever, is characterized by the fact that it can only be
removed with disproportionate effort using techni-
cal aids™. It should also be noted that users can re-

voke their consent to data processing at any time'®.

Due to the immutability, data on blockchain-based
systems can usually no longer be changed after-
ward. In this context, it is very difficult for users to
exercise their right to adjust incorrect data or to
delete data on blockchains.

Consequently, when using a blockchain infrastruc-
ture, care must be taken to avoid personal refer-
ences of data as well as the disclosure of internal
company and machine data as a matter of princi-
ple (Schlatt et al., 2021; SedImeir et al., 2022). It

is important to determine whether the data is per-
sonal data. For example, the legal evaluation of the
SSI prototype of the Bavarian State Office for Taxes,
which was implemented based on blockchain tech-
nology, shows that a legally compliant design ap-
pears possible. However, not all data protection
risks in the use of blockchain technology can be
evaluated in this project, as there is currently still

cf. Article 4 sentence 5 GDPR.

5¢f. Article 7, sentence 3, GDPR. Except for Article 6,
sentences 1b) to f).

a lack of clear legislation in this regard (Guggen-
berger et al., 2021).

In the context of the SSI pilots of the Federal Chan-
cellery, data protection requirements are complied
with when issuing and verifying credentials in the
digital wallet (see myth 3). The use of blockchain
technology in this pilot project only serves to store
public key material (public keys and DIDs) of is-
suing parties and as a decentralized verification
infrastructure. No personal data is written to the
blockchain ledger during the issuance or the veri-
fication process. In particular, individuals’ identity
attributes and public keys are never written to a
blockchain but are stored in the users’ digital wal-
lets and shared bilaterally with verifying parties.
Moreover, as discussed in Myth 5, the use of ZKPs
in a blockchain-based revocation registry does not
allow any inferences to be made about individuals
by correlation. It should be noted that credential
issuing institutions have a natural interest in data
due to the use case requirements which also comes
with legal consequences, e.g., information about
the expiry date of an ID card or a revoked driver’s
license. Thus, issuing entities always process and
control personal data in their own databases — re-
gardless of whether a blockchain is used or not.

One exception where exclusive local storage by
end users is not possible is for managing revoca-
tion. Many SSI implementations choose to store
revocation-related information in a revocation reg-
istry on a publicly accessible blockchain. This re-
vocation registry on the ledger always refers to an
existing credential definition and contains com-
pressed and anonymized information about the
currently revoked or valid credentials in the form
of a cryptographic accumulator. This accumulator
does not allow third-parties (beyond the credential
holder) to derive information about the creden-
tials whose validity the accumulator represents. It
also contains the URI of the tails files and its hash
value. When a credential is issued, users receive
the index value and a key figure (the product of all
other accumulator values in the tails files), i.e., the
witness. On the ledger, the issuing organization’s
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new accumulator value is updated periodically and
globally in the revocation register to revoke cre-
dentials that have in the meantime been found

to be erroneous or stolen. When the credential

is presented, a corresponding delta between the
previous and the new witness is derived via the up-
dated accumulator value. The index value in the
tails files does not change. During the verification
process, users prove that they have valid creden-
tials by cryptographically proving that they know a
certain entry in the tails files with the help of the
public accumulator value stored on the blockchain.
In this process, users do not need to reveal infor-
mation about their credential that would allow a
verifying party to track previous or future usages or
revocation-related events associated to this creden-
tial. Verifying parties are not required to contact
issuing institutions or check a black list. With this
approach, users can hence demonstrate the validity
of their credentials in an innovative and privacy-
compliant way.
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Myth 7: SSl-based identity solutions
are inefficient and consume much
energy.

In general, the development of SSl is intended to
address the weaknesses of existing digital identity
management systems. The principles of controlla-
bility, portability and security of SSI identities must
be taken into account in order to release the poten-
tial of an overarching SSI ecosystem (Allen, 2016).
Overall, an SSI-based solution should make digi-
tal identities convenient, privacy-protecting, and
manageable across various providers using a digital
wallet. Users are free to choose a digital wallet app
from a specific provider, which the German Federal
Government promotes through open competition.
In this light, fostering competition avoids a lock-in
effect as with SSO services.

Despite the complex and innovative technical infras-
tructure, users can be guided through the issuing
and verification process in their wallet app in a very
user-friendly way if it has been designed to such an
extent (see myth 2). For example, users are actively
notified by verifiers of what data is requested and
can agree or decline to share data with just a few
clicks. However, given potential man-in-the-middle
attacks by unauthorized verifying organizations,
any risk mitigation measures should be considered
and implemented during development (see myth 4).
Ultimately, users manage their identity documents
together with other credentials in one hand - dig-
itally and decentrally on the smartphone. More-
over, issued credentials can be used throughout
Europe and save routine administrative procedures,
e.g., when moving at home or abroad, or identifi-
cation procedures, e.g., when opening (bank) ac-
counts (Schlatt et al., 2021). In this respect, an SSI
solution is not a complex system for end users and
can be very practical in everyday use (see myth 2).

For software developers, on the other hand, the
cryptographic primitives used, the interaction of
innovative, sometimes immature open-source soft-
ware components provided by communities, and
compliance with the associated technical standards
can lead to difficulties. In this context, for exam-

ple, compared to the simple verification of digital
signatures, ZKP are much more innovative and com-
plex and, for this reason, can pose greater security
risks (Kahlo, 2021). However, the currently used
ZKPs have been mathematically known for 20 years
and have been used successfully for a long time,
especially in blockchain applications, without any
known security problems.

The ZKP procedures currently used in common im-
plementations also require special signature proce-
dures, which results in limited flexibility for future
adaptations and a lack of compatibility with secure
key stores. On the other hand, there are currently
great advances in much more general ZKPs that
can address these two challenges. Further research
is needed for a conclusive evaluation. In addition
to ZKPs, adding a blockchain as a decentralized key
allocation and verification authority can increase
the degree of complexity (see myth 5). This raises
further questions concerning governance as well as
legal and security aspects. However, a blockchain
is not immediately noticeable to users, as it func-
tions as an infrastructure in the background. Nev-
ertheless, due to the numerous, excessively positive
reservations about blockchain technology in partic-
ular and negative reservations due to misconcep-
tions such as those just described, researching the
implications of using a blockchain on user accep-
tance might be meaningful.

Considering the energy demand for the production
of (special) paper and mobility, it can be assumed
that the energy demand for issuing or verifying
credentials will be lower than the previous paper-
based identity management, which often requires
presence. However, it is doubtful that a digital rep-
resentation would make physical documents obso-
lete for many sovereign identity documents in short
to medium term. However, the portability of cre-
dentials would at least eliminate the need for multi-
ple (and sometimes paper-based) issuance, such as
certified copies. Handling identity management by
employing an SSI solution across different systems
could also save costs through redundant adminis-
tration, data storage and (paper-based) processes
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at the state and private-sector organizations. In
particular, the low error rate and time intensity of
a fully automated cryptographic verification come
into play (Schlatt et al., 2021). Furthermore, the in-
creased data quality as well as data availability can
considerably increase efficiency in different applica-
tion areas and processes without entailing negative
aspects such as lack of transparency and control
over the transmission of sensitive data as described
above with established identity management ap-
proaches (Striker et al., 2021).

If a blockchain-based SSI solution is used, it can-
not be compared with open, proof-of-work-based
blockchain systems such as Bitcoin or Ethereum

in terms of its energy consumption in the case of
a restricted-access blockchain. It is important to
distinguish between the design parameters and
consensus mechanisms used for blockchains (see
myth 4). In particular, access-restricted blockchain-
based systems, where trusted entities operate
nodes, have a significantly lower energy overhead
than non-access-restricted blockchains, such as
Bitcoin or Ethereum (SedImeir et al., 2020). If an
open system is chosen, the aim should be to select
a blockchain with a low-energy consensus mech-
anism, e.g., Proof of Stake, to ensure low energy
requirements for this scenario.

The numerous publicly funded SSI projects of Ger-
many'’s Federal Government and private industry
use blockchains as a highly available and perfor-
mant data storage to provide trust-inspiring data,
providing a highly efficient synchronization mecha-
nism. Using 30 nodes, one can estimate the energy
demand to be about 30 times that of a central
server, although central systems usually also have
some inefficiencies due to backups. As a result,
such a blockchain does not consume significantly
more energy than conventional, centralized IT sys-
tems (SedIimeir et al., 2020).
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In this discussion paper, we presented opinions
from the controversial public discourse on the topic
of SSI and taken up, questioned, and discussed ar-
guments that have been put forward. In doing so,
we examined the added value of the concepts and
technologies used from a scientific perspective and
highlighted existing challenges. The myths exam-
ined in this context are primarily intended to help
decision-makers in business and politics, IT special-
ists, and citizens to gain a better understanding of
SSIand to support them in classifying the result-
ing opportunities and risks. We explore the topic
from a multidimensional perspective with regard to
the complex interrelationships between adoption
barriers, data protection, and security, considering
technical, governance-related, research-related,
regulatory, and general aspects.

Germany is taking a pioneering role in the EU in
developing an SSI-based digital identity ecosystem
that comprises numerous projects in the public and
private sector. Especially against the backdrop of a
potential introduction of the eIDAS 2.0 regulation,
Germany is setting the course early on for an inter-
operable SSI solution that could be implemented
across Europe. To support and accelerate this pro-
cess, Germany's Federal Government is acting as a
pacemaker for an ecosystem of secure digital iden-
tities, which are defined by predetermined frame-
work conditions, particularly those of the European
Commission. In doing so, the Federal Government
wants to enable fair competition in the digital econ-
omy. However, the practical opportunities for appli-
cation are currently limited to mainly test and pilot
status. In addition, the regulatory requirements

in many domains must be adapted to enable the
legally effective and widespread use of digital wal-
lets. At the latest when the elDAS 2.0 regulation
comes into force, this step could be taken promptly
at the national and European level.

Overall, SSI promises great economic potential
through an increased level of security, flexibility,
and privacy. In addition, SSl-based digital identi-
ties for companies and machines can increase effi-

ciency in exchanging master data. This approach
is already being tested in various pilot projects of
the German Federal Government, and arguably
relevant also beyond core identity-related applica-
tions, for instance, in the context of Industry 4.0
and personal CO;-accounting. The development
and adoption of an SSI-based identity solution can
significantly accelerate the digital transformation
in Germany and Europe and help to achieve goals
such as those of the German Online Access Act
("Onlinezugangsgesetz”)'®
of decentralized digital identities could also reduce

. A European ecosystem

the risks of centralized systems and strengthen in-
dependence. In this way, SSI could contribute to
the digital sovereignty of Germany and Europe.

However, to develop such an ecosystem and realize
the potential of SSI, several challenges still need to
be addressed. SSlis highly dependent on a thriv-
ing ecosystem with many different use cases, as
the added value of an identity solution scales with
the number of possible uses. Especially when de-
veloping further use cases, the basic ID should be
considered the fundamental digital credential for
personal identities. With the help of a secure digi-
tal identity, users can have other proofs and iden-
tity documents issued quickly and efficiently and
use them in everyday life in a self-determined man-
ner. A high fragmentation of different solutions

for digital identities, such as existing competing PKI
solutions, can strongly limit the possible adoption
of SSI. On the other hand, the interaction of exist-
ing elD systems for state-issued, highly regulated
documents with SSl-based attestations for all re-
maining cases in a single digital wallet is also a real-
istic implementation option. An interoperable and
scalable ecosystem of digital identities requires at
least the pan-European standardization of technical
components, such as the technical design of veri-
fiable proofs and the corresponding fundamental
trust structures. Here, the implementation of elDAS
in the past has already created a great foundation,
which SSl-based approaches should take into ac-

'6The Onlinezugangsgesetz obliges the federal, state, and
local governments to make nearly 600 administrative services
available in purely digital form by the end of 2022. Further
information can be found here.
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count and leverage. We also want to emphasize
that the described advantages of an SSI-based iden-
tity solution, especially from the user’s perspective,
are only substantial and reliable using end-to-end
encryption without any backdoor. In this sense,
policy-makers in Germany and the EU level should
be encouraged to define the framework condi-
tions for such a solution. Improvements to the user
experience of existing digital wallets are also still
required and demand large-scale studies (Rieger

et al., 2022; Sartor et al., 2022)

Furthermore, the implementation of digital identi-
ties must meet many requirements, especially from
a regulatory, technical, and governance perspec-
tive. Many pilot projects in Germany are testing the
applicability and practical fit of SSI in different use
cases, using agile software engineering approaches.
However, these SSI pilots’ rapid and continuous de-
velopment should not be at the expense of security.
Technical standards and requirements must be met
at all times. An SSI-based solution and its compo-
nents must withstand the demands of production
quality. In addition, technology assessments must
be carried out continuously when designing and
implementing new features or applications to iden-
tify potential risks at an early stage and use the
associated opportunities of SSIin a more targeted
manner. In any case, an open-source development
of the components is desirable to allow a broad
community of developers and experts to partici-
pate, test, and thoroughly examine the system.

A candidate for a regulatory framework for SSI has
already been initiated with the elDAS 2.0 proposal.
In our opinion, an SSI-based approach could fulfill
the legal requirements under elDAS 2.0 very well
and be a useful complement to existing elD imple-
mentations in less regulated areas. In this context,
the German Federal Government must provide its
citizens with a digital wallet within one year — an-
other positive indicator for an SSI-based solution
under elDAS 2.0. We conclude that SSI offers the
opportunity for an open technical system with easy
onboarding that enables and promotes a European
ecosystem of user-managed digital identities in

which small and medium-sized organizations can
also participate. Regulatory and technical aspects
are heavily intertwined and must be considered in

an integrative way.
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