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Abstract

While decentralized finance (DeFi) has the potential to emulate and, indeed, outperform existing financial systems, it remains
a complex phenomenon yet to be extensively researched. To make the most of this potential, its practitioners must gain a
rigorous understanding of its intricacies, as must information systems (IS) researchers. Against this background, this study
uses a multivocal literature review to capture the state of research in DeFi. Thereby, we (1) present a consolidating defini-
tion of DeFi as we (2) analyze, synthesize, and discuss the current state of knowledge in the field of DeFi. We do so while
adapting the blockchain research framework proposed by (Risius and Spohrer, Business & Information Systems Engineering
59:385-409, 2017). Furthermore, we (3) identify gaps in the literature and indicate future research directions in DeFi. Even
though our findings highlight several shortcomings in DeFi that have prevented its widespread adoption, our literature review
shows a large consensus on DeFi’s many promising features and potential to complement the traditional financial system.
To that end, this paper is presented to encourage further research to mitigate the current risks of DeFi, the payoff of which
will be an enriched financial ecosystem.

Keywords Blockchain - Crypto Finance - DeFi - Literature review - Research agenda - Smart contracts
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Introduction

Recently, the domain of blockchain-based crypto assets and
currencies has seen an increase in both attention and accept-
ance. Almost half of the market participants were novices
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when they purchased these assets in 2021, leading to a rapid
and massive rise in user adoption (Lang, 2022). In general
terms, 2021 proved to be a blockbuster with substantial
growth in the crypto asset and currency market, demon-
strated by the all-time high of Bitcoin (Chainalysis, 2021a).
More specifically, the past years have seen blockchain-based
financial services that empower a decentralized finance
(DeFi) system which gained strong momentum, so much
so that the use of DeFi-based services has grown tremen-
dously (Behrens, 2022; Chainalysis, 2021b; Gramlich et al.,
2022). This growth is reflected in, among other things, the
total value of crypto assets locked in DeFi-based applica-
tions since that value quadrupled to $80 billion in early 2022
(DeFi Pulse, 2022). DeFi encompasses a new field that emu-
lates traditional financial services and products in the crypto
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domain, such as lending and borrowing services (Buterin,
2014; Schir, 2021; Zetzsche et al., 2020).

It is high time, then, that DeFi is recognized as a new and
rapidly growing research field at the intersection of multiple
disciplines as varied as finance, law, and technology (Grigo
et al., 2020; Zetzsche et al., 2020). By means of integrating
decentralized infrastructure and financial applications, DeFi
seeks to ensure the functionality of a financial system in a
digital and decentralized manner (Schir, 2021; Schueffel,
2021). DeFi is perceived to have significant disruptive poten-
tial concerning the ways in which financial activities will
be conducted in the future (Chen & Bellavitis, 2020; Grigo
et al., 2020). While traditional financial activities often
require trusted intermediaries, such as brokers or banks,
DeFi aims to replace them with deterministic code, which
is to say code embedded in such things as blockchains and
smart contract protocols. This is expected to facilitate dis-
intermediation and create a trustless environment (Buterin,
2016; Dai, 1998; Feulner et al., 2022; Schér, 2021).

However, the broad adoption of DeFi is still facing sub-
stantial challenges. Specifically, there are remaining con-
cerns about institutional embeddedness, scalability, and
general safety due to technical risks, illicit activities, and
regulatory uncertainty (Chen & Bellavitis, 2020; Derviz
et al., 2021; Meegan & Koens, 2021). Although DeFi has
significant merits, it also possesses a certain complexity that
can make it difficult to grasp, given its high degree of inno-
vation, rapid development, novel technological components,
and as yet unknown socioeconomic impact (Gramlich et al.,
2022; Meyer et al., 2022; Zetzsche et al., 2020). Also worth
considering is the flipside of less intermediation, i.e., the fact
that individual users are burdened with more responsibility
when using DeFi-based services, for example the need to
store their private keys that provide access to their funds. For
some users of DeFi, this increase in responsibility can mean
a decrease in the convenience of using financial services
(Lockl & Stoetzer, 2021). To mitigate this potential effect,
end-users must thoroughly understand DeFi to avoid appli-
cation errors or dangers. Indeed, as traditional financial insti-
tutions like asset management firms and financial technology
companies (FinTechs), such as those specializing in crypto
asset exchanges, embrace this emerging ecosystem, they not
only provide access to DeFi-based services and instruments.
They also bear significant risks (Ehrlich, 2022; Gramlich
et al., 2022; OECD, 2022). The need for risk awareness
became apparent dramatically with the recent collapse of
UST, one of the largest stablecoins, valued at approximately
USD 19 billion pre-crash. This shocking event resulted from
a market downturn which caused a failure in the algorithm
designed to keep the price pegged to the US Dollar. Due to
this failure, individual and institutional investors incurred
severe financial losses (Barthere et al., 2022). The case of
UST is a prime example of the complex risks associated with

@ Springer

DeFi and its interplay of regulatory, financial, and technical
aspects. It stands to reason, therefore, that any parties engag-
ing in DeFi-based services ought to have a keen awareness
and thorough understanding of these complex interrelation-
ships, challenges, and opportunities. Indeed, this ought to be
seen as a necessity for organizations, policymakers, regula-
tory authorities, and individuals who wish to harness the
full potential of DeFi (Gramlich et al., 2022; Schir, 2021).

While the research on DeFi is still in the early stages, par-
ticular articles published to date have done crucial pioneer-
ing work. For example, Chen and Bellavitis (2020), Zetzsche
et al. (2020), Amler et al. (2021), Schir (2021), Gramlich
et al. (2022), and Schueffel (2021) have focused on providing
a fundamental understanding of DeFi by conceptualizing the
core challenges, opportunities, applications, and functionali-
ties of DeFi. Although this research has made a valuable con-
tribution to the current body of knowledge, no holistic under-
standing of the DeFi phenomenon can be achieved without a
systematic synthesis of the literature. While both Werner et al.
(2021) and Bartoletti et al. (2021c) have used systematizations
of knowledge to collect, synthesize, and present findings on
lending pools and security challenges in DeFi and draw on
rigorous methodologies, they focus on specific application
fields of DeFi. In so doing, however, they do not cover the full
range of the literature to date and, therefore, do not provide a
holistic concept of DeFi. Meanwhile, Meyer et al. (2022) have
tried to provide a systematic overview of the peer-reviewed
academic literature on DeFi. Yet, their exclusion of the so-
called grey literature meant that they could not fully account
for community-driven phenomena such as DeFi (Brennecke
et al., 2022b) and blockchain-based systems in general (Bren-
necke et al., 2022a; Reijers et al., 2021).

Moreover, DeFi has yet to be conceptualized from mul-
tiple perspectives, particularly from a technical, regulatory,
and organizational point of view (Matsuo, 2020). In addi-
tion, no consensus has been established in the literature
regarding a common understanding of DeFi, which is to say
that there is a clear need for a concise and comprehensible
definition (Katona, 2021). Practitioners and IS researchers
should be able to look to the current literature to refine their
as yet partial understanding of DeFi. For example, organiza-
tions should be able to learn how to take strategic actions
to adopt and develop new DeFi-enabled business models,
use cases, services, and products. In doing so, they should
benefit from greater efficiency and automation, as from the
considerable trust promises of blockchain and smart con-
tracts (Schir, 2021). Meanwhile, policymakers and regula-
tors stand to benefit from understanding the complexities
and interwoven constructs of DeFi as it should help them
make the necessary decisions to create suitable regulatory
frameworks that promote DeFi-based applications. Accord-
ingly, our research draws on these premises and raises the
following research questions:
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RQ1: How can DeFi be defined?

RQ2: What is the state of research regarding DeFi, and
how can it be conceptualized?

RQ3: Where might one find worthy future research ave-
nues in the field of DeFi?

We conduct a multivocal literature review in response
to these research questions (Garousi et al., 2016, 2019).
Informed by its multiple findings, we propose a concise and
comprehensive definition of DeFi. This definition consoli-
dates all prior definitions proposed in the literature, thus
providing researchers and practitioners with a shared under-
standing when referring to DeFi. We also present a struc-
tured synthesis of the current state of research on DeFi. We
analyze 79 papers in-depth and present their main contribu-
tions, all of which we catalog in a DeFi research classifica-
tion framework adapted from those developed by Aral et al.
(2013) and Risius and Spohrer (2017). This framework dif-
ferentiates between the level of analysis (e.g., users/society
and DeFi platform) and the form of activities (e.g., design/
features and management/value) in the context of DeFi. This
allows us to synthesize current knowledge of DeFi from both
academic and non-academic works in a structured manner.
Then, the special distinction of this DeFi research classifica-
tion framework enables us to systematically identify gaps in
the literature and propose future research opportunities for
all identified sub-areas of DeFi research.

The remainder of this article is structured as follows: the
“Conceptual background” section elaborates on traditional
financial systems, blockchain technology, and decentral-
ized financial applications. The “Research method” section
describes our methodological approach. In the “Results”
section, we present the findings of our multivocal litera-
ture review. Finally, in the “Discussion and future research
opportunities” section, we discuss the essential findings in
greater detail and outline avenues for future research, after
which we offer our conclusive observations in the “Conclu-
sion” section.

Conceptual background

To gain a rigorous understanding of DeFi, one must first refine
one’s understanding of various concepts in traditional finance,
blockchain, and smart contract technology. The symbiosis of
these traditional financial concepts and blockchain technology
has led to DeFi and will also lead to a holistic view of its multi-
disciplinary complexity, the topic of this study.

The traditional financial system

A financial system connects the supply and demand of capi-
tal (Barth & Brumbaugh, 1997; Thakor, 1996). At its core is

the concept of money which fulfills three essential functions
in that it serves as a means of exchange, a unit of account,
and a store of value (Deutsche Bundesbank, 2019; Smith,
1910). Money can be transferred within the financial system
as it consists of financial markets, intermediaries, and infra-
structures (Boot & Thakor, 1997; Deutsche Bundesbank,
2019; Thakor, 1996).

Financial markets are an elusive term for subparts of the
financial system that can be differentiated due to certain
financial instruments (e.g., stock market, bond market) or
the maturity of a claim (e.g., money market, capital market)
(OECD, 2021). The particular value of financial markets to
the economy is that they not only provide the price discovery
of assets but also provide suppliers with investment opportu-
nities and demanders of capital with options to source funds
(Fabozzi 2008; Wurgler, 2000).

While suppliers and demanders come into financial
markets at the start and the end of the flow of funds, the
flow itself is controlled by intermediaries (Adambekova &
Andekina, 2013). These intermediaries provide services to
mitigate transaction costs, market risks, and asymmetric
information in markets (Allen & Santomero, 1997; Tobin,
1989). The most important financial intermediaries include,
among others, banks, brokers, investment funds, and insur-
ance companies. All these intermediaries can create and
trade different financial instruments to match the interests
at play by facilitating the channeling of funds from the sup-
ply to the demand side (Allen & Santomero, 1997). In doing
so, intermediaries can also act as counterparts in the trading
process, ensuring sufficient market liquidity. For example, as
banks take deposits and grant loans on money markets, they
economize the formerly expensive search for a trade partner
and make it possible to match lenders and borrowers with
far greater efficiency (Deutsche Bundesbank, 2019; Gorton
& Winton, 2003).

As the underlying infrastructure determines how financial
instruments are transferred from providers to demanders,
it concerns itself mainly with the technical aspects of the
financial system (Deutsche Bundesbank, 2019). However,
since the success and proliferation of financial technology
companies (FinTech), innovative financial services and prod-
ucts have emerged, some of which have notably refined the
existing infrastructures and financial services, such as set-
tlement services like VISA or PayPal (Drasch et al., 2018;
ECB, 1998; Puschmann, 2017; Schueffel, 2017).

Once globalization picked up pace, propelled by ever-
greater technological advances, national financial systems
became more interconnected and moved toward a global
financial system (Cerny, 1994). In conjunction with the
increasing popularity of securitization, this interconnected-
ness created a significant risk as the chain of intermediar-
ies became too complex and obscure, ultimately contribut-
ing to the escalation of the subprime mortgage crisis, and
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thus a triggering event of the 2008 global financial crisis
(Adrian & Shin, 2010; European Parliament et al., 2015).
In the aftermath, several adjustments were made to finan-
cial safeguard laws to mitigate this systemic risk (Adrian
& Shin, 2010; Minsky & Wray, 2008). For this reason, the
financial infrastructure of centralized finance (CeFi) is predi-
cated on a framework of technology, laws, and regulations
within which participants of the financial system can act
with unprecedented safety (Deutsche Bundesbank, 2019;
Thakor, 1996).

Blockchain foundations

In response to the global financial crisis, Bitcoin has
emerged as the first blockchain application to facilitate a
peer-to-peer (P2P) and trustless electronic cash system
(Nakamoto, 2008). Its origin dates back to a research stream
in cryptography, started in the 1990s and focused on sys-
tems that replace trust-based models with cryptography to
increase the sovereignty of individuals using it (Chaum,
1983; Dai, 1998; Szabo, 1994). Given this origin and decen-
tralized structure, Bitcoin is strongly associated with distrust
in central authorities, such as banks or governments.

This study is particularly relevant because the Bitcoin
whitepaper provides the concept for creating a distributed
ledger in a decentralized system using blockchain technol-
ogy (Nakamoto, 2008). Blockchains store transaction data
in blocks that are chronologically linked with cryptographic
hash functions making past transactions theoretically immu-
table (Butijn et al., 2019; Nofer et al., 2017). All transactions
are signed on public key infrastructure to authenticate and
authorize them (Beck et al., 2017; Hari & Lakshman, 2016).
They are distributed through a P2P network of participating
nodes, storing a copy of the blockchain to prevent single failure
points (Beck et al., 2017; Nakamoto, 2008). The recording
of new transactions is governed by a consensus mechanism

confirming incoming transactions’ validity(Beck et al., 2017,
Nakamoto, 2008; Schlatt et al., 2023; Zheng et al., 2017). By
taking into account the publicly accessible transaction history,
the system can prevent the multiple spending of a single asset
or currency, which solves the double-spending problem afflict-
ing other decentralized systems (Dai, 1998; Nakamoto, 2008).
Due to the formal rules of the system, enforced by the consen-
sus mechanism, transactions on a blockchain are considered
deterministic (Tai et al., 2017; Wood, 2014).

Because of this determinism, a blockchain cannot query
data from outside but instead requires data feeds (oracles)
that mediate by reporting (on-chaining) outside information
to the blockchain. As it is impossible to ascertain the verac-
ity of this information automatically, the blockchain relies
on these agents to perform their tasks with integrity. This is
commonly known as the “oracle problem” (Caldarelli, 2020).

Aside from recording and processing transactions, spe-
cific blockchains can store protocols and execute program-
ming code. Ethereum is one such blockchain (Buterin, 2014,
2016). It benefits of protocols often referred to as smart con-
tracts as they extend the functionality and programmabil-
ity of blockchains and enable more complex decentralized
applications (dApps) on the blockchains (Grigo et al., 2020;
Varma, 2019). Users can interact with dApps by invoking a
transaction to the smart contract’s address (Buterin, 2014,
Szabo, 1994).

Decentralized finance: A blockchain-based financial
system

DeFi refers to an innovative banking and financial system
replicating traditional financial services and instruments
while eliminating trusted centralized institutions (Buterin,
2014; Schir, 2021; Schueffel, 2021; Zetzsche et al., 2020).
DeFi has the potential not only to transport the merits of
blockchain and smart contracts to traditional finance but also

Fig. 1 DeFi stack (Schir, 2021)
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to improve existing infrastructures, markets, services, and
instruments (Gramlich et al., 2022; Nadler & Schir, 2022;
Schir, 2021). To date, the potential for greater efficiency
has yet to be delivered, as is the transformation of payment
and credit information systems (Cocco et al., 2017; Guo &
Liang, 2016).

As illustrated in Fig. 1, DeFi consists of multiple layers.
Blockchains that store programming code form the foun-
dation for further DeFi layers (Schir, 2021). While native
assets originate from the blockchain, non-native assets are
often referred to as tokens implemented with smart con-
tracts. They are provided by standardized token formats cov-
ering many cases (Buterin, 2014; Schér, 2021). The protocol
layer consists of such smart contracts. They define the funda-
mental building blocks of DeFi, such as exchanges, money
markets, derivatives, or asset management (Schir, 2021).
DeFi applications build on, modify, and combine these
building blocks to financial services and instruments. In the
top layer, aggregators further combine applications to build
even more specific or complex instruments, or to provide
users with single entry points for multiple services (Grigo
et al., 2020; Schir, 2021). In addition to smart contracts,
DeFi applications and aggregators frequently offer web-
based front-ends to facilitate the use of their services (Jensen
et al., 2021b; Schir, 2021). Owing to the standardization
and modularity properties, DeFi-based assets, protocols, and
applications are highly interoperable and composable, earn-
ing them the moniker of “Money Lego” (Grigo et al., 2020).

The two most established DeFi-based application types
are decentralized exchanges (DEXes) and lending proto-
cols (DefiLlama, 2022). While there are various types of
DEXes, automated market makers (AMMSs) are the most
common. AMMs rely on liquidity pools where users can
provide liquidity to trading pairs that other users can trade
against (Xu et al., 2022). The ratio of assets in a liquidity
pool, combined with the price curve of that pool, determines
the current exchange rate (Bartoletti et al., 2021b). Further-
more, the ratio of the liquidity pool’s size to the trade’s size
determines the spread caused by that trade, making the size
of liquidity a critical factor for AMMs. Meanwhile, lending
protocols operate very similar to money markets in tradi-
tional finance, where lenders can provide funds to receive
interest. A counterpart can borrow funds against some form
of collateral that they must deposit, whereupon they pay
interest on the borrowed funds. Interest curves determine the
interest rates for lenders and borrowers based on the supply
and demand ratio (Gudgeon et al., 2020b). To specity the
collateral ratio of borrowers and liquidate them in the event
that they fall short of the specified minimum ratio, lend-
ing protocols draw on external data feeds (oracles) for asset
prices. Aside from these two application types, DeFi offers
many other vital financial services and instruments, such as
stablecoins, derivatives, and insurance coverage.

Research method

Because the research published in DeFi has been sorely
lacking in both comprehensibility and systematization,
this paper’s twofold purpose is to structure the knowledge
accumulated in this field and then identify future research
avenues. Arguably, an exclusive focus on academic litera-
ture (AL) compromises the quality of a literature review in
subject areas as applied as software engineering (Garousi
et al., 2016; Kamei et al., 2021). With this risk in mind, we
decided to conduct a systematic multivocal literature review
(MLR), as proposed by Garousi et al., (2016, 2019). This has
allowed us to supplement the standard process of systematic
literature reviews (SLR), as established by Kitchenham and
Charters (2007), by also considering “grey literature” (GL).
GL is defined as literature “[...] which is produced at all
levels of government, academia, business, and industry in
print and electronic form, but is not controlled by commercial
publishers” (Farace & Schopfel, 2010, p. 71). A beneficial
side effect of including GLs is that it prevents publication
bias by pooling the knowledge of academics and practitioners
(Buck et al., 2021; Garousi et al., 2019). In practical terms,
we first used the SLR for AL, as modeled by Kitchenham and
Charters (2007). Subsequently, we reviewed GL following
the process developed by Garousi et al. (2019). As a result
of these measures, we obtained a predefined method of iden-
tifying all AL and GL relevant to our research questions.
Figure 2 illustrates our methodological approach.

Identifying relevant academic literature

By applying the method of Kitchenham and Charters (2007),
we first developed an appropriate search string. We started
with an initial search on Google Scholar, using the search
strings “Decentralized Finance” and “DeFi” to gain a broad
overview and determine any relevant terms related to our
search string. Every newly obtained term was tested concern-
ing its quality and inclusion rate, as indeed was a variation
of each search string, which led to this final search string:

(“Decentralized Finance” OR “Decentralized Finance”
OR “DeFi” OR “Open Finance”)

AND (“Distributed Ledger” OR “DLT” OR “Block-
chain”)

We applied this search string to nine reputable databases
for AL: ACM Digital Library, AIS eLibrary, EBSCO Host,
Emerald Insight, IEEE Xplore, Science Direct, Springer
Link, Web of Science, and Wiley Online Library. Consider-
ing all of the literature published before March 1, 2022, we
identified 595 AL items.

To further refine this sample, we set stricter inclusion
and exclusion criteria (Garousi et al., 2019; Kitchenham &
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Fig.2 MLR item sampling and refining process

Charters, 2007). Included was any item that (1) was avail-
able in full text, (2) was published in peer-reviewed jour-
nals or conferences, and (3) explored the concept of DeFi.
Excluded was every item that (1) only briefly mentioned the
concept of DeFi without contributing to the state of knowl-
edge and every item (2) that was not available in English.
Having applied these criteria in the title, abstract, and full-
text screening, we were left with 49 literature items. Finally,
we performed a forward and backward search to include
any other relevant literature (Webster & Watson, 2002). We
again applied our inclusion and exclusion criteria to evaluate
the newly obtained set of AL. In doing so, we identified one
additional item, giving us a total of 50 relevant AL items.

@ Springer

Finally, we provide an overview of all identified AL from
the MLR process and their respective IDs in Appendix 1.

Identifying relevant grey literature

Again, we started by defining an appropriate search string
for the GL. Given the insights gained in the AL search pro-
cess, we concluded that the same search string was suitable
for GL databases. After carefully considering the three tiers
of GL with varying outlet control and credibility (Garousi
et al., 2019), we decided to include only GL that aligns with
the first tier for quality reasons.
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We ran our search through Google Scholar, RePEc, and
arXiv, all three of which are databases commonly used for
searches of first-tier GL (Garousi et al., 2019). The initial
search on March 1, 2022, yielded 9527 GL items. In line
with this method, we chose a rule that governs when to stop
the GL search, this being the sophisticated stopping criteria
proposed by Butijn et al. (2019). Accordingly, we included
the first eight pages of each database and incrementally eval-
uated items on the following pages based on inclusion and
exclusion criteria. We aborted the search if less than 50%
of the page was deemed relevant. Only reviews of Google
Scholar yielded more than eight pages of literature.

Another critical factor when conducting a rigorous MLR
is the relevance of articles based on the inclusion and exclu-
sion criteria for GL. With this in mind, we included only GL
items that met the following three criteria: (1) they could
be assigned to the first GL tier of whitepapers, magazines,
and working papers (Garousi et al., 2019); (2) their text
was available in full; and (3) they explored the concept of
DeFi. Conversely, GL items were excluded if (1) they only
mentioned the concept of DeFi without contributing to the
state of knowledge and (2) the articles were not available
in English.

Once again, we performed a forward and backward search
to cast our net as wide as possible, allowing us to catch omis-
sions. This time, we identified six further GL items. Since
GL does not follow a peer-reviewed publishing process, the
quality can vary, which is why the MLR method applies dif-
ferent criteria to assess the individual quality of each item
(Garousi et al., 2019). Using this method, we were able to
set strict exclusion parameters, meaning that we excluded
any item that failed to satisfy at least 10 of our 17 criteria.
Appendix 2 offers an overview of our GL quality criteria.
Ultimately, we obtained 29 relevant GL items for our final
set. Appendix 2 also provides an overview of all GL identi-
fied in the MLR process and their respective IDs.

Number of
identified publications
O

2019

m Academic Literature

Fig. 3 Distribution of DeFi publications

After sampling and refining the AL and the GL sets, we
obtained a final set of 79 (S0AL +29GL) relevant DeFi lit-
erature items for a multivocal analysis.

Results
Descriptive overview of publications

As our results indicate, DeFi is an increasingly researched
phenomenon (Grigo et al., 2020; Schér, 2021). In 2020,
there was significant growth in AL (4+17) and a smaller yet
still notable increase in GL (4+ 7). Annual GL contributions
almost doubled from 2020 to 2021, while AL saw a growth
of approximately one third. Figure 3 depicts the distribution
of identified literature items per year.

As is apparent in Fig. 4, these literature items’ sources
vary. While most of the AL are conference papers (n=33)
and journal articles (n=17), the GL is more or less equally
distributed between e-prints, preprints, technical reports,
whitepapers, and working papers.

Defining decentralized finance

While the current body of knowledge exhibits certain com-
monalities in understanding DeFi, the specific aspects of
DeFi form a vast and varied spectrum that has so far defied
consensus. The purpose of this study is to facilitate such
consensus by providing a definition of DeFi that is as con-
cise and specific as possible without contradicting any of the
literature items considered in our review.

To provide the above-mentioned consensus definition, we
screened all identified literature items for their definition of
DeFi. We noted that 37 of 79 articles contained such a defi-
nition. Having examined each one, we disassembled them

28
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Fig.4 Types of DeFi literature items

into their components. An overview can be found in Table 1.
In addition, a more extensive overview can be found in
Appendix 3 and Appendix 4, which include all the remain-
ing aspects mentioned in some but not all definitions. Also,
to be found, there are all categorized synonyms and terms.
We ran multiple iterations to derive all relevant factors
and discussed our results with the team of authors. We then
consolidated and abstracted individual aspects used in simi-
lar contexts. For example, “on-chain” and “distributed ledger
technology” were associated with the term “blockchain.” After
performing a quantitative analysis, we decided to consider only
those abstract aspects mentioned in at least 25% of all defini-
tions. This required the exclusion of certain definitive criteria
mentioned by only a few authors. However, we deemed this
25% threshold necessary to establish a broad enough consen-
sus by providing a concise and comprehensive definition of
DeFi without minor caveats caused by disagreements on too
specific details. This thorough and iterative process of collect-
ing, analyzing, and synthesizing all existing DeFi definitions in
the literature resulted in the following consolidated definition:

DeFi is a decentralized financial system that enables
financial services and instruments to be offered and
used without the need for intermediaries as the system
is based on public blockchains and smart contracts.

With this universally applicable definition of DeFi, we
provide a foundation for the conceptualization of DeFi
literature.

State of research in decentralized finance

Since DeFi is a complex system yet to be fully understood,
we recognize the importance of examining it at its various
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levels, which involves looking at end-users, DeFi-based
platforms, technological infrastructures, and the traditional
financial sector. It is also crucial to perform this examina-
tion from multiple perspectives to account for technical,
regulatory, and organizational criteria (Matsuo, 2020). The
intention of analyzing, synthesizing, and presenting the most
significant DeFi research in this structured and comprehen-
sive manner is to offer practitioners and researchers alike an
easily accessible opportunity to gain a better understanding
of this increasingly relevant phenomenon.

It is our contention in this study that adopting a block-
chain framework to the DeFi context is advisable because
DeFi is based on blockchains and allows one to capitalize on
inherent similarities and peculiarities in these two domains,
be they in development, implementation, or topics of
research. It also allows one to organize the current research
body accordingly (see Buck et al., 2021; Schir, 2021).

Therefore, our resulting framework is based mainly on the
work of Risius and Spohrer (2017) who adapted the research
classification framework by Aral et al. (2013) to the context
of blockchain. We are aware of other pioneering research
classification frameworks used in the context of blockchain,
such as those of Casino et al. (2019), Rossi et al. (2019), and
Hughes et al. (2019). These other frameworks have merit in
classifying blockchain for individual perspectives and use
cases. However, they achieve this at the price of compro-
mising the arguably more holistic approach that can capture
multiple dimensions and interdisciplinary perspectives like
the technological, regulatory, or managerial, the integrated
appreciation of which allows for finer granularity when clas-
sifying literature items. As such, these frameworks would
appear to be inappropriate for the requirements of this pro-
ject and indeed for further adaptation to a DeFi framework.
Meanwhile, the framework of Risius and Spohrer (2017)
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Table 1 Quantitative analysis
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provides categories for detailed classification and analysis,
so much so that it incorporates the most relevant elements
of other frameworks, allows for greater adaptability to DeFi-
specific requirements, and provides a structure that indicates
future research opportunities.

It is worth noting, then, that our research classification
framework addresses two distinct dimensions: (a) activities
and (b) level of analysis. The “activities” dimension looks at
all the actions performed in DeFi research and groups them
into three sub-dimensions. Design & Features refers to the

implementation and design of concepts and their features,
while Measurement & Value addresses benefits, disadvan-
tages, and value discussions. Finally, Management & Organ-
ization covers governance, usage, and overall organization.
As for the dimension “level of analysis,” this is divided
into four sub-dimensions as it refers to the levels on which
respective activities are performed. First, Users & Society
focuses on user groups and the public. Second, the level of
analysis concerning DeFi Applications deals with the smart
contracts, protocols, and apps built on the blockchain for

@ Springer



11 Page 10 of 37

Electronic Markets (2023) 33:11

Table 2 Systematic classification of literature items

Acg,,.
Le Yelop Vitje
a
aly i

Design & Features

Measurement & Value

Management & Organization

[71, [10], [49], [76]. [77]. [78]

Users & Society

[6], [71, [121, [15], [441, [56], [57].
[60], [61], [73]

[31. [6]. [111, [16], [17], [20], [22],
[321, [37], [38], [39], [48], [54].
[56], [71]

[11, [9], [23], [24], [27], (28],

DeFi Applications [62]. [66]. [67]. [75]

[2], [5], (8], [12], [13], [14], [15],
[36], [40], [41], [51]. [53]. [55].{[17], [21], [23], [24], [29], [31], [34], [[69]
[41], [42], [45], [46], [47], [50], [52].
[53], [58], [60], [61], [63], [66], [69],
[701, [72], [75], [79]

[38], [42], [46], [47], [58], [66],

[4]. [19]. [23], [25]. [26], [30],
[35], [36], [43], [55]. [56]. [59].

Blockchain Infrastructure [61], [74]

[33], [35], [51]. [55]. [60]. [76]

[26], [43], [54]. [74]

[71, [56], [57], [59], [63], [68]

Financial Industry

[71, [9], (101, [12], [15], [18], [19],
[231, [56], [57], [64], [65], [68], [78]

[391,163]. [68], [78]

DeFi to perform. Third, Blockchain Infrastructure targets
the underlying blockchain. Finally, the fourth and final sub-
dimension, Financial Industry, accounts for the traditional
financial industry with established firms and institutions.
Please see Table 2 for a depiction of our DeFi research
framework within which the IDs of our literature elements
represent the identified articles. Black font refers to AL
and blue font to GL. Notably, these categories are not
exclusive, meaning that articles can be assigned to mul-
tiple categories. Table 3 provides a heat map of our DeFi
research framework to make the relative number of clas-
sifications apparent by showing the concentration of DeFi
areas that have been explored to date. Once we acknowl-
edge such multiple classifications for specific items, we
find 133 classifications (76 AL and 57 GL classifications).

Table 3 Classification heat map

We observed a high concentration of AL and GL literature
at the intersection of Measurement & Value and DeFi Applica-
tions with the accumulation of 24% of all classifications in this
category. A possible explanation could be that it is particu-
larly important to explore the opportunities and disadvantages
of DeFi applications for various stakeholders to highlight the
added value, mitigate risks, or develop new use cases. We also
noted that academic research appeared to have a strong focus
on the Management & Organization/Users & Society category
(16%), owing to extensive research on governance, regulatory
analyses, and law proposals. Eventually, we identified “white
spots” in the dimensions of Design & Features/Financial Indus-
try and Management & Organization/Financial Industry that
have so far received nearly no attention from scholars. Accord-
ingly, we assume that these white spots are the novelty of DeFi.

Activities . N

e e Design & Features Measurement & Value | Management & Organization
AL 4% 7% 16%
Users & Society GL 5% 9% 5%
Total 4% 7% 11%
AL 12% 5%
DeFi Applications GL 12% 5%
Total 12% 5%
AL 12% 3% 3%
Blockchain Infrastructure GL 9% 7% 3%
Total 10% 4% 3%
AL 1% 11% 1%
Financial Industry GL 9% 10% 5%
Total 4% 10% 3%

A high concentration of literature in a particular category is indicated on the heat map by the intensity of the blue color
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Table 4 Major topics covered by the literature, as per respective category

Design & Features

Measurement & Value

Management & Organization

Users & Society e DeFi as an ecosystem
e DeFi as an entity

e DeFi platforms

o AMMs

e Oracles and inter-chain connections
e Lending protocols

e On-chain derivatives

DeFi Applications

e Blockchain features
e Implications for DeFi
e Improvement opportunities

Blockchain Infrastructure

o DeFi services
e Value proposition
o Adoption hurdles

Financial Industry

o DeFi maturity

o DeFi risks

o Implications for users
o Market efficiency

e Market manipulations
o Protocol vulnerabilities

o Blockchain challenges and risks
e Management of transferring value

o Integration of DeFi
e Business models in DeFi

e Regulatory challenges in DeFi
e Analyses of proposed laws
e Regulatory outlook

e Protocol governance
e DAOs
e Governance tokens

e Security issues
o Scalability issues

e Convergence of DeFi and CeFi
o Security aspects of CEXes

In our subsequent analysis, we followed the methodo-
logical approach of Risius and Spohrer (2017). In particular,
we analyzed the current knowledge and research trends in
DeFi by studying the literature and embedding it in our DeFi
framework. We also identified which major topics have been
covered by the literature in each respective category (see
Table 4). For an overview of paradigmatic research ques-
tions for each category, see Appendix 5.

Design & Features/Users & Society

Articles in this category focused on how users perceive
design choices and interact with specific features of DeFi.
Since the willingness of users to adopt new concepts and
technologies is crucial for their advancement (Venkatesh and
Davis, 2003), our attention has to focus on understanding
why users interact with the DeFi system and how certain
aspects restrict its use. Articles in this category deal with
how users perceive design choices and interact with specific
features of DeFi.

The main factors governing user adoption include decen-
tralization, innovation, interoperability, borderlessness, and
transparency (Chen & Bellavitis, 2020). In this case, how-
ever, users have to perceive a notable added value when
comparing DeFi to CeFi, which requires an evaluation of
whether these features provide an added value sufficient for
user adoption. Further worth noting is that users, by and
large, do not care about resolving trust issues in CeFi due
to regulatory security and convenience. Furthermore, since
average users tend to find DeFi protocols challenging in their
complexity, they often need support from CeFi (Bashir et al.,
2016; Lockl & Stoetzer, 2021). If we consider the concept
of group interests, as introduced by Aspris et al. (2021) and
Irresberger et al. (2020), we can easily recognize the differ-
ent groups participating in DeFi with different interests and
needs. Irresberger et al. (2020) compare DeFi platforms in
adoption, scale, or security and conclude that only a few

might be optimal for certain users since their demands vary
concerning these different features. Users can select two
options for trading tokens: a (pseudo-) anonymous and trust-
less, decentralized exchange (DEX) or a frequently more
liquid but centralized exchange (CEX). Such liquidity is
essential for those who trade larger volumes (Aspris et al.,
2021). When obtaining tokens, Chanson et al. (2020) suggest
that user-generated content, such as discussion forums and
blogs, may significantly impact on trading behavior.

So far, questions about the specific requirements of DeFi
and its users are mainly unanswered. Particularly interesting
among these questions is which features DeFi must provide
to enhance user adoption and which knowledge users must
have of DeFi, its concepts, and its features to ensure suc-
cessful interaction.

Design & Features/DeFi Applications

This category aims to highlight the design, features, and
implementations of DeFi applications. A large share of
the literature focused on the functionality and efficiency
of automated market makers (AMMs). AMMs rely on
arbitrageurs to balance prices with other markets, which
causes suppliers certain losses in funds (Angeris & Chitra,
2020; Bartoletti et al., 2021b; Pourpouneh et al., 2020;
Xu et al., 2022). Liquidity providers must, therefore, be
compensated. The literature is clear when it provides
designs and implementations of economic mechanisms
that incentivize liquidity and arbitrage (Bartoletti et al.,
2021b; Gawlikowicz et al., 2021).

Further research on market makers tends to focus on their
interplay with price oracles, since they have to be correct
for various DeFi services to perform to their full potential
(Li, 2021). To increase the trustworthiness of on-chain
data, oracles require specific features, including the cor-
rectness, availability, and accountability of data providers
(Kumar et al., 2020). This is why Angeris and Chitra (2020)
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introduced the concept of constant function market mak-
ers (CFMM), their purpose being to overcome the oracle
problem and synchronize on- and off-chain prices of assets.
Meanwhile, Bahga and Madisetti (2020) introduced a value
token transfer protocol (VTTP) to facilitate intra- and inter-
chain transfers of crypto assets. Further advances were made
when Lipton and Hardjono (2021) proposed AMMs for
intra-chain transfers on the one hand and on the other hand
gateways and atomic swaps for inter-chain transfers, which
facilitates flexible transfers of crypto assets. However, this
mechanism requires the atomicity of transactions, consist-
ency of ledgers, isolation of the asset, and durability of com-
mitment. Therefore, Rius and Gashier (2020) introduced a
concept for on-chain forward contracts using smart contracts
with full collateralization that relies on a price oracle, feed-
ing a contract the final price on expiry.

Since those participating in DeFi are not clearly identified,
they cannot acquire a good reputation, nor can loans be trust-
based. Instead, they require over-collateralization (Bartoletti
etal., 2021a; Kroon et al., 2021), indicating capital inefficiency
(Tien et al., 2020). Assets locked as collateral should be sup-
plied to money markets to accrue interest and eliminate these
opportunity costs and capital inefficiencies. Also feasible is a
mechanism to provide locked collateral to money markets in
case of an imminent liquidity crisis (Tien et al., 2020). Another
potential approach includes using self-sovereign identity (SST)
to remove over-collateralization by assigning digital identities
to the credit histories of users (Kroon et al., 2021).

To deal with smart contract flaws and programming errors,
Perez and Gudgeon (2022) propose ““dissimilar redundancy” as
these could play a part in reverting transactions if bugs occur
or attacks are made on programmatic flaws. This, however,
incurs significantly higher developmental and operational costs
(Perez & Gudgeon, 2022). An additional risk on the appli-
cation layer, as identified by Jensen et al. (2021a), is the re-
centralization of application governance that results from a
concentration in the distribution of governance tokens.

Further research is needed on whether these re-centraliza-
tion risks can be mitigated using an adapted protocol design.
Also in need of further research are the design and features
of DeFi applications, as many of them remain afflicted by
considerable problems. Two of the most frequently asked
research questions are how DeFi applications can be pro-
tected against vulnerabilities and interdependencies with
other protocols and how certain market inefficiencies can
be mitigated, such as the need for over-collateralization.

Design & Features/Blockchain Infrastructure
In this category, the design and features of the blockchain are
discussed in terms of the underlying infrastructure that enables

DeFi applications. The literature elaborates on many features,
including transparency (i.e., public verifiability of code and
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events), self-custody, pseudonymity, atomicity of transactions,
transaction order malleability, transaction fees, availability
of service, and anonymous development (Qin et al., 2021a).
Further features include decentralization, interoperability, bor-
derlessness, and a deterministic consensus to prevent double-
spending (Amler et al., 2021; Chen & Bellavitis, 2019).

While transparency is often perceived as a positive aspect,
it facilitates attacks on transactions (Galal & Youssef, 2021;
Zhou et al., 2022b). Such attacks can take the shape of front-
running, back running, sandwich attacks, replay attacks, and
clogging, all of which rely on specific transaction orders that
the block proposer in the network (e.g., miners or validators)
can control (Qin et al., 2022; Zhou et al. 2022b). Accord-
ing to Qin et al. (2022), there is early evidence of miners
exploiting this power, denoted as maximum extractable
value (MEV), either by themselves or by forming private
agreements with others. The authors conclude that such
agreements weaken blockchain consensus protocol security
and that miners gain an unaccountable amount of influence
through private agreement practices, which can lead to cen-
tralization. This assumption is reinforced by Aponte-Novoa
et al. (2021) who found an increased concentration of hash
rates in the hands of a few miners and called for a considera-
tion of this discovery in all future designs of security proto-
cols. These attack vectors are amplified due to the compos-
ability of DeFi applications because when protocols build on
each, these weaknesses are inherited (Li et al., 2021).

To tackle the increasing challenge of interoperability
between blockchains in the DeFi ecosystem, atomic swaps
have been introduced. These are sequences of conditional
transactions that transfer assets from one platform to another
(interoperability) and can only fail or succeed as a whole
(atomicity) (Han et al., 2019). In accordance with analyses in
Measurement & Value/Blockchain Infrastructure, Han et al.
(2019) pointed out that the atomic swap in its original form is
less of a swap and more of a financial option, being unfair to
one participant without an associated premium. Related con-
cepts include “Atomic Bonded Cross-chain Debt” (ABCD),
as proposed by Tefagh et al. (2020), that can be used for arbi-
trage transactions or that of Lipton and Hardjono (2021), who
take advantage of gateway nodes for each blockchain and a
gateway-to-gateway asset transfer. With this in mind, atomicity
is often seen as a trait necessary to facilitate interoperability.

As our results indicate, scalability issues can compromise
DeFi functionality (Amler et al., 2021; Briihl, 2020). One
way of resolving this blockchain scalability issue, as Zhao
et al. (2021) have shown, is to use a block synchronization
protocol that only stores hashes, instead of the entire transac-
tion data, resulting in higher transaction throughput. Indeed,
in the case of Ethereum, it increased this throughput by an
average of 83.55%.

To ensure that centralized entities engage in less mali-
cious behavior concerning asset custody, Huili et al. (2021)
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designed a dynamic threshold elliptic curve digital signature
algorithm (ECDSA) that requires the agreement of multiple
custodians before assets can be transferred. Additionally, the
proposed signature scheme supports adding and removing
custodians from the custody procedure.

While the literature has highlighted the benefits and draw-
backs of DeFi and blockchain being transparent, it remains
unclear how much transparency is beneficial and on which
layers this may be the case. This also raises the question of how
much transparency is sustainable in DeFi if certain deficiencies
are to be prevented, such as transaction order malleability. Fur-
thermore, new technological paradigms like zero-knowledge
proofs (ZKPs) require in-depth research to reconcile transpar-
ency and privacy trade-offs (Guggenberger et al., 2022). Aside
from further research, there is also a clear need for technologi-
cal advances in blockchain scalability. Our literature analysis
identified scalability challenges among the key factors limiting
DeFi functionality and adoption.

Design & Features/Financial Industry

DeFi offers financial services in a P2P network, which has
implications for the financial industry. Work in this category
covers concepts, designs, and features with the potential to
make DeFi disruptive for traditional financial firms and insti-
tutions. The financial services that can be performed in DeFi
comprise lending and borrowing, market-making, exchange of
assets, payment services, contracting, portfolio management,
insurance, and fundraising (Chen & Bellavitis, 2019, 2020;
Derviz et al., 2021; Katona, 2021; Qin et al. 2021a). As Katona
(2021) has found, however, DeFi does not yet offer the full
range of CeFi services, while Qin et al. (2021a) have noted spe-
cific services like flash loans only exist in DeFi. At this point, it
is fair to say that DeFi is suited to certain financial services with
rather promising features, including, for example, composabil-
ity, decentralization, interoperability, transparency, automation,
and transaction finality (Meegan & Koens, 2021); (Qin et al.
2021a). It is also worth pointing out that frequently advertised
features of DeFi include the provisioning of banking services
for underbanked regions and the prevention of risks historically
associated with centralized financial systems, the circumvention
of regulatory bans, and more general benefits precipitated by
financial innovation (Derviz et al., 2021).

Of further interest is that the identified financial features over-
lap with their technical counterparts Design & Features/Block-
chain Infrastructure. Although DeFi promises improvements
in the provision of financial services, various downsides have
emerged (Meegan & Koens, 2021). The (pseudo-)anonymity
and decentralization of wallet owners impede the enforcement of
regulatory measures, chief among them the know-your-customer
(KYC) checks and compliance with anti-money-laundering
(AML) laws (Qin et al. 2021a). It is apparent, then, that transpar-
ency is not only considered a trade-off regarding privacy rights

(Meegan & Koens, 2021). In addition, it harms financial transac-
tions, as discussed in Design & Features/Blockchain Infrastruc-
ture (Qin et al. 2021a). However, transparency and regulatory
uncertainty pose considerable challenges to adopting DeFi in
the traditional financial service industry.

Although the literature has been clear on the point that
DeFi has a problem with regulatory compliance, it has yet
to answer the two urgent follow-up questions: how can this
problem be resolved, and which role can transparency play
in ensuring regulatory compliance? Unfortunately, further
uncertainty surrounds DeFi and businesses’ requirements to
support the creation of use cases and increase user adoption.

Measurement & Value/Users & Society

In this category, we cover the benefits and disadvantages of
using DeFi, as experienced by individual users and broader
society. We also provide an evaluation of these issues. As the
literature has already broadly acknowledged, DeFi has the
potential to create fundamental shifts in the economy, so much
so that it could lead to a new financial paradigm (Bennett et al.,
2020; Chen & Bellavitis, 2020; Katona, 2021; Schir, 2021;
Schueffel, 2021). Then, DeFi is associated with many value
propositions, including reducing transaction costs, financial
inclusion and self-sovereignty of users, increased efficiency,
and a high degree of innovation. However, it has also been
noted that the value propositions of CeFi and DeFi can over-
lap. Where this is the case, DeFi has specific risks that exceed
traditional financial risks, and these can impair DeFi’s value
(Amler et al., 2021; Bennett et al., 2020; Carter & Jeng, 2021;
Katona, 2021; Qin et al. 2021a; Schir, 2021; Schueffel, 2021).
These DeFi-specific risks can be classified as blockchain infra-
structure, protocol, market, and other risks.

One substantial risk affecting blockchain infrastructure con-
cerns its scalability. In other words, a blockchain network may
suffer from limited throughput, which increases transaction
costs and compromises accessibility (Amler et al., 2021; Carter
& Jeng, 2021; Katona, 2021; Schér, 2021; Schueffel, 2021). In
addition, there is the risk that transaction attacks increase price
slippage and extract value, also known as MEV. To complicate
matters further, consensus failures can occur, which can harm the
security of the blockchain infrastructure and the integrity of the
data (Carter & Jeng, 2021; Qin et al., 2022). Another risk affect-
ing blockchain infrastructure is the violation of privacy rights,
since transaction data is publicly available (Amler et al., 2021;
Carter & Jeng, 2021; Qin et al. 2021a; Schir, 2021). To showcase
this risk, Hickey and Harrigan (2021) have demonstrated the fea-
sibility of mapping real-world identities to blockchain addresses
at a DEX through platform engagement. Meanwhile, Wang et al.
assessed the anonymity of specialized privacy services like mix-
ers. Based on their assessment, they concluded that specific user
behavior could negatively affect privacy and possibly allow infer-
ences to be made about personal information.

@ Springer



11 Page 14 of 37

Electronic Markets (2023) 33:11

Moving on to protocol risks, it has to be noted that these include
protocol dependencies, manipulations, and re-centralization, all of
which can result in losses for users interacting with the protocol (Amler
et al., 2021; Carter & Jeng, 2021; Katona, 2021; Qin et al. 2021a;
Schér, 2021). Since protocol dependencies result from composability,
they refer to the risk of one protocol being influenced by another (e.g.,
oracles). On the other hand, protocol manipulations include technical
and economical design errors that could be exploited. In contrast, re-
centralization refers to admin keys of protocols that offer backdoors
for emergency takeovers. The associated risk is that these could be
used maliciously, whereupon decentralization would be jeopardized,
so much so that it might lead to governance takeovers.

At the market level, there are risks of market manipula-
tions, illiquidity, volatility of assets, and re-centralization
(Amler et al., 2021; Carter & Jeng, 2021; Chen & Bellavitis,
2020; Katona, 2021; Qin et al. 2021a). Market manipula-
tions include price oracle attacks, pump and dump arbitrage,
and other frauds where the profit of the tamper comes at the
expense of the remaining users. Illiquidity refers to mar-
kets draining out and limiting access to financial markets
and funds. The volatility of assets compromises individual
financial transactions and wider adoption since they do not
represent a store of value or stable means of exchange. Re-
centralization on the market refers to entities obtaining central
positions of critical importance, whereupon they can jeopard-
ize decentralization as they represent single points of failure.

In addition, DeFi is beset by risks concerning limited
adoption, usability, and dependency on CeF, and regulatory
uncertainty, enabling illicit activities (Amler et al., 2021;
Bennett et al., 2020; Carter & Jeng, 2021; Chen & Bella-
vitis, 2020; Katona, 2021; Qin et al. 2021a; Schir, 2021;
Schueffel, 2021). The first in that list of risks, regulatory
uncertainty, is because there are no regulatory rules or
guidelines on DeFi. This, along with the (pseudo-)anonym-
ity and decentralization of DeFi, opens the door to illicit
activities. The risks of limited adoption and usability are
predicated on the currently rather limited network effects
and user-friendliness of DeFi. As for the risk of dependency
on CeFi, this is routed in the requirement for centralized
financial intermediaries without whom there has been no
prospect of real-world business applications of DeFi.

Since the literature to date has mainly focused on the
risks associated with DeFi, further research is required to
examine the extent to which users need DeFi and whether its
value propositions will be born out in the long term. Another
worthwhile research endeavor would appear to be a close
analysis of the convergence of DeFi and CeFi.

Measurement & Value/DeFi Applications
When we consider the baseline requirements for DeFi to

function, the critical question arises whether DeFi protocols,
services, and markets are secure and efficient. To answer
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this question, the literature assigned to this category shares
a common concern for the efficiency, manipulability, and
vulnerabilities of DeFi applications.

As we have seen in Design & Features/DeFi Applications, certain
types of DeFi applications are inefficient. For instance, AMMs are
inefficient in that they rely on external arbitrageurs to synchronize
asset prices with primary financial markets, which results in losses
for liquidity providers that have to be compensated in the form of
interest rates or service fees (Angeris & Chitra, 2020; Pourpounech
et al,, 2020). As we have learned from the efficiency level analysis
conducted by Pourpouneh et al. (2020), AMMs work exceptionally
well for assets with high liquidity and low volatility. Indeed, they are
essential in facilitating automatic market-making, fast trades, and
forming a building block of DeFi applications. In times of high use,
the interest models of lending protocols are the primary mechanism
to incentivize liquidity. In contrast, in times of low use, they perform
this function to incentivize borrowing (Qin et al., 2021b), but in times
of illiquidity, when suppliers are unable to withdraw funds, they fail
to do so (Gudgeon et al., 2020a; Gudgeon et al. 2020b). This happens
across different protocols with distinct interest rate curves. Further-
more, as Gudgeon et al. (2020b) have found that borrowing rates of
different lending protocols affect one another, which indicates that
participants are incentivized to switch between low- and high-yield
assets and platforms.

Overall, the market efficiency of various DeFi applications
has increased, particularly since the introduction of govern-
ance tokens. For example, in lending protocols like compound
finance, users enter increasingly lower collateralization ratios,
increasing capital efficiency and the risk of liquidations (Gudg-
eon et al. 2020a; Gudgeon et al. 2020b; Perez et al., 2021). It
is worth noting that this bears the risk of selling unnecessarily
high amounts of borrowers’ collateral (Qin et al. 2021b).

Regarding market manipulation, the literature highlighted
wash trading, the technical term for the simultaneous buying and
selling an asset to create artificial market activity. As Victor and
Weintraud (2021) have found, wash trades have declined since
the introduction of AMM-based DEXes, yet quite a strong incen-
tive to continue the practice remains. For NFTs, however, wash
trading may be less common than expected, which is thought to
be due to high transaction fees (Wachter et al., 2022).

By examining various protocol risks, Carter and Jeng
(2021) have identified interconnections with traditional
financial systems as a further risk category. For instance,
custodial stablecoins present a potential point of failure as
centralized institutions hold reserves (Carter & Jeng, 2021).
In contrast, non-custodial stablecoins are vulnerable to price
oracle and MEV attacks, smart contract vulnerabilities, proto-
col dependencies, and hostile governance takeovers (Klages-
Mundt et al., 2020). While algorithmic governance is highly
susceptible to oracle attacks, agents’ governance re-introduces
counterparty risk based on trust. Governance by decentral-
ized voting focuses less on the system’s stability and more on
maximizing profits (Brennecke et al. 2022a). As a sub-group
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of non-custodial stablecoins, stablecoins pegged by on-chain
collateralization are more resilient and secure when they use a
native asset, such as Ether, and so long as the protocol manages
the volatility (Carter & Jeng, 2021; Klages-Mundt et al., 2020;
Schir, 2021). Having processed these findings, Brennecke et al.
(2022a) suggested that the research scope ought to be widened
to “real-world” collaterals, e.g., the use of non-fungible tokens
(NFTSs) to tokenize real estate, which then could be used as col-
lateral in cryptoasset-backed stablecoins for improved volatility
reduction. In general, however, stablecoins are an essential and
valuable component of the DeFi ecosystem, commonly used to
create price stability for other crypto assets or fiat currencies
(Schir, 2021; Schueffel, 2021).

DekFi relies on the integrity of internal and external data. Yet,
since this is provided by platforms (oracles), there is a risk that
it may be altered through manipulation or dysfunction (Xu
et al., 2022). The alteration of provided results, also referred
to as the oracle problem, is perhaps best dealt with in sepa-
rate technical (e.g., code flaws) and social dimensions (e.g.,
misaligned incentives) (Caldarelli & Ellul, 2021). Centralized
oracles are protocols for on-chain information controlled by a
single agent. In contrast, consensus oracles present decentral-
ized voting protocols in which a group of agents agrees on
the state of the network. Oracles are essential intermediaries
between blockchain systems and the real world (Bartoletti
et al., 2021a; Caldarelli & Ellul, 2021; Xu et al., 2022). For
instance, oracles used in lending pools are key to feeding the
prices of assets (e.g., collateral) into the protocols. Further-
more, AMMSs can act as decentralized oracles but are vul-
nerable to flash loans and arbitrage attacks (Bartoletti et al.,
2021a; Xu et al., 2022). While custodial stablecoins do not
require oracles, non-custodial stablecoins, like lending proto-
cols, rely on price feeds of collaterals and the discovery of the
collateralization ratios (Caldarelli & Ellul, 2021). With regard
to financial derivatives, oracles are used for feeding data across
DeFi platforms (Caldarelli & Ellul, 2021).

However, rather than merely skip past the afore-mentioned
protocol risk in passing, let us take a brief moment to consider
how flash loans jeopardize DeFi applications. Having analyzed
profit-generating transactions across the intertwined protocols
in DeFi, it has been shown by Zhou et al. (2022a) and Qin et al.
(2021c) that most of these attacks are enabled by flash loans
which reduce the required capital to conduct such attacks. Also
worth noting is the fact that AMMs are often targeted because
they act as decentralized price oracle for other protocols, mak-
ing it possible to manipulate asset exchange. Furthermore,
there is a trend of pump attacks focusing on low liquidity asset
pairs. Thus, the size of the liquidity pool of AMMs determines
the level of market security against such attack rates (Cao et al.,
2021), and as extensive research has shown, the major con-
tributing factors of these attacks are the composability and
transparency of DeFi applications (Cao et al., 2021; Qin et al.
2021c; Wang et al., 2021a; Zhou et al. 2022a).

As the complexity of DeFi has significantly increased, for
instance, in the composability and wrapping process (i.e., sup-
ply of assets of one protocol to another), it opens up notable
attack vectors on DeFi protocols (Caldarelli, 2022; Guggen-
berger et al., 2021a; Tolmach et al., 2021). The complex wrap-
ping process across different protocols could indicate deep
DeFi integration of an asset, which incurs additional risk (Cal-
darelli, 2022; Wachter et al., 2021). Moreover, the ownership
of governance tokens is largely concentrated, which poses a
risk to the democracy of the DeFi ecosystem (Amler et al.,
2021; Jensen et al., 2021a; Wachter et al., 2021).

Whether DeFi growth is sustainable in the long run will be
determined by the adoption and speculation of DeFi applica-
tions (Nadler & Schir, 2022; Silberholz et al., 2021). Since the
DeFi boom, speculation on CEXes has declined and transferred
to DeFi protocols, e.g., on-chain derivatives or DEXes. DeFi
has a “crowding-out effect on both token utility and exchange-
based speculation,” driven by the fact that both take up the
infrastructure’s limited block space (Silberholz et al. 2021).
Investors take more significant risks when the primary use of
DeFi protocols is the speculation of tokens and their “yield
farming” functionality, which is enabled by the high compos-
ability and wrapping of assets (Liu et al., 2020; Saengchote,
2021). However, the risk management of DeFi systems lacks
scientific guidance and requires traditional financial risk assess-
ment practices to increase their security and stability (Liu et al.,
2020). In this context, DeFi bubbles originate mainly from DeFi
protocol tokens, e.g., MKR (a governance token issued by the
MakerDAO protocol) or LINK (a native token of the blockchain
oracle project, Chainlink). To a lesser degree, however, they
also originate from the underlying blockchain’s native assets,
indicating that DeFi tokens are mainly separate assets with link-
ages to the native assets (Corbet et al., 2021).

To date, research in this field has generally focused on the
risks and value propositions of different DeFi application
areas that affect the ecosystem. What remains at large, how-
ever, are suggestions or solutions that maximize or maintain
the value proposition of DeFi applications while minimiz-
ing their inherent risk. To remedy this, IS scholars could,
for instance, design flash loans so that they pose no threat
to DeFi, AMMs, or lending protocols. They would also do
well to focus on making them resistant to flash loan attacks.
Further research is necessary to improve the classification of
DeFi wrapping processes. Indeed, a rigorous examination of
the value propositions, importance, and drawbacks of wrap-
ping processes regarding capital efficiency is essential if we
are to reliably weigh the advantages of wrapping processes
against the additional risks that arise from them.

Measurement & Value/Blockchain Infrastructure

At this level of analysis, we look at comparisons of vari-
ous blockchain platforms for DeFi (Carter & Jeng, 2021;
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Irresberger et al., 2020). We also consider how the transfer
of value between different blockchains has been covered
(Bahga & Madisetti, 2020; Han et al., 2019; Lipton & Hard-
jono, 2021; Wang et al., 2021b).

To date, no blockchain platform has demonstrated that it can
achieve adoption, scalability, and security (Irresberger et al.,
2020). The Ethereum blockchain, however, is the dominant plat-
form for DeFi applications because it provides complex financial
instruments. In contrast, the Bitcoin blockchain is of no value to
most DeFi users due to its limited functionalities. With regard to
performance, the transaction throughput of DeFi blockchains is
lower than it is with traditional finance settlement methods, such
as VISA. In addition, the underlying blockchain poses a systemic
risk to DeFi due to MEV, consensus failures, miner centralization,
and flaws in code, as discussed in Design & Features/Blockchain
Infrastructure (Carter & Jeng, 2021; Irresberger et al., 2020).

As Bahga and Madisetti (2020) have found, existing block-
chain platforms lack interoperability and ways of transferring
value between one another. A potential solution has already
been suggested in Design & Features/Blockchain Infrastruc-
ture: atomic swaps. From an economic perspective, however,
atomic swaps have been deemed unfair (Han et al., 2019; Wang
et al. 2021b) due to their optionality (see Design & Features/
Blockchain Infrastructure). Besides, as Lipton and Hardjono
(2021) have pointed out, other technical problems mean that
atomic swaps are only feasible between similar blockchains,
e.g., public-only or permissioned-only. It is fair to conclude
that considerable hurdles are yet to be overcome on the way
to blockchain interoperability. It is certainly encouraging that
Lipton and Hardjono (2021) have taken a brief first look at
private and permissioned blockchains, yet, to date, these block-
chains and their usage for DeFi remain largely unexplored.

Measurement & Value/Financial Industry

Here, the analysis of DeFi focuses on its value to institutions and
businesses in the traditional financial ecosystem. Considering
the ambitions and background of DeFi, an important question
that the literature in this category should answer is whether DeFi
will replace the traditional financial system or how these two
systems will affect one another.

Every study included in this category connects DeFi to
Bitcoin. This is due to perceived commonalities regarding
their raison d’étre, the fading trust in banks, and their shared
goal to decentralize financial services and intermediation
(Chen & Bellavitis, 2020; Derviz et al., 2021; Grassi et al.,
2022; Katona, 2021). In this context, distrust in banks is cou-
pled with the suspicion that intermediaries do not act in the
user’s best interest. This is known as the principal-agent prob-
lem. As mentioned in Design & Features/Users & Society,
there is a risk that users do not trust DeFi. This can get in
the way of adoption. Furthermore, the convenience of using
CeFi services will prevent major shifts from centralized to
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decentralized systems, as evidenced by the fact that DEXes
are mainly on-ramps for smaller projects to regulated CEXes
with higher trade volumes. In contrast, CEXes play a gate-
keeper role by certifying the quality and credibility of differ-
ent projects, indicating user segmentation between these two
types of exchanges (Aspris et al., 2021). However, transferring
assets to a CEX means relinquishing control and raising secu-
rity issues (Aspris et al., 2021; Huili et al., 2021). A potential
solution might be integrating DeFi into an institutionalized
setting, as this might foster trust while keeping control of
assets. DeFi applications would focus its value proposition
more on interoperability and high convenience for customers
than disintermediation (Lockl & Stoetzer, 2021).

It is worth remembering that it is a core purpose of DeFi
to replicate all traditional financial instruments and services
in a decentralized and digitalized manner (Grassi et al., 2022;
Kumar et al., 2020). In assessing this purpose, the literature
has formulated four major business models of DeFi: decentral-
ized currencies, payment services, fundraising, and contract-
ing. All four are intended to fix the afore-mentioned issues
of CeFi services (Chen & Bellavitis, 2020; Schueftel, 2021).

Decentralized currencies are conceived to control the devalu-
ation and inflation issues of fiat currencies (Chen & Bellavitis,
2020; Derviz et al., 2021; Kumar et al., 2020; Qin et al. 2021a).
However, as Qin et al. (2021a) have argued, well-managed infla-
tion is required to keep a financial system scalable to growing
demands and future economic activities. Meanwhile, the decen-
tralized payment service constitutes cost-reducing and border-
less P2P payments between parties, which could enable new
business models based on micropayment (Chen & Bellavitis,
2019; Schueffel, 2021). However, it remains to be seen whether
the transaction costs of DeFi applications can be reduced sub-
stantially, as they are subject to blockchain scalability (Katona,
2021; Meegan & Koens, 2021). The other DeFi business model,
decentralized fundraising, is based on the potential to raise funds
for a project via DeFi applications. Fundraising through ICOs
and Initial Exchange Offerings (IEOs) is particularly valuable if
a token represents an inherent utility for a DeFi project (Arnold
et al., 2019; Chen & Bellavitis, 2019). As for decentralized
contracting, this business model is also known as decentral-
ized autonomous financial intermediation, for instance, in the
form of lending or borrowing. On a cautionary note, however,
it is worth pointing out that while this is believed to have the
potential to keep costs in check and turbocharge innovations, the
deposited assets are not protected by traditional financial laws,
such as the deposit guarantee act (Derviz et al., 2021; Meegan
& Koens, 2021; Qin et al. 2021a; Xu & Vadgama, 2021). With
this significant risk in mind, Meegan and Koens (2021) and Xu
and Vadgama (2021) have cast doubt on whether DeFi protocols
fulfill the role of banks. Derviz et al. (2021) proposed using cen-
tral bank digital currencies (CBDCs) as reserve-backed stable-
coins to bridge traditional finance with fiat currencies and DeFi
with cryptocurrencies. This proposal to bridge DeFi and CeFi
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on re-centralized points in DeFi to tackle its issues with trusted
traditional financial institutions is supported by multiple other
scholars (Meegan & Koens, 2021; Qin et al. 2021a; Schueffel,
2021; Zetzsche et al., 2020).

Indeed, we have found a general consensus in the literature
amassed in this category that DeFi is unlikely to replace tradi-
tional finance. There is also, however, a multi-faceted apprecia-
tion of DeFi as a system, many features of which hold significant
promise for the financial industry, which is why many scholars
expect that both systems will most likely coexist and learn from
each other (Chen & Bellavitis, 2020; Derviz et al., 2021; Grassi
etal., 2022; Meegan & Koens, 2021; Qin et al. 2021a; Schueffel,
2021). While research in this area has highlighted differences in
the value propositions of CeFi and DeHi, no specific guidance has
been forthcoming on when it may be sensible to use either DeFi
or CeFi services. A similar lack of clarity can be found in the as
yet hardly conducted analysis of how both systems’ development
may follow similar trajectories and how particular learnings from
the traditional financial system may apply to DeFi. Furthermore,
although scholars agree that distrust in the traditional financial
system is a driving force behind the development and adoption
of DeFi, rather like in the case of Bitcoin, the pressing question
is whether DeFi applications and their assets can act as a hedge
against the traditional financial system remains unanswered.

Management & Organization/Users & Society

In this category, we looked at the literature through the lens
of managerial and organizational aspects of DeFi concerning
users and society. This explains the focus on work done by
regulators and lawmakers. Considering the previous findings
in Measurement & Value/Financial Industry, we argue that the
three most pressing questions to be answered are how regula-
tors address the afore-mentioned risks of DeFi, why there is
regulatory uncertainty, and how it can be resolved. It would
appear to be a matter of some urgency, then, that researchers,
policymakers, and practitioners develop policies for integrating
DeFi into current and future economic and societal settings.
To use a DeFi application typically requires a centralized
intermediary who facilitates on-ramping to the crypto eco-
system in the first step, e.g., CEXes. These centralized points
are mainly used to enforce laws (Zetzsche et al., 2020). For
counter-financing terrorism (CFT) and anti-money launder-
ing (AML) verification, regulators require financial services
firms to conduct thorough KYC procedures for their cus-
tomers. They have generally been deemed very helpful in
combating illicit activities. However, they increase service
provision costs and link the pseudonymous address to the
“real world” identity, making tracing transactions much
easier (Qin et al. 2021a). Nevertheless, Qin et al. (2021a)
have pointed out that it is possible to bypass regulations by
inherently operating in DeFi or using Mixers. In contrast,
the off-ramping of assets still appears to be a challenging

task. A further matter of concern is that anonymity-enhanced
cryptocurrencies like Dash can facilitate illicit activities and
harm KYC, CFT, and AML regulations (Taylor, 2021).

It is not enough, however, to address centralized points. Thor-
ough audits and sophisticated laws for the entire DeFi ecosystem
are required (Suga et al., 2020), yet to date, there is no evidence
of the necessary expertise in this area (Bennett et al., 2020; Suga
et al., 2020). Furthermore, due to DeFi’s borderlessness and
decentralization, DeFi applications fall within the remit of mul-
tiple jurisdictions. It stands to reason, then, that the application
of integrative regulations and safety guarantees like emergency
support is difficult. It is also worth remembering that blockchain-
based transaction data from DeFi applications are publicly acces-
sible and subject to general data protection laws, such as the EU’s
GDPR (Qin et al. 2021a; Zetzsche et al., 2020). Moreover, the
classification of crypto assets, such as governance tokens or NFTs,
is anything but a trivial task, especially in the current absence
of sophisticated regulatory guidance (Bennett et al., 2020; Doan
et al., 2021; Ushida & Angel, 2021). Depending on the classi-
fication of assets in DeFi, regulation is overseen by regulatory
authorities like the American Securities and Exchange Com-
mission (SEC). However, the SEC requires the agents in DeFi to
cooperate and not lag on DeFi innovations (Guseva, 2021).

The literature also covers potential alternatives in the regula-
tion of DeFi and cryptocurrencies. As Wright and Meier (2021)
have discussed, the regulation proposed by the US American
financial crimes enforcement network (FinCEN) targets banks
and money service businesses (MSBs), so it requires a complete
recording and reporting of customer transactions (FinCEN,
2020). However, the proposal may lead to an increased service
cost and a decrease in user experience, which would arguably
result in users switching to decentralized platforms once and
for all, as these are harder to regulate (Wright & Meier, 2021).
Similar to the FinCEN, European authorities have introduced
a licensing regime that targets the regulation of “Markets in
Crypto Assets” (MiCA) (European Commission, 2022). In
order to provide legal certainty and investor protection, MiCa
regulation categorizes crypto assets by mapping them to exist-
ing types of financial instruments (Maia & Vieira dos Santos,
2021). Howeyver, decentralized projects such as DeFi protocols
are not within the scope of this proposal because they are not yet
accountable to a legal entity. It is, therefore, a matter of some
urgency that further regulations are put in place in conjunction
with which the as yet to be provided regulatory guidance can
mitigate DeFi risks such as cyber-attacks, fraud, manipulation,
and liquidity risk (Maia & Vieira dos Santos, 2021).

Effective regulation in a DeFi context means “(i) com-
pliance with requirements such as registration of securities
offerings, know-your-customer (KYC) rules, and the like,
and (ii) attention to the contract and property rules integral
to the enforceability of claims on assets” (Hughes, 2021). A
promising solution might be automating compliance by inte-
grating laws into code. After all, effective laws can only be
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drafted to the satisfaction of the majority of shareholders if
this is done with a multi-stakeholder approach (Hughes, 2021;
Matsuo, 2020; Takanashi, 2020). To engender a healthy DeFi
ecosystem, one such multi-stakeholder approach might con-
sider permissionless innovation, global space, and pursuing
goals on both sides, that of regulators and DeFi stakeholders
(Matsuo, 2020). This cooperative approach could benefit both
sides as regulators could use new technology to enforce laws,
while DeFi could benefit from various legal protection laws
(Schrepel & Buterin, 2020). However, making such a multi-
stakeholder approach work in the real world might prove diffi-
cult since developers would appear reluctant to cooperate with
regulators (Takanashi, 2020). To complicate matters further,
effective regulation of DeFi demands standardization and dis-
tribution of knowledge among stakeholders (Matsuo, 2020).

In accordance with the results in Measurement & Value/
Users & Society, regulatory uncertainty posed an intriguing
challenge to widespread user adoption of DeFi-based services
and instruments. Against this background, future research
should focus on how regulatory authorities can be integrated
in order for them to play a central role in the development
process of DeFi applications. Establishing consensus in this
area will require interdisciplinary research efforts, especially
regarding legal and regulatory perspectives. A prime example
is a need to draw on various areas of expertise when examin-
ing the degree to which protocol code can be adopted as a
form of “automated law.” As our literature review has indi-
cated, several suggestions exist to establish a multilateral and
multi-stakeholder approach to DeFi regulation. Since this is
also consistent with findings in Measurement & Value/Finan-
cial Industry, there would seem to be broad agreement on
the need for future research into the feasibility of such an
approach. It is certainly fair to say that, from an end-user per-
spective, the current trade-offs between privacy and transpar-
ency in DeFi applications are a critical issue that ought to be
addressed with appropriate regulatory measures.

Management & Organization/DeFi Applications

This category concerns itself with the governance of DeFi
applications. Considering the results of Management &
Organization/Users & Society, we argue that the question
of how regulatory compliance can be implemented on a pro-
tocol level should be discussed with notable urgency. How-
ever, we found that the literature side-stepped this question
to consider instead the mechanics of governing and organiz-
ing DeFi protocols with a particular focus on token econom-
ics, such as DAOs, stablecoins, and exchanges.

While governing DAOs using tokens has its merits, it also
raises several concerns. On the other hand, token holders of DAOs
without ownership have limited influence, prime examples being
operative and external actors. This does not incentivize security
governance (Brennecke et al. 2022a). A further matter of concern
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is that developers of specific protocols hold admin keys to that
protocol, which concentrates power (Ushida & Angel, 2021).
Therefore, governance must be disincentivized from mismanage-
ment and protected from attack vectors, for instance, by slashing
governance token value (Klages-Mundt et al., 2020). Also worth
considering in this context, simple on-chain voting processes do
not capture the complexity of protocol interplay, whereas off-chain
governance systems seem obscure. Generally speaking, the suc-
cessful design of governance mechanisms requires a careful bal-
ancing act between transparency on the one hand and security on
the other (Ushida & Angel, 2021). This involves a keen apprecia-
tion of the fact that the security of a protocol can impair the govern-
ance of connected protocols (e.g., by oracles) and the underlying
blockchain governance (e.g., by MEV) (Gudgeon et al., 2020a,b;
Klages-Mundt et al., 2020; Ushida & Angel, 2021).

More frequent use of governance tokens incentivizes
economic activity, e.g., lending and borrowing in lending
protocols (Perez et al., 2021). However, this is only sustain-
able if the price of the governance token is sufficiently high
(Klages-Mundt et al., 2020; Perez et al., 2021). Even when
it is sustainable, users accept more risk, increasing the like-
lihood of liquidations in collateralized lending protocols.

Also somewhat problematic is the degree of decentrali-
zation of protocols in which governance tokens are con-
centrated among a small subset of addresses. Empirical
studies have shown that a high concentration of governance
tokens is associated with a small number of wallet addresses
(Jensen et al., 2021a; Nadler & Schir, 2022). However, this
does not necessarily mean DeFi applications are vulnerable
to governance attacks. Moreover, security mechanisms like
time locking vary from protocol to protocol. Nevertheless,
they still have implications for the governance design of
DeFi protocols (Jensen et al., 2021a; Nadler & Schir, 2022).

As the results of our review indicate, research on DeFi
applications at an organizational level is expanding. The fol-
lowing question concerns the extent to which the governance
of DeFi applications needs to be decentralized to ensure the
integrity of dApps and the ecosystem at large. Subsequently,
the question arises regarding how dApps should be regu-
lated in this context. For example, organizational theories
established in management research might be a good starting
point to further develop and adapt them to DeFi application
governance mechanisms.

Management & Organization/Blockchain Infrastructure

Much like the preceding one, this section deals with the block-
chain infrastructure’s governance. After considering the previ-
ous findings in Measurement & Value/DeFi Applications and
Managements & Organization/DeFi Applications, we here con-
clude that further research is required to address the transpar-
ency, security trade-off, and re-centralization issues of miners.
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If a blockchain is public and free to use, it facilitates decen-
tralization by distributing control. As shown in Management
& Organization/DeFi Applications, this theoretically enables
the blockchain to complement antitrust laws by facilitating a
competitive market, although protocols may still be somewhat
centralized (Schrepel & Buterin, 2020). However, open block-
chains face a high degree of centralization of hashing power,
which poses a significant security risk to the network. Neverthe-
less, 51% of attacks are neither profitable nor sensible since the
credibility of the network and the value of its assets will decline
after an attack (Aponte-Novoa et al., 2021). On the other hand,
miners can extract value by ordering transactions arbitrarily
to their needs due to the transparency of transactions, thereby
benefiting them economically. As a result, the blockchain con-
sensus can be compromised because miners may try to fork the
blockchain to extract MEV (Qin et al., 2022).

A further problem of the blockchain infrastructure is scal-
ability (Zhao et al., 2021). Block generation time must be
consistently higher than block propagation delay. If this is
not the case and blocks are created faster than nodes can
receive them, it can lead to consensus security issues, e.g.,
forks (Zhao et al., 2021). A propagation delay can decrease
block generation time and facilitate a “LightBlock” protocol
(see Design & Features/Blockchain Infrastructure).

As for DeFi’s application level, the question arises of how
the infrastructural level should be governed. Blockchains are
decentralized by nature, and yet validators can still accumulate
power. For example, validators can allocate a very high amount
of capital in PoS-based blockchains, allowing them to overtake
the block production and potentially manipulate DeFi applica-
tions. Further research is required to examine, design, and imple-
ment countermeasures to mitigate the risk of high accumulation
of validator power in blockchains. The need for further research
in this context is particularly apparent given the small number of
studies at the intersection of the Management & Organization/
Blockchain Infrastructure category (see Table 3).

Management & Organization/Financial Industry

In this category, our focus shifted to the managerial deci-
sions of incumbents in the traditional financial system. The
literature in this section dealt with strategies the financial
industry employs concerning DeFi.

As shown in Measurement & Value/Financial Industry, pro-
moting DeFi has so far relied on highlighting the shortcomings of
traditional finance and distrust in banks. Our results indicate that
this may not be the optimal way to approach DeFi adoption in the
financial sector (Lockl & Stoetzer, 2021). According to Lockl and
Stoetzer (2021), DeFi should instead be promoted by highlighting
its advantages over traditional services. There is complete consensus
among the articles in this category that traditional financial institu-
tions do not feel threatened by the emergence of DeFi but rather see
it as a welcome opportunity to use new technology (Derviz et al.,

2021; Lockl & Stoetzer, 2021; Meegan & Koens, 2021). Indeed,
they even concur with a convergence of both financial systems. This
convergence is expected to increase users’ benefits in the financial
sector, for example, by integrating DeFi into existing product portfo-
lios and legacy features (Derviz et al., 2021; Lockl & Stoetzer, 2021;
Meegan & Koens, 2021). As discussed above, a promising point to
initiate such a convergence is the introduction of stablecoins using
CBDCs (Derviz et al., 2021). As Meegan and Koens (2021) have
pointed out, traditional financial businesses and institutions tend to
be risk-averse, which is why further research on DeFi will have to
focus on reducing uncertainties and helping the traditional financial
sector understand and engage with DeF.

As Suga et al. (2020) have highlighted, centralized insti-
tutions linked to DeFi, especially CEXes, have their security
issues due to the lack of skilled system architects, engineers,
and operators. The scholarly view is that audits, multi-sig-
nature key schemes, and standardization of security man-
agement will bolster governance. Much like Klages-Mundt
et al. (2020), Suga et al. (2020) have advised caution because
CEXes operating on a segregated blockchain without further
security measures could harbor notable disadvantages.

To recap, DeFi presents an opportunity to improve pre-
vailing infrastructures, processes, and services in CeFi.
With this opportunity in mind, IS scholars are encouraged
to examine how the convergence of both DeFi and CeFi
can be expedited. As we advance, researchers would do
well to study the role of central bank digital currencies
(CBDCs). Furthermore, they would be well advised to
focus on the regulation of DeFi services when CeFi insti-
tutions decide to integrate these services into their infra-
structure and product portfolio. Therefore, research in this
area should explore the potential of regulating, first and
foremost pivotal points (e.g., crypto exchanges), to inform
policymakers on how DeFi should be approached from a
regulatory perspective.

Discussion and future research
opportunities

Our analysis in the previous pages has stressed the need for
a common understanding, as the literature published to date
was sorely lacking consensus on a definition of DeFi (Katona,
2021). Indeed, scholars seemed to have a vastly different
understanding when defining DeFi concerning particular
aspects of DeFi. For instance, Kumar et al., (2020, p. 1) defined
DeFi as an “ecosystem of financial applications built on top
of some public blockchain,” yet this definition fails to account
for the automation benefits of smart contract protocols. These
protocols, however, are among the essential building blocks
that enable the deterministic execution of programming code
in DeFi-based services and instruments (Chen & Bellavitis,
2020; Schir, 2021; Zetzsche et al., 2020). Another definition
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proposed by Gudgeon et al. 2020b, p. 92) contends that DeFi
“is the emergence of protocols which facilitate programmatic
borrowing and saving.” However, this definition is only true of
two specific DeFi-based services, even though DeFi encom-
passes several applications beyond borrowing and saving ser-
vices, such as stablecoins, insurances, and asset management
(Brennecke et al., 2022b; Gramlich et al., 2022; Guggenberger
et al. 2021a). We also noted that the level of abstraction in the
proposed definitions of DeFi varied significantly. For exam-
ple, Zhou et al. 2022a, p. 919) stated simply that “blockchain-
based decentralized finance protocols [are] commonly referred
to as DeFi.” In contrast, Grassi et al., (2022, p. 327) defined
DeFi very precisely as “the creation of an alternative financial
system, where anyone, anywhere, can access financial ser-
vices (e.g., lending, insurance, investment) based on digital
assets. This ecosystem of financial applications relies and is
built on top of a given public blockchain, often Ethereum, as
smart contracts are the fundamental building blocks of DeFi.”
While both of these definitions are accurate, the gap between
them needs to be bridged or closed if there is to be a common
ground for understanding DeFi.

Based on our literature analysis, we provide a definition that is
as concise and comprehensive as it is universally applicable (see the
“Results” section). Our proposed definition is abstracted from and
generally applicable to other definitions of DeFi (e.g., Schir, 2021;
Zetzsche et al., 2020). These concerns were at the center of our
research process, not least because only a widely applicable defini-
tion could serve as a basis for developing our DeFi research classifi-
cation framework. This framework then allowed us to systemize the
relevant research sub-areas of DeFi. While the identified activities
correspond to those described by Risius and Spohrer (2017), the level
of our analysis was specifically adapted to the DeFi phenomenon.

In addition to providing structure to the existing litera-
ture, this research framework also allowed us to gain deeper
insights into DeFi. The DeFi stack presented by Schir (2021)
offers a firm understanding of the technologies behind DeFi
by presenting its main components. Our research framework,
in contrast, presents an abstract overview of the DeFi phe-
nomenon. Doing so allowed us to understand not only the
technical elements (Design & Features) but also the entire
business ecosystem that is part of DeFi (Financial Industry
and Management & Organization). In our view, this socio-
technical conceptualization of DeFi (Users & Society) plays
a key part in reflecting the entire spectrum of DeFi and the
current state of research.

Similarly, Meyer et al. (2022) have presented a rigorous socio-
technical conceptualization. They have done so by sub-dividing
DeFi into the three levels of “micro,” “meso,” and “macro,” all
of which in turn have varying sub-categories. With all due mod-
esty, however, the framework presented in these pages has specific
unmatched merits in systematizing the literature. For instance, we
distinguish between an overall analysis of users and society (societal
needs, i.e., usefulness) and an overall analysis of companies and
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firms (business needs, i.e., profit generation). Moreover, the sys-
tematization we developed assumes distinct boundaries between the
different levels, which allows for a more precise classification of the
phenomenon within the framework. For example, in the systemati-
zation of Meyer et al. (2022), it remains unclear whether the analysis
of illegal behavior on Ethereum DEXes is part of the micro-level
because it concerns a specific type of dApp, or whether it is part of
the meso-level because it concerns insights about the ecosystem.
Looking, instead, at the activity level, with particular regard to the
Design & Features dimension, such as the one we propose, solves
this issue of unclear categorization.

We summarize our results and thus the state-of-the-art research
in DeFi on a category-overarching level and draw prominent meta-
findings. In general, we find that DeFi comprises various properties,
for example, transparency, composability, decentralization, interop-
erability, borderlessness, and transaction atomicity. These properties
are the basis for a decentralized financial system (see Design &
Features/Financial Industry). However, they also contribute to an
unstable, less secure, inefficient, and manipulable ecosystem (see,
Measurement & Value). DeFi currently fulfills these functions to
varying degrees, which partially leads to trade-offs (e.g., privacy
and transparency). The question of to which degree what DeFi
feature should be satisfied remains unanswered. In addition, the
dichotomy of DeFi in the context of regulation and legislation leads
to uncertainty. Existing regulatory approaches only focus on specific
elements of DeFi without recognizing decentralized aspects. There
are challenges in applying these rules, mainly due to the decen-
tralization and borderless nature of DeFi. Thus, the literature urges
sophisticated laws to consider the very nature of DeFi based on
a multi-stakeholder approach (see Management & Organization/
Users & Society).

We also observe that DeFi faces several risks of re-centraliza-
tion, for example, in oracles, reserve-backed stablecoins, hashing
power, and CEXes (see Design & Features, Measurement &
Value, Management & Organization). They all fulfill a critical
role in DeFi but bear counterparty risks and single points of
failure. The literature suggests a common approach for regula-
tory actions and encourages the convergence between CeFi and
DeFi, for example, by introducing CBDCs (see Management
& Organization). Moreover, the literature points out that DeFi
bears systemic risk (e.g., wrapped assets), increasing the com-
plexity of the entire system (see DeFi Applications, Blockchain
Infrastructure). Specifically, if an asset or protocol fails to fulfill
its task, it could affect other parts of the system and lead to a
chain reaction (see Measurement & Value). Consequently, these
effects could spill over to other protocols involved in the “wrap
chain,” similar to the systematic risk in the securitization process
and was a major cause of the 2008 global financial crisis.

Although the literature proposes concepts, designs, and imple-
mentations to address some issues of DeHi, they focus mainly on
the design of smart contracts. The effectiveness of these design
proposals remains unsolved due to the lack of thorough testing
(see Design & Features, Measurement & Value). In this context,
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DeFi security is a matter of securing the respective protocols and
their underlying blockchain (see DeFi Applications, Blockchain
Infrastructure). If the blockchain is not secure, the protocols are at
risk, and vice versa, e.g., in MEV attacks (see Design & Features,
Measurement & Value). In addition, research on blockchain fea-
tures for DeFi does not require smart contracts for its functionality,
for example, in Bitcoin (see Design & Features/Blockchain Infra-
structure). In contrast, DeFi’s core financial services and instru-
ments seem to be developed mainly on the Ethereum platform,
allowing more sophisticated functionality than Bitcoin. Further-
more, the literature does not specify whether private or consortium
blockchains play an important role in DeFi.

DeFi has not yet reached mainstream adoption because of
its large risks, inefficient markets, and complex wrapping oper-
ations (see Measurement & Value, Management & Organiza-
tion). With matured markets, increased security, and greater
user adoption, the currently high return on investments will
converge with those of traditional financial markets, indicat-
ing that the basis of sustainable DeFi growth likely resides on
other value propositions. In that sense, DeFi and CeFi share
similar objectives in providing financial services to customers
(see Financial Industry). However, the literature emphasizes
that both ecosystems should learn from each other. For exam-
ple, DeFi can adopt established risk models used in CeFi (see
Financial Industry, Users & Society). We believe that neither
DeFi nor CeFi will be replaced, but expect both to coexist,
adopt methods of the other, and converge in the long term.
Lastly, the literature points out philosophical elements in DeFi
(e.g., cypherpunk philosophy or crypto-anarchism). Among
some crypto supporters, decentralized financial applications
like cryptocurrencies count as an alternative to the traditional
financial system because they distrust government author-
ity and traditional financial institutions (see Measurement &
Value, Management & Organization). However, adhering to
this philosophy hinders progress in DeFi adoption, particularly
regarding regulatory uncertainty and integration into an institu-
tionalized environment in traditional finance (see Management
& Organization/Users & Society, Financial Industry).

Overall, the meta-results based on our analysis of the cur-
rent DeFi literature using the classification framework helped
us identify gaps in the literature. Against this background, we
propose promising future research opportunities, which we
present in Table 5.

The proposed research agenda demonstrates the complexity of
DeFi and the research needed to achieve further improvement and
unleash DeFi’s full potential. Future research in DeFi, therefore,
requires both qualitative and quantitative approaches and can be
approached through interdisciplinary research from computer
science, economics, and social sciences, but also management
and law perspectives. Although there are several opportunities for
researchers, we encourage them to specifically focus on conduct-
ing research in the following two areas: (1) Many research ques-
tions can be attributed to the differences between a decentralized

(primarily blockchain-based) financial system and the traditional
financial system. Designing blockchain protocols and user inter-
faces that account for the fundamental differences between DeFi
and traditional finance can help mitigate risk and unlock DeFi’s
potential—a critical step toward improving its use and adoption.
(2) We also want to highlight the connection of the emerging DeFi
ecosystem to the current financial landscape and socioeconomic
aspects. Finally, a strong need exists to explore where DeFi can
be linked to or integrated with existing institutions and structures
to promote DeFi adoption. Furthermore, future research should
address what DeFi applications are necessary to facilitate this
connection and what specific knowledge is required among all
stakeholders to lever DeFi.

Conclusion

This study provides a systematic summary of the literature
published on DeFi at the time of writing. Our methodology
allowed us to propose a consolidating definition of DeFi
based on a broad and varied spectrum of prior definitions.
In addition, we used our conceptual framework to present
and structure the research conducted to date and shed light
on future research opportunities by establishing a DeFi
research agenda. We hope these insights will prove valuable
in exploring ways to foster the healthy development of DeFi.

Despite our best efforts, however, this study has certain inevitable
limitations. While our methodology ensured that we excluded irrel-
evant literature, it is conceivable that our search string did not capture
some relevant articles (e.g., literature that only covers blockchain top-
ics with implications for DeFi without further elaborating on these
implications). However, this limitation had no impact on the complete-
ness of our literature review because these articles, if known to exist,
are likely to have been considered in works directly related to DeFi.
In this case, they have been captured in our selection process. As for
our review of the grey literature, we had to select a stopping criterion
that may have excluded relevant papers. However, since we chose an
exhaustive stopping criterion, this limitation may be considered less
consequential than if a strict stopping criterion like a flat page range
had been chosen. Overall, we are confident that, although we may not
have directly covered every relevant article with implications for DeH,
we captured most of the literature, knowledge, and insights on DeFi.

Having analyzed the literature on DeFi from different disci-
plines (law, IT, and finance), we have looked at DeFi through a
wide-angle lens to recognize an emerging financial ecosystem
based on blockchain, and we have seen that this system has, at its
core, a fascinating dichotomy. In the best case, it enables financial
services in a truly decentralized financial system with unique
and democratizing concepts and features. In the worst case, it
undermines the rule of law, enables illicit financial activity, and
endangers everyone that puts funds in it. These theoretical cases
notwithstanding, at this point, it would appear to perform neither
of these roles nor is it likely ever to do so in the real world.
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Table 5 Future research agenda

Design & Features
Users & Society

DeFi Applications

Blockchain Infrastructure

Financial Industry

Measurement & Value
Users & Society

DeFi Applications

Blockchain
Infrastructure

Financial Industry

Management & Organization
Users & Society

DeFi Applications

Blockchain Infrastructure

Financial Industry

e What are the required features for the user adoption of DeFi?
e Which knowledge on DeFi, its concepts/features, and functions is required for users to interact with it?

e How can DeFi applications be protected against vulnerabilities arising from interdependencies with other
protocols?

e How can governance be designed to tackle re-centralization issues?

e How can DeFi market inefficiencies be eased?

e How much transparency is required?

e How can the scalability of blockchains be increased?

e How can extractable value attacks be prevented?

e How can privacy be preserved despite the need for transparency?

e How can DeFi’s transparency be of use for audits, taxation, regulation, and reporting?

e Which features does DeFi require for business use case adoption?

e Which knowledge of DeFi, its concepts/features, and functions is required for various businesses to integrate
it into their business model?

e To what extent do users need DeFi (so far)?
e Which value propositions of DeFi are sustainable in the long term?
o To what extent would DeFi communities accept a convergence of DeFi and CeFi?

e How effective are identified concepts in Design & Features/DeFi Applications?
e To what extent are flash loans a security threat for DeFi, and how can their malicious use be limited?
e How and when is the process of wrapping assets threatening for DeFi?

e Could private blockchain applications improve DeFi functionality?

e When is it sensible to use DeFi over CeFi in finance use cases?
e To what extent can DeFi be used as a hedge against systemic risks in the traditional financial system?
e Which lessons from developing the traditional financial system can be applied to DeFi?

e How can regulatory authorities be included in the development of DeFi?

o Will it be possible to establish a multilateral and multi-stakeholder approach regarding DeFi regulation?
e To what extent are regulators and lawmakers willing to adopt code as a form of “automated law”?

e How is the privacy/transparency trade-off best managed?

e How (de)centralized should the governance of a DeFi application be?
e How can genuinely decentralized applications be regulated?

e Which laws are required on an infrastructural level?
e How (de)centralized should blockchain governance for DeFi be?
e How can an accumulation of validator power be prevented?

o [s it possible to regulate DeFi by merely regulating its centralized points, and if so, how many of these points
need to be regulated?

e How effectively are existing DeFi businesses regulated?

e How can the convergence of DeFi and CeFi be initiated and improved?

e How can CBDC:s act as a bridge between CeFi and DeFi?

In the final analysis, we frame the current implementation
of DeFi as an emerging financial system that suffers from the
very features from which it draws its value propositions. It
would appear that DeFi will only overcome its issues by giving
up on its initial philosophy of true decentralization and inde-
pendence, instead working together with regulators, lawmak-
ers, and traditional financial institutions. It does not look like
DeFi will fully replace traditional finance and its institutions.
Instead, it is expected that both financial systems will have to
converge to serve the greatest common good for users.

We wish to end on a positive note, a call for a multi-
faceted mindset. Stakeholders of DeFi ought to detach
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themselves from the isolated view based solely on per-
sonal needs and expectations of DeFi. Instead, they would
do well to consider the big picture painted on these pages.
Given that DeFi is still in its infancy, we suggest that,
as with any child, those engaging with it keep an open
mind regarding further advancements, research, and value
propositions. However, as we hope to have shown, this
mature view of DeFi requires one to see it in differen-
tiated, multi-faceted terms, and thus neither as a silver
bullet that can sort out all issues of the traditional finan-
cial system nor as a new-age and inherently malicious
financial system.
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Table 6 (continued)

Publication venue DOI name

Year

Author(s)

Title

[#]

https://doi.org/10.1145/3419614.

Conference paper

2020

Klages-Mundt, A., Harz, D., Gudgeon, L., Liu, J.-Y., &

42  Stablecoins 2.0: Economic Foundations and Risk-Based Models

3423261
https://doi.org/10.1109/ACCESS.

Minca, A
Aponte-Novoa, F. A., Orozco, A. L. S., Villanueva-

Journal article

2021

The 51% Attack on Blockchains: A Mining Behavior Study

43

2021.3119291
https://doi.org/10.1016/j.bcra.2021.

Polanco, R., & Wightman, P

Hickey, L., & Harrigan, M

Journal article

2021

44 The Bisq decentralised exchange: On the privacy cost of participation

100029

https://doi.org/10.3390/app11167572

Journal article

2021

Caldarelli, G., & Ellul, J

The Blockchain Oracle Problem in Decentralized Finance-A Multivocal

45

Approach
46  The De-Central Bank in Decentralized Finance: A Case Study of MakerDAO

Conference paper

2022b

Brennecke, M., Guggenberger, T., Schellinger, B., &

Urbach, N
Gudgeon, L., Perez, D., Harz, D., Livshits, B., & Gervais,

https://doi.org/10.1109/CVCBT50464.

Conference paper

2020b

The Decentralized Financial Crisis

47

2020.00005

Journal article

2021

Guseva, Y

The SEC, Digital Assets, and Game Theory

49  What Motivates People to Use Bitcoin?

48

https://doi.org/10.1007/978-3-319-

Conference paper

2016

Bashir, M., Strickland, B., & Bohr, J

47874-6_25

https://doi.org/10.3390/info 13010006

Journal

2022

Caldarelli, G

50  Wrapping Trust for Interoperability: A Preliminary Study of Wrapped Tokens

Appendix 2

Following Garousi et al. (2019), these criteria were used
to assess the grey literature sample after the filter process to
obtain the final grey literature set:

Criteria category

Authority of the producer

Objectivity of the source

Methodology

Date

Related sources

Novelty

Impact

Quality criteria

C1: The publishing organization
is reputable, or the individual
author is associated with a repu-
table organization

C2: The author has published
other work in the field

C3: The author has expertise in
the area (e.g., job title)

C4: The statement of the sources
is objective, and the work is bal-
anced in presentation

C5: There are no vested interests
(declaration)

C6: Conclusions are free of bias
(e.g., supported by data)

C7: The source has a clearly stated
aim

C8: The source has a clearly stated
methodology

C9: The source is supported by
authoritative, documented refer-
ences

C10: Limits are clearly stated

C11: The work covers a specific
question

C12: The work refers to a particu-
lar population or case

C13: The item has a clearly stated
date (does not have to be on the
paper, but at least on the site
referring to the paper)

C14: Key related GL or formal
sources have been linked/dis-
cussed

C15: The item enriches or adds
something unique to the research

C16: The item strengthens or
refutes a current position

C17: The GL source should have
citations and backlinks to sub-
stantiate the arguments made in
the study (compact normalized
metric)
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Appendix 3

Table 8 Definitions of decentralized finance in the literature

[#] Definitions of decentralized finance

1

11

12

13

14
15

16

17

18

34
38

41

45

46
47

48

51

52

56

Decentralized finance (DeFi) is emerging as an alternative to the traditional finance, boosted by blockchain-based crypto-tokens and smart
contracts

Smart contracts allow, not only the creation of tokens, but further the construction of sophisticated on-chain financial systems,
namely Decentralized Finance (DeFi)

Smart contracts allow the execution of complicated transactions, which forms the foundation of decentralized finance, a conglomerate of
financial cryptocurrency-related protocols

DeFi is the ecosystem of financial applications built on top of some public blockchain. The goal of DeFi is to create an alternate financial
system without involving any banks or trusted third-party. DeFi aims to enable all the financial instruments of the traditional financial
ecosystem like options, futures, derivatives etc., all the financial services like lending, borrowing, transfer etc. in a decentralized world

we understand DeFi to comprise, at its core, what its simple name suggests: the decentralized provision of financial services through a mix
of infrastructure, markets, technology, methods, and applications

Decentralized finance (DeFi) is a blockchain-based financial infrastructure that has recently gained a lot of traction. The term generally
refers to an open, permissionless, and highly interoperable protocol stack built on public smart contract platforms, such as the Ethereum
blockchain (see Buterin, 2014). It replicates existing financial services in a more open and transparent way. In particular, DeFi does not
rely on intermediaries and centralized institutions. Instead, it is based on open protocols and decentralized applications (DApps)

There have been many efforts in recent years to replicate traditional financial market functionalities via smart contracts, commonly known
as decentralized finance (DeFi)

DeFi for short, is the emergence of protocols which facilitate programmatic borrowing and saving

DeFi is a new paradigm shaping the way how financial services are being created, distributed, and used. It rests on the notion that financial
services should not depend on centralized intermediaries such as banks, brokers, stock exchanges or insurers. Instead, financial services
should be provided by users for users by deploying software in a decentralized manner throughout a peer-to-peer network, yet without
counterparty risk

DeFi is a broad term that refers to decentralized finance generally. It can include issuances that are designed to be decentralized despite
using a permissioned ledger, along with truly decentralized issuances on public blockchains

A new group of services under the umbrella term Decentralized Finance (DeFi) are establishing themselves as a key use case for distributed
ledger technologies (DLTs) in general. The aim is to design financial products, that are partly based on services from the traditional finan-
cial world yet completely new in other areas

DeFi is about the creation of an alternative financial system, where anyone, anywhere, can access financial services (e.g., lending, insurance,
investment) based on digital assets. This ecosystem of financial applications relies and is built on top of a given public blockchain, often
Ethereum, as smart contracts are the fundamental building blocks of DeFi. Such a DeFi-based alternative financial system involves more
decentralization, innovation, interoperability, borderlessness, transparency, security and integrity

Blockchain-based decentralized finance protocols (commonly referred to as DeFi)

Decentralized Finance (DeFi), which generally refers to a decentralized form of financial applications executed by smart contracts on a
public blockchain. [...] We define DeFi as a “financial application that could consist of a part of a decentralized financial system”

The emergence of permissionless, public blockchains has given birth to an entire ecosystem of crypto tokens representing digital assets.
Facilitated and accelerated by smart contracts and standardized token interfaces [1], these so-called decentralized finance (DeFi) applica-
tions promise an open alternative to the traditional financial system

Decentralized Finance (DeFi) is proving to be one of the most significant use-cases for public blockchains [...] Decentralized Finance
(DeFi) takes the promise of blockchain a step further and aims to transform traditional financial products into trustless and transparent
protocols that run without involving intermediaries

DeFi may be defined by its incorporation of decentralization, distributed ledgers, smart contacts, disintermediation, and open banking

(Decentralized Finance (DeFi)). a peer-to-peer financial system, which leverages distributed ledger-based smart contracts to ensure its
integrity and security

“DeFi generally refers to blockchain-based financial products and services, grounded in digital assets, decentralized applications (DApps)
and smart contracts, which are offered to the public without the oversight or control of a centralized party.”

DeFi aims to create an alternate financial system by replacing centralized banks or trusted third parties with smart contracts. Decentralized
finance (DeFi) is a new decentralized financial instrument system that is built on programmable blockchain networks such as Ethereum.
New financial instruments and digital assets can be created through programmable smart contracts on public blockchain networks

‘DeFi’ is an emerging umbrella term for certain financial services operating in a peer-to-peer

fashion without a centralized authority—broadly denoting ‘decentralized finance.” This may include online

wallets, lending, borrowing, spot trading, margin trading, interest-earning, market-making, and derivatives

Decentralized Finance (DeFi), a new sub-field of blockchain, specializes in advancing financial technologies and services on top of smart
contract enabled ledgers
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Table 8 (continued)

[#]

Definitions of decentralized finance

57

58

60

61

63

65

66

67

68

69

73
74
78

79

from a technical point of view, DeFi can be defined as the (eco)system of public, permissionless, DLT-based, interoperable protocols and
decentralized applications (so-called DApps) built upon them for the provision of financial services. In addition, for biased users, DeFi
also represents a kind of belief and philosophy

Decentralized Finance (DeFi) refers to a composable and trust-minimized protocol stack that is built on public Blockchain networks and
uses smart contracts to create a large variety of publicly accessible and interoperable financial services. In contrast to traditional financial
infrastructure, these services are mostly non-custodial and can mitigate counterparty risk without the need for a centralized third party.
Funds are locked in smart contracts and handled in accordance with predefined rules, as specified by the contract code

DeFi is a form of finance that uses blockchain and does not rely on traditional central intermediaries, such as banks, stock exchanges or
broker/dealers

A plethora of traditionally centralized financial instruments are now being deployed and used on distributed blockchain systems using smart
contracts. These financial tools and services are often referred to as Decentralized Finance (DeFi)

DeFi refers to decentralized financial infrastructures built upon public blockchain platforms that support developing smart contracts and
decentralized applications (DApps), such as Ethereum [2, 16]. Compared with the traditional finance, in DeFi systems transactions can be
settled in an atomic and transparent way thanks to the blockchain technology. Moreover, intermediaries and centralized institutions, such
as custodian and central counterparty clearing house, are replaced by smart contracts that can automatically running on the blockchain
platform. Built upon the innovative technical features, DeFi shows a promising potential to turn into a more open and efficient financial
ecosystem with less counterparty risk

(DeFi), also called “open finance,” refers to the ecosystem of financial applications developed for use in blockchain systems
latest generation of blockchain-based decentralized financial applications, colloquially referred to as ‘DeFi’

Public blockchains have evolved from the original bitcoin paper and enabled the building of decentralized applications on distributed eco-
systems and thus the term Decentralized Finance (DeFi) is coined. The basis that facilitates the DeFi ideals of an open and global financial
system are four properties: non-custodial, permissionless, openly auditable and composable

DeFi may be defined as the transformation of traditional financial products into products that operate without an intermediary via smart
contracts on a blockchain

Decentralized Finance (DeFi) refers to a peer-to-peer, permissionless blockchain-based ecosystem that utilizes the integrity of smart con-
tracts for the advancement and disintermediation of traditional financial primitives

DeFi (Decentralised Finance) is an ecosystem of decentralised applications (dapps) that provide financial services built on top of peer-to-
peer and trustless networks, meaning they do not need a central authority, which started to be relevant in size by 2020. DeFi is usually
described as an open, permissionless, and highly interoperable protocol stack built on public distributed ledger technologies to replicate
existing financial services more transparently and openly

Decentralized Finance is a financial ecosystem that runs autonomously on smart-contracts-enabled blockchains

DeFi is a subset of finance-focused decentralized protocols that operate autonomously on blockchain-based smart contracts

DeFi describes the concept of organizing, facilitating, and executing financial services without central institutions, such as banks or insur-
ances

DeFi carries a very a specific meaning: it refers to an alternative financial system built on a public blockchain-based infrastructure that
promises openness, efficiency, transparency, interoperability, and decentralization
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The following table represents paradigmatic research
questions that works, which are clustered in respec-
tive categories, might address in order to apply for this
categorization:

Funding Open Access funding enabled and organized by Projekt
DEAL.

Open Access This article is licensed under a Creative Commons Attri-
bution 4.0 International License, which permits use, sharing, adapta-
tion, distribution and reproduction in any medium or format, as long
as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons licence, and indicate if changes
were made. The images or other third party material in this article are
included in the article's Creative Commons licence, unless indicated
otherwise in a credit line to the material. If material is not included in
the article's Creative Commons licence and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will
need to obtain permission directly from the copyright holder. To view a
copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

References

Adambekova, A. A., & Andekina, R. (2013). Financial market and
its definitions: Transformation of scientific concepts. World
Applied Sciences Journal, 27, 12-16. https://doi.org/10.5829/
idosi.wasj.2013.27.elelc.3

Adrian, T., & Shin, H. S. (2010). The changing nature of financial
intermediation and the financial crisis of 2007-2009. Annual
Review of Economics, 2(1), 603—618. https://doi.org/10.1146/
annurev.economics.102308.124420

Allen, F., & Santomero, A. M. (1997). The theory of financial inter-
mediation. Journal of Banking & Finance, 21(11-12), 1461—
1485. https://doi.org/10.1016/S0378-4266(97)00032-0

Amler, H., Eckey, L., Faust, S., Kaiser, M., Sandner, P., & Schlosser,
B. (2021). DeFi-ning DeFi: Challenges & Pathway. Retrieved
from https://arxiv.org/abs/2101.05589

Angeris, G., & Chitra, T. (2020). Improved price oracles: Constant function
market makers. In Advances in Financial Technologies (pp. 80-91).
Retrieved from https://doi.org/10.1145/3419614.3423251

Aponte-Novoa, F. A., Orozco, A. L. S., Villanueva-Polanco, R., &
Wightman, P. (2021). The 51% attack on blockchains: A min-
ing behavior study. IEEE Access, 1. https://doi.org/10.1109/
ACCESS.2021.3119291

Aral, S., Dellarocas, C., & Godes, D. (2013). Introduction to the
special issue: Social media and business transformation: A
framework for research. Information Systems Research, 24(1),
3-13. Retrieved from http://www.jstor.org/stable/42004266

Arnold, L., Brennecke, M., Camus, P., Fridgen, G., Guggenberger,
T., Radszuwill, S., Rieger, A., Schweizer, A., & Urbach, N.
(2019). Blockchain and initial coin offerings: Blockchain’s
implications for crowdfunding. In Business transformation
through blockchain. Volume 1 (pp. 233-272). Palgrave Mac-
millan. Retrieved from https://eref.uni-bayreuth.de/46499/

Aspris, A., Foley, S., Svec, J., & Wang, L. (2021). Decentralized
exchanges: The “wild west” of cryptocurrency trading. Inter-
national Review of Financial Analysis, 77, 101845. https://doi.
org/10.1016/j.irfa.2021.101845

Bahga, A., & Madisetti, V. K. (2020). A Value Token Transfer Pro-
tocol (VTTP) for decentralized finance. Journal of Software
Engineering and Applications, 13(11), 303-311. Retrieved
from https://www.scirp.org/html/1-9302823_104362.htm

Barth, J., & Brumbaugh, R. (1997). Development and evolution of national
financial systems: An international perspective. Latin American
Studies Association, 1997 Meeting. Retrieved from http://www.bibli
oteca.clacso.edu.ar/ar/libros/lasa97/barthbrumbaugh.pdf

Barthere, A., Baraki, B., Grushyn, P., Ho, J., Choe, L., Li Khoo, Y.,
& Yi Lim, X. (2022). On-Chain Forensics: Demystifying Ter-
raUSD De-peg | Nansen. Retrieved from https://www.nansen.
ai/research/on-chain-forensics-demystifying-terrausd-de-peg

Bartoletti, M., Chiang, J. H., & Lluch-Lafuente, A. (2021a). SoK:
Lending pools in decentralized finance. In Financial Cryptog-
raphy and Data Security. FC 2021a International Workshops
(pp- 553-578). Springer. Retrieved from https://doi.org/10.
1007/978-3-662-63958-0_40

Bartoletti, M., Chiang, J. H., & Lluch-Lafuente, A. (2021b). A theory
of automated market makers in DeFi. In Coordination Models
and Languages (pp. 168—187). Springer. Retrieved from https://
doi.org/10.1007/978-3-030-78142-2_11

Bartoletti, M., Chiang, J. H., & Lluch-Lafuente, A. (2021c). Towards
a theory of decentralized finance. In M. Bernhard, A. Bracciali,
L. Gudgeon, T. Haines, A. Klages-Mundt, S. Matsuo, D. Perez,
M. Sala, S. Werner (Eds.), Lecture Notes in Computer Science.
Financial Cryptography and Data Security. FC 2021c Interna-
tional Workshops (pp. 227-232). Springer Berlin Heidelberg.
https://doi.org/10.1007/978-3-662-63958-0_20

Bashir, M., Strickland, B., & Bohr, J. (2016). What motivates people
to use Bitcoin? In Spiro E., Ahn YY. (eds) Social Informatics.
Soclnfo 2016. Lecture Notes in Computer Science (pp. 347-367).
Springer. Retrieved from https://doi.org/10.1007/978-3-319-
47874-6_25

Beck, R., Avital, M., Rossi, M., & Thatcher, J. B. (2017). Blockchain
technology in business and information systems research. Busi-
ness & Information Systems Engineering, 59(6), 381-384.
https://doi.org/10.1007/s12599-017-0505-1

Behrens, A. (2022). The Growth of DeFi. Retrieved from Circle web-
site. https://www.circle.com/blog/the-growth-of-defi

Bennett, S., Charbonneau, K., Leopold, R., Mezon, L., Paradine, C.,
Scilipoti, A., & Villmann, R. (2020). Blockchain and cryptoas-
sets: Insights from practice Accounting. Perspectives, 19(4),
283-302. https://doi.org/10.1111/1911-3838.12238

Boot, A. W. A., & Thakor, A. V. (1997). Financial system architecture.
The Review of Financial Studies, 10(3), 693-733. Retrieved from
http://www.jstor.org/stable/2962201

Brennecke, M., Guggenberger, T., Sachs, A., & Schellinger, B. (2022a).
The human factor in blockchain ecosystems: A sociotechnical
framework. 17th International Conference on Wirtschaftsinfor-
matik. AISEL. Retrieved from https://aisel.aisnet.org/wi2022/
finance_and_blockchain/finance_and_blockchain/3/

Brennecke, M., Guggenberger, T., Schellinger, B., & Urbach, N.
(2022b). The De-Central Bank in Decentralized Finance: A case
study of MakerDAO. In T. Bui (Ed.), Proceedings of the Annual
Hawaii International Conference on System Sciences, Proceed-
ings of the 55th Hawaii International Conference on System
Sciences (pp. 6073—-6082). Hawaii International Conference on
System Sciences. http://hdl.handle.net/10125/80077

Briihl, V. (2020). Libra — A differentiated view on facebook’s virtual
currency project. Intereconomics, 55, 54-61. https://doi.org/10.
1007/510272-020-0869-1

Buck, C., Olenberger, C., Schweizer, A., Volter, F., & Eymann, T.
(2021). Never trust, always verify: A multivocal literature review
on current knowledge and research gaps of zero-trust. Comput-
ers & Security, 110, 102436. https://doi.org/10.1016/j.cose.2021.
102436

Buterin, V. (2014). Ethereum: A next-generation smart contract and
decentralized application platform. Retrieved from https://ether
eum.org/en/whitepaper/

@ Springer


http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.5829/idosi.wasj.2013.27.elelc.3
https://doi.org/10.5829/idosi.wasj.2013.27.elelc.3
https://doi.org/10.1146/annurev.economics.102308.124420
https://doi.org/10.1146/annurev.economics.102308.124420
https://doi.org/10.1016/S0378-4266(97)00032-0
https://arxiv.org/abs/2101.05589
https://doi.org/10.1145/3419614.3423251
https://doi.org/10.1109/ACCESS.2021.3119291
https://doi.org/10.1109/ACCESS.2021.3119291
http://www.jstor.org/stable/42004266
https://eref.uni-bayreuth.de/46499/
https://doi.org/10.1016/j.irfa.2021.101845
https://doi.org/10.1016/j.irfa.2021.101845
https://www.scirp.org/html/1-9302823_104362.htm
http://www.biblioteca.clacso.edu.ar/ar/libros/lasa97/barthbrumbaugh.pdf
http://www.biblioteca.clacso.edu.ar/ar/libros/lasa97/barthbrumbaugh.pdf
https://www.nansen.ai/research/on-chain-forensics-demystifying-terrausd-de-peg
https://www.nansen.ai/research/on-chain-forensics-demystifying-terrausd-de-peg
https://doi.org/10.1007/978-3-662-63958-0_40
https://doi.org/10.1007/978-3-662-63958-0_40
https://doi.org/10.1007/978-3-030-78142-2_11
https://doi.org/10.1007/978-3-030-78142-2_11
https://doi.org/10.1007/978-3-662-63958-0_20
https://doi.org/10.1007/978-3-319-47874-6_25
https://doi.org/10.1007/978-3-319-47874-6_25
https://doi.org/10.1007/s12599-017-0505-1
https://www.circle.com/blog/the-growth-of-defi
https://doi.org/10.1111/1911-3838.12238
http://www.jstor.org/stable/2962201
https://aisel.aisnet.org/wi2022/finance_and_blockchain/finance_and_blockchain/3/
https://aisel.aisnet.org/wi2022/finance_and_blockchain/finance_and_blockchain/3/
http://hdl.handle.net/10125/80077
https://doi.org/10.1007/s10272-020-0869-1
https://doi.org/10.1007/s10272-020-0869-1
https://doi.org/10.1016/j.cose.2021.102436
https://doi.org/10.1016/j.cose.2021.102436
https://ethereum.org/en/whitepaper/
https://ethereum.org/en/whitepaper/

11 Page 34 of 37

Electronic Markets (2023) 33:11

Buterin, V. (2016). Ethereum: Platform review: Opportunities and
challenges for private and consortium blockchains. Retrieved
from http://www.smallake.kr/wp-content/uploads/2016/06/
314477721-Ethereum-Platform-Review-Opportunities-and-Chall
enges-for-Private-and-Consortium-Blockchains.pdf

Butijn, B.-J., Tamburri, D., & Heuvel, W.-J. (2019). Blockchains: A
systematic multivocal literature review. ACM Computing Sur-
veys, 53(3), 1-37. https://doi.org/10.1145/3369052

Caldarelli, G., & Ellul, J. (2021). The blockchain oracle problem in
decentralized finance-A multivocal approach. APPLIED SCI-
ENCES-BASEL, 11(16). https://doi.org/10.3390/app11167572

Caldarelli, G. (2020). Understanding the blockchain oracle problem:
A call for action. Information, 11(11), 509. https://doi.org/10.
3390/info11110509

Caldarelli, G. (2022). Wrapping trust for interoperability: A prelimi-
nary study of wrapped tokens. Information, 13(1), 6. https://doi.
org/10.3390/info13010006

Cao, Y., Zou, C., & Cheng, X. (2021). Flashot: A Snapshot of Flash
Loan Attack on DeFi Ecosystem. Retrieved from https://arxiv.
org/abs/2102.00626

Carter, N., & Jeng, L. (2021). DeFi protocol risks: The paradox of
DeFi. SSRN Electronic Journal. https://doi.org/10.2139/ssrn.
3866699

Casino, F., Dasaklis, T. K., & Patsakis, C. (2019). A systematic lit-
erature review of blockchain-based applications: Current status,
classification and open issues. Telematics and Informatics, 36,
55-81. https://doi.org/10.1016/j.tele.2018.11.006

Cerny, P. G. (1994). The dynamics of financial globalization: Tech-
nology, market structure, and policy response. Policy Sciences,
27(4), 319-342. https://doi.org/10.1007/BF01000063

Chainalysis. (2021a). 2021a Global Crypto Adoption Index. Retrieved
from https://blog.chainalysis.com/reports/2021-global-crypto-
adoption-index/

Chainalysis. (2021b). Global DeFi Adoption Index. Retrieved from
https://blog.chainalysis.com/reports/2021b-global-defi-adopt
ion-index/

Chanson, M., Martens, N., & Wortmann, F. (2020). The role of user-
generated content in blockchain-based decentralized finance.
ECIS 2020 Proceedings. Retrieved from https://aisel.aisnet.org/
ecis2020_ri/91/

Chaum, D. (1983). Blind signatures for untraceable payments. In D.
Chaum, R. L. Rivest, & A. T. Sherman (Eds.), Advances in Cryp-
tology (pp. 199-203). Boston, MA: Springer US. Retrieved from
https://doi.org/10.1007/978-1-4757-0602-4_18

Chen, Y., & Bellavitis, C. (2019). Decentralized finance: Blockchain
technology and the quest for an open financial system. SSRN
Electronic Journal. https://doi.org/10.2139/ssrn.3418557

Chen, Y., & Bellavitis, C. (2020). Blockchain disruption and decentral-
ized finance: The rise of decentralized business models. Journal
of Business Venturing Insights, 13, e00151. https://doi.org/10.
1016/j.jbvi.2019.00151

Cocco, L., Pinna, A., & Marchesi, M. (2017). Banking on blockchain:
Costs savings thanks to the blockchain technology. Future Internet,
9(3), 25. https://doi.org/10.3390/fi9030025

Corbet, S., Goodell, J. W., Gunay, S., & Kaskaloglu, K. (2021). Are
DeFi tokens a separate asset class from conventional cryptocur-
rencies? SSRN Electronic Journal. https://doi.org/10.2139/ssrn.
3810599

Dai, W. (1998). B Money. Retrieved from http://www.weidai.com/
bmoney.txt

DeFi Pulse. (2022). DeFi Pulse - The Decentralized Finance Leader-
board | Stats, Charts and Guides | DeFi Pulse. Retrieved from
https://www.defipulse.com/

Defillama. (2022). DeFi Protocol Categories and TVL. Retrieved from
https://defillama.com/categories

@ Springer

Derviz, A., HoSek, J., Tonner, J., Babecka, O., Motl, M., Kabrt, M.,
Rysava, M., Beneck4, S., & Polédk, P. (2021). Decentralised
finance, its prospects and limits: Is blockchain interoperability
the only obstacle? In Occasional Publications - Chapters in
Edited Volumes, in: CNB Global Economic Outlook - July 2021
(pp. 13-17). Czech National Bank. Retrieved from https://econp
apers.repec.org/bookchap/cnbocpubce/geo2021_2f7.htm

Deutsche Bundesbank. (2019). Money and monetary policy. Retrieved
from https://www.geld-und-geldpolitik.de/en/international-
monetary-and-financial-system-chapter-7.html#nav-drei

Doan, A. P., Johnson, R. J., Rasmussen, M. W., Snyder, C. L., Sterling,
J. B., & Yeargin, D. G. (2021). NFTs: Key U.S. legal considera-
tions for an emerging asset class. Journal of Taxation of Invest-
ments, 38(4), 63-68.

Drasch, B. J., Schweizer, A., & Urbach, N. (2018). Integrating the
‘Troublemakers’: A taxonomy for cooperation between banks
and fintechs. Journal of Economics and Business, 100, 26—42.
https://doi.org/10.1016/j.jeconbus.2018.04.002

ECB. (1998). Report on electronic money (August 1998). Frankfurt
am Main: Europ. Central Bank. Retrieved from https://www.ecb.
europa.eu/pub/pdf/other/emoneyen.pdf

Ehrlich, S. (2022). BlackRock picks coinbase to provide clients with direct
Bitcoin exposure. Forbes. Retrieved from https://www.forbes.com/
sites/stevenehrlich/2022/08/04/blackrock-picks-coinbase-to-provi
de-clients-with-direct-bitcoin-exposure/?sh=67ce7f821445

European Commission. (2022). EUR-Lex - 52020PC0593 - EN - EUR-
Lex. Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX%3A52020PC0593

European Parliament, Directorate-General for Parliamentary Research
Services, & Delivorias, A. (2015). Understanding securitisation
: background — benefits — risks : In-depth analysis. Retrieved
from https://www.europarl.europa.eu/thinktank/en/document/
EPRS_IDA(2015)569017

Fabozzi, F. J. (Ed.). (2008). Handbook of finance. Hoboken, NJ, USA:
John Wiley & Sons, Inc. Retrieved from https://doi.org/10.1002/
9780470404324

Farace, D. J., & Schopfel, J. (2010). Grey literature in library and infor-
mation studies. DE GRUYTER SAUR. Retrieved from https://
doi.org/10.1515/9783598441493/html

Feulner, S., Guggenberger, T., Stoetzer, J.-C., & Urbach, N. (2022).
Shedding light on the blockchain disintermediation mystery: A
review and future research agenda. European Conference on
Information Systems. AIS. Retrieved from https://aisel.aisnet.
org/ecis2022_rp/13/

FinCEN. (2020). Requirements for certain transactions involving con-
vertible virtual currency or digital assets. Retrieved from https://
www.federalregister.gov/documents/2020/12/23/2020-28437/
requirements-for-certain-transactions-involving-convertible-virtu
al-currency-or-digital-assets

Galal, H. S., & Youssef, A. M. (2021). Publicly verifiable and secrecy
preserving periodic auctions. In Financial Cryptography and
Data Security. FC 2021 International Workshops (pp. 348-363).
Springer. Retrieved from https://doi.org/10.1007/978-3-662-
63958-0_29

Garousi, V., Felderer, M., & Mintyld, M. V. (2016). The need for multivo-
cal literature reviews in software engineering. In S. Beecham, B.
Kitchenham, & S. G. MacDonell (Eds.), Proceedings of the 20th
International Conference on Evaluation and Assessment in Soft-
ware Engineering (pp. 1-6). New York, NY, USA: ACM. Retrieved
from https://doi.org/10.1145/2915970.2916008

Garousi, V., Felderer, M., & Mintyld, M. V. (2019). Guidelines for
including grey literature and conducting multivocal literature
reviews in software engineering. Information and Software
Technology, 106, 101-121. https://doi.org/10.1016/j.infsof.
2018.09.006


http://www.smallake.kr/wp-content/uploads/2016/06/314477721-Ethereum-Platform-Review-Opportunities-and-Challenges-for-Private-and-Consortium-Blockchains.pdf
http://www.smallake.kr/wp-content/uploads/2016/06/314477721-Ethereum-Platform-Review-Opportunities-and-Challenges-for-Private-and-Consortium-Blockchains.pdf
http://www.smallake.kr/wp-content/uploads/2016/06/314477721-Ethereum-Platform-Review-Opportunities-and-Challenges-for-Private-and-Consortium-Blockchains.pdf
https://doi.org/10.1145/3369052
https://doi.org/10.3390/app11167572
https://doi.org/10.3390/info11110509
https://doi.org/10.3390/info11110509
https://doi.org/10.3390/info13010006
https://doi.org/10.3390/info13010006
https://arxiv.org/abs/2102.00626
https://arxiv.org/abs/2102.00626
https://doi.org/10.2139/ssrn.3866699
https://doi.org/10.2139/ssrn.3866699
https://doi.org/10.1016/j.tele.2018.11.006
https://doi.org/10.1007/BF01000063
https://blog.chainalysis.com/reports/2021a-global-crypto-adoption-index/
https://blog.chainalysis.com/reports/2021a-global-crypto-adoption-index/
https://blog.chainalysis.com/reports/2021b-global-defi-adoption-index/
https://blog.chainalysis.com/reports/2021b-global-defi-adoption-index/
https://aisel.aisnet.org/ecis2020_ri/91/
https://aisel.aisnet.org/ecis2020_ri/91/
https://doi.org/10.1007/978-1-4757-0602-4_18
https://doi.org/10.2139/ssrn.3418557
https://doi.org/10.1016/j.jbvi.2019.e00151
https://doi.org/10.1016/j.jbvi.2019.e00151
https://doi.org/10.3390/fi9030025
https://doi.org/10.2139/ssrn.3810599
https://doi.org/10.2139/ssrn.3810599
http://www.weidai.com/bmoney.txt
http://www.weidai.com/bmoney.txt
https://www.defipulse.com/
https://defillama.com/categories
https://econpapers.repec.org/bookchap/cnbocpubc/geo2021_2f7.htm
https://econpapers.repec.org/bookchap/cnbocpubc/geo2021_2f7.htm
https://www.geld-und-geldpolitik.de/en/international-monetary-and-financial-system-chapter-7.html#nav-drei
https://www.geld-und-geldpolitik.de/en/international-monetary-and-financial-system-chapter-7.html#nav-drei
https://doi.org/10.1016/j.jeconbus.2018.04.002
https://www.ecb.europa.eu/pub/pdf/other/emoneyen.pdf
https://www.ecb.europa.eu/pub/pdf/other/emoneyen.pdf
https://www.forbes.com/sites/stevenehrlich/2022/08/04/blackrock-picks-coinbase-to-provide-clients-with-direct-bitcoin-exposure/?sh=67ce7f821445
https://www.forbes.com/sites/stevenehrlich/2022/08/04/blackrock-picks-coinbase-to-provide-clients-with-direct-bitcoin-exposure/?sh=67ce7f821445
https://www.forbes.com/sites/stevenehrlich/2022/08/04/blackrock-picks-coinbase-to-provide-clients-with-direct-bitcoin-exposure/?sh=67ce7f821445
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0593
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0593
https://www.europarl.europa.eu/thinktank/en/document/EPRS_IDA(2015)569017
https://www.europarl.europa.eu/thinktank/en/document/EPRS_IDA(2015)569017
https://doi.org/10.1002/9780470404324
https://doi.org/10.1002/9780470404324
https://doi.org/10.1515/9783598441493/html
https://doi.org/10.1515/9783598441493/html
https://aisel.aisnet.org/ecis2022_rp/13/
https://aisel.aisnet.org/ecis2022_rp/13/
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://doi.org/10.1007/978-3-662-63958-0_29
https://doi.org/10.1007/978-3-662-63958-0_29
https://doi.org/10.1145/2915970.2916008
https://doi.org/10.1016/j.infsof.2018.09.006
https://doi.org/10.1016/j.infsof.2018.09.006

Electronic Markets (2023) 33:11

Page350f37 11

Gawlikowicz, W., Mannerings, B., Rudolph, T., & éiﬁka, D. (2021).
Market based mechanisms for incentivising exchange liquid-
ity provision. In Financial Cryptography and Data Security.
FC 2021 International Workshops. Springer. Retrieved from
https://doi.org/10.1007/978-3-662-63958-0_7

Gorton, G., & Winton, A. (2003). Financial intermediation. In
Handbook of the Economics of Finance. Corporate Finance
(pp. 431-552). Elsevier. Retrieved from https://econpapers.
repec.org/bookchap/eeefinchp/1-08.htm

Gramlich, V., Principato, M., Schellinger, B., Sedlmeir, J., Amend,
J., Stramm, J., Zwede, T., Striiker, J., & Urbach, N. (2022).
Decentralized Finance (DeFi) foundations, applications,
potentials, and challenges. Retrieved from https://www.resea
rchgate.net/publication/362058434_Decentralized_Finance_
DeFi_Foundations_Applications_Potentials_and_Challenges

Grassi, L., Lanfranchi, D., Faes, A., & Renga, F. M. (2022). Do we still
need financial intermediation? The case of decentralized finance —
DeFi. Qualitative Research in Accounting & Management, 19(3),
323-347. https://doi.org/10.1108/QRAM-03-2021-0051

Grigo, J., Hansen, P., Patz, A., & von Wachter, V. (2020). Decentralized
finance (DeFi)-A new Fintech Revolution: The blockchain trend
explained. Retrieved from https://www.bitkom.org/sites/defau
1t/files/2020-07/200729_whitepaper_decentralized-finance.pdf

Gudgeon, L., Perez, D., Harz, D., Livshits, B., & Gervais, A. (2020a).
The decentralized financial crisis. Crypto Valley Conference on
Blockchain Technology (CVCBT) (pp. 1-15). IEEE. Retrieved
from https://ieeexplore.ieee.org/document/9150192

Gudgeon, L., Werner, S., Perez, D., & Knottenbelt, W. J. (2020b). DeFi
protocols for loanable funds: Interest rates, liquidity and market
efficiency. Advances in Financial Technologies (pp. 92-112).
Retrieved from https://doi.org/10.1145/3419614.3423254

Guggenberger, T., Kuhn, M., & Schellinger, B. (2021a). Insured?
Good! Designing a blockchain-based credit default insurance
system for DeFi lending protocols. Middle East & North Africa
Conference on Information Systems. Retrieved from https://aisel.
aisnet.org/menacis2021/8

Guggenberger, T., Schlatt, V., Schmid, J., & Urbach, N. (2021b). A
structured overview of attacks on blockchain systems. Proceed-
ings of the Pacific Asia Conference on Information Systems
(PACIS). AISEL. Retrieved from https://aisel.aisnet.org/pacis
2021/100/

Guggenberger, T., Sedlmeir, J., Fridgen, G., & Luckow, A. (2022).
An in-depth investigation of the performance characteristics of
Hyperledger Fabric. Computers & Industrial Engineering, 173,
108716. https://doi.org/10.1016/j.cie.2022.108716

Guo, Y., & Liang, C. (2016). Blockchain application and outlook in the
banking industry. Financial Innovation, 2(1). https://doi.org/10.
1186/s40854-016-0034-9

Guseva, Y. (2021). The SEC, digital assets, and game theory. Journal
of Corporation Law, 46(3), 629-679. Retrieved from https://
papers.ssrn.com/sol3/papers.cfm?abstract_id=3806116

Han, R., Lin, H., & Yu, J. (2019). On the optionality and fairness
of atomic swaps. In Advances in Financial Technologies
(pp- 62-75). Retrieved from https://doi.org/10.1145/3318041.
3355460

Hari, A., & Lakshman, T. V. (2016). The internet blockchain. In E.
Zegura, B. Ford, & A. C. Snoeren (Eds.), Proceedings of the
15th ACM Workshop on Hot Topics in Networks (pp. 204-210).
New York, NY, USA: ACM. Retrieved from https://doi.org/10.
1145/3005745.3005771

Hickey, L., & Harrigan, M. (2021). The Bisq decentralised exchange:
On the privacy cost of participation. Blockchain: Research
and Applications, 100029. https://doi.org/10.1016/j.bcra.2021.
100029

Hughes, H. (2021). Designing effective regulation for blockchain-based
markets. Journal of Corporation Law, 46(4), 899-908. Retrieved

from https://jcl.law.uiowa.edu/sites/jcl.law.uiowa.edu/files/2021-
08/Hughes_Final_Web_0.pdf

Hughes, L., Dwivedi, Y. K., Misra, S. K., Rana, N. P., Raghavan, V.,
& Akella, V. (2019). Blockchain research, practice and policy:
Applications, benefits, limitations, emerging research themes and
research agenda. International Journal of Information Manage-
ment, 49, 114-129. https://doi.org/10.1016/j.ijinfomgt.2019.02.
005

Huili, W., Wenping, M., Fuyang, D., Haibin, Z., & Qianhong, W.
(2021). Dynamic threshold ECDSA signature and application
to asset custody in blockchain. Journal of Information Security
and Applications, 61, 102805. https://doi.org/10.1016/j.jisa.
2021.102805

Irresberger, F., John, K., & Saleh, F. (2020). The public blockchain eco-
system: An empirical analysis. SSRN Electronic Journal. https://
doi.org/10.2139/ssrn.3592849

Jensen, J. R., Wachter, V. von, & Ross, O. (2021a). How decentralized
is the governance of blockchain-based finance: Empirical evi-
dence from four governance token distributions. Retrieved from
https://arxiv.org/abs/2102.10096

Jensen, J. R., von Wachter, V., & Ross, O. (2021b). An introduction to
decentralized finance (DeFi). Complex Systems Informatics and
Modeling Quarterly, 26, 46—54. https://doi.org/10.7250/csimq.
2021-26.03

Kamei, F., Pinto, G., Wiese, L., Ribeiro, M., & Soares, S. (2021). What
evidence we would miss if we do not use grey literature? In F.
Lanubile (Ed.), Proceedings of the 15th ACM / IEEE Interna-
tional Symposium on Empirical Software Engineering and
Measurement (ESEM) (pp. 1-11). New York, NY, USA: ACM.
Retrieved from https://doi.org/10.1145/3475716.3475777

Katona, T. (2021). Decentralized finance: The possibilities of a block-
chain "Money Lego" system. Financial and Economic Review,
20(1), 74-102. Retrieved from https://ideas.repec.org/a/mnb/
finrev/v20y2021i1p74-102.html

Kitchenham, B., & Charters, S. (2007). Guidelines for performing
systematic literature reviews in Software Engineering. Technical
Report EBSE 2007-001, Keele University and Durham Univer-
sity Joint Report. Retrieved from https://www.elsevier.com/__
data/promis_misc/525444systematicreviewsguide.pdf

Klages-Mundt, A., Harz, D., Gudgeon, L., Liu, J.-Y., & Minca, A.
(2020). Stablecoins 2.0: Economic foundations and risk-based
models. Proceedings of the 2nd ACM Conference on Advances
in Financial Technologies (AFT '20) (pp. 59-79). Association for
Computing Machinery. Retrieved from https://doi.org/10.1145/
3419614.3423261

Kroon, H., Vos, M. de, & Pouwelse, J. (2021). Introducing self-sover-
eign identity and identity as collateral in decentralized finance.
Retrieved from https://repository.tudelft.nl/islandora/object/
uuid%3A5728bcf1-265a-49d0-b3£5-b6653c315b1d

Kumar, M., Nikhil, N., & Singh, R. (2020). Decentralising finance
using decentralised blockchain oracles. International Confer-
ence for Emerging Technology (pp. 1-4). IEEE. Retrieved from
https://ieeexplore.ieee.org/abstract/document/9154123

Lang, H. (2022). Nearly half of crypto owners first bought digital
assets in 2021, survey shows. Retrieved from https://www.reute
rs.com/technology/nearly-half-crypto-owners-first-bought-digit
al-assets-2021-survey-2022-04-04/

Li, J. (2021). DeFi as an Information Aggregator. In Financial Cryp-
tography and Data Security. FC 2021 International Workshops
(pp. 171-176). Springer. Retrieved from https://doi.org/10.1007/
978-3-662-63958-0_15

Li, J., Baldimtsi, F., Brandao, J. P., Kugler, M., Hulays, R., Show-
ers, E., Ali, Z., & Chang, J. (2021). Measuring Illicit activ-
ity in DeFi: The case of Ethereum. In Financial Cryptogra-
phy and Data Security. FC 2021 International Workshops.

@ Springer


https://doi.org/10.1007/978-3-662-63958-0_7
https://econpapers.repec.org/bookchap/eeefinchp/1-08.htm
https://econpapers.repec.org/bookchap/eeefinchp/1-08.htm
https://www.researchgate.net/publication/362058434_Decentralized_Finance_DeFi_Foundations_Applications_Potentials_and_Challenges
https://www.researchgate.net/publication/362058434_Decentralized_Finance_DeFi_Foundations_Applications_Potentials_and_Challenges
https://www.researchgate.net/publication/362058434_Decentralized_Finance_DeFi_Foundations_Applications_Potentials_and_Challenges
https://doi.org/10.1108/QRAM-03-2021-0051
https://www.bitkom.org/sites/default/files/2020-07/200729_whitepaper_decentralized-finance.pdf
https://www.bitkom.org/sites/default/files/2020-07/200729_whitepaper_decentralized-finance.pdf
https://ieeexplore.ieee.org/document/9150192
https://doi.org/10.1145/3419614.3423254
https://aisel.aisnet.org/menacis2021/8
https://aisel.aisnet.org/menacis2021/8
https://aisel.aisnet.org/pacis2021/100/
https://aisel.aisnet.org/pacis2021/100/
https://doi.org/10.1016/j.cie.2022.108716
https://doi.org/10.1186/s40854-016-0034-9
https://doi.org/10.1186/s40854-016-0034-9
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3806116
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3806116
https://doi.org/10.1145/3318041.3355460
https://doi.org/10.1145/3318041.3355460
https://doi.org/10.1145/3005745.3005771
https://doi.org/10.1145/3005745.3005771
https://doi.org/10.1016/j.bcra.2021.100029
https://doi.org/10.1016/j.bcra.2021.100029
https://jcl.law.uiowa.edu/sites/jcl.law.uiowa.edu/files/2021-08/Hughes_Final_Web_0.pdf
https://jcl.law.uiowa.edu/sites/jcl.law.uiowa.edu/files/2021-08/Hughes_Final_Web_0.pdf
https://doi.org/10.1016/j.ijinfomgt.2019.02.005
https://doi.org/10.1016/j.ijinfomgt.2019.02.005
https://doi.org/10.1016/j.jisa.2021.102805
https://doi.org/10.1016/j.jisa.2021.102805
https://doi.org/10.2139/ssrn.3592849
https://doi.org/10.2139/ssrn.3592849
https://arxiv.org/abs/2102.10096
https://doi.org/10.7250/csimq.2021-26.03
https://doi.org/10.7250/csimq.2021-26.03
https://doi.org/10.1145/3475716.3475777
https://ideas.repec.org/a/mnb/finrev/v20y2021i1p74-102.html
https://ideas.repec.org/a/mnb/finrev/v20y2021i1p74-102.html
https://www.elsevier.com/__data/promis_misc/525444systematicreviewsguide.pdf
https://www.elsevier.com/__data/promis_misc/525444systematicreviewsguide.pdf
https://doi.org/10.1145/3419614.3423261
https://doi.org/10.1145/3419614.3423261
https://repository.tudelft.nl/islandora/object/uuid%3A5728bcf1-265a-49d0-b3f5-b6653c315b1d
https://repository.tudelft.nl/islandora/object/uuid%3A5728bcf1-265a-49d0-b3f5-b6653c315b1d
https://ieeexplore.ieee.org/abstract/document/9154123
https://www.reuters.com/technology/nearly-half-crypto-owners-first-bought-digital-assets-2021-survey-2022-04-04/
https://www.reuters.com/technology/nearly-half-crypto-owners-first-bought-digital-assets-2021-survey-2022-04-04/
https://www.reuters.com/technology/nearly-half-crypto-owners-first-bought-digital-assets-2021-survey-2022-04-04/
https://doi.org/10.1007/978-3-662-63958-0_15
https://doi.org/10.1007/978-3-662-63958-0_15

11 Page360f37

Electronic Markets (2023) 33:11

Springer. Retrieved from https://doi.org/10.1007/978-3-662-
63958-0_18

Lipton, A., & Hardjono, T. (2021). Blockchain intra-and interoper-
ability. Springer. https://doi.org/10.1007/978-3-030-81945-3_1

Liu, Q., Yu, L., & Jia, C. (2020). MovER: Stabilize decentralized
finance system with practical risk management. Conference on
Blockchain Research & Applications for Innovative Networks and
Services (pp. 55-56). IEEE. Retrieved from https://ieeexplore.
ieee.org/document/9223274

Lockl, J., & Stoetzer, J.-C. (2021). Trust-free banking missed the point:
The effect of distrust in banks on the adoption of decentralized
finance. European Conference on Information Systems. AlS.
Retrieved from https://aisel.aisnet.org/ecis2021_rp/138/

Maia, G., & Vieira dos Santos, J. (2021). MiCA and DeFi (‘“Proposal
for a Regulation on Market in Crypto-Assets” and ’Decentral-
ised Finance’). SSRN Electronic Journal. https://doi.org/10.2139/
ssrn.3875355

Matsuo, S. (2020). Effectiveness of multi-stakeholder discussions for
decentralized finance: A conference report of CoDeFi 2020. In
Financial Cryptography and Data Security. Springer. Retrieved
from https://doi.org/10.1007/978-3-030-54455-3_16

Meegan, X., & Koens, T. (2021). Lessons learned from decentralised
finance (DeFi). ING. URL: https://new.ingwb.com/binaries/conte
nt/assets/insights/themes/distributed-ledger-technology/defi_
white_paper_v2.0.pdf.

Meyer, E., Welpe, I. M., & Sandner, P. (2022). Decentralized finance—
A systematic literature review and research directions. European
Conference on Information Systems. Retrieved from https://aisel.
aisnet.org/ecis2022_rp/25

Minsky, H. P., & Wray, L. R. (2008). Securitization. Economics Policy
Note Archive (No. 08-2). Retrieved from Levy Economics Insti-
tute website: https://ideas.repec.org/p/lev/levypn/08-2.html

Nadler, M., & Schir, F. (2022). Decentralized finance, centralized
ownership? An iterative mapping process to measure protocol
token distribution. In Journal of Blockchain Research. Retrieved
from https://www.intlpress.com/site/pub/pages/journals/items/
jbr/content/vols/0001/0001/a003/index.php

Nakamoto, S. (2008). Bitcoin. A peer-to-peer electronic cash system.
Retrieved from https://bitcoin.org/en/bitcoin-paper

Nofer, M., Gomber, P., Hinz, O., & Schiereck, D. (2017). Blockchain.
Business & Information. Systems Engineering, 59(3), 183-187.
https://doi.org/10.1007/s12599-017-0467-3

OECD. (2021). Understanding Financial Accounts. Retrieved from
https://www.oecd-ilibrary.org/economics/understanding-finan
cial-accounts_9789264281288-en

OECD. (2022). Institutionalisation of crypto-assets and DeFi-TradFi
interconnectedness. In OECD Business and Finance Policy
Papers (vol. 1). Paris: OECD Publishing. https://doi.org/10.
1787/5d9dddbe-en

Perez, D., & Gudgeon, L. (2022). Dissimilar redundancy in DeFi.
Retrieved from https://arxiv.org/abs/2201.12563

Perez, D., Werner, S. M., Xu, J., & Livshits, B. (2021). Liquidations:
DeFi on a knife-edge. In Financial Cryptography and Data Secu-
rity. FC 2021 International Workshops (pp. 457—476). Springer.
Retrieved from https://doi.org/10.1007/978-3-662-64331-0_24

Pourpouneh, M., Nielsen, K., & Ross, O. (2020). Automated market
makers. Copenhagen: Department of Food and Resource Eco-
nomics, University of Copenhagen. Retrieved from https://ideas.
repec.org/p/foi/wpaper/2020_08.html

Puschmann, T. (2017). Fintech. Business & Information. Sys-
tems Engineering, 59(1), 69-76. https://doi.org/10.1007/
$12599-017-0464-6

Qin, K., Zhou, L., Afonin, Y., Lazzaretti, L., & Gervais, A. (2021a).
CeFi vs. DeFi - Comparing Centralized to Decentralized
Finance. Retrieved from https://arxiv.org/abs/2106.08157

@ Springer

Qin, K., Zhou, L., Gamito, P., Jovanovic, P., & Gervais, A. (2021b).
An empirical study of DeFi liquidations: Incentives, risks, and
instabilities. In D. Levin, A. Mislove, J. Amann, & M. Luckie
(Eds.), Proceedings of the 21st ACM Internet Measurement
Conference (pp. 336-350). ACM.

Qin, K., Zhou, L., & Gervais, A. (2022). Quantifying blockchain
extractable value: How dark is the forest? 2022 IEEE Sympo-
sium on Security and Privacy. IEEE. Retrieved from https://
www.computer.org/csdl/proceedings-article/sp/2022/13160
0a791/1F1QKjhwoMo

Qin, K., Zhou, L., Livshits, B., & Gervais, A. (2021). Attacking
the DeFi ecosystem with flash loans for fun and profit. In N.
Borisov & C. Diaz (Eds.), Lecture Notes in Computer Sci-
ence. Financial Cryptography and Data Security (pp. 3-32).
Springer Berlin Heidelberg.

Reijers, W., Wuisman, 1., Mannan, M., de Filippi, P., Wray, C., Rae-
Looi, V., & Orgad, L. (2021). Now the code runs itself: On-chain
and off-chain governance of blockchain technologies. Topoi,
40(4), 821-831. https://doi.org/10.1007/s11245-018-9626-5

Risius, M., & Spohrer, K. (2017). A blockchain research framework.
Business & Information Systems Engineering, 59(6), 385-409.
https://doi.org/10.1007/s12599-017-0506-0

Rius, A., & Gashier, E. (2020). Smart derivatives: On-chain forwards
for digital assets. In Leveraging Applications of Formal Methods,
Verification and Validation: Applications. Springer. Retrieved from
https://doi.org/10.1007/978-3-030-61467-6_13

Rossi, M., Mueller-Bloch, C., Thatcher, J. B., & Beck, R. (2019).
Blockchain research in information systems: Current trends and
an inclusive future research agenda. Journal of the Association
for Information Systems, 20(9), 1388-1403. https://doi.org/10.
17705/1jais.00571

Saengchote, K. (2021). Where do DeFi stablecoins go? A closer look at
what DeFi composability really means. SSRN Electronic Journal.
https://doi.org/10.2139/ssrn.3893487

Schir, F. (2021). Decentralized finance: On blockchain- and smart
contract-based financial markets. Federal Reserve Bank of St.
Louis Review, Second Quarter, 103(2), 153—174. https://doi.org/
10.20955/r.103.153-74

Schlatt, V., Guggenberger, T., Schmid, J., & Urbach, N. (2023).
Attacking the trust machine: Developing an information systems
research agenda for blockchain cybersecurity. International Jour-
nal of Information Management, 68, 102470. https://doi.org/10.
1016/j.ijjinfomgt.2022.102470

Schrepel, T., & Buterin, V. (2020). Blockchain code as antitrust. SSRN
Electronic Journal. https://doi.org/10.2139/ssrn.3597399

Schueffel, P. (2017). Taming the beast: A scientific definition of Fin-
tech. Journal of Innovation Management, 4(4). https://doi.org/
10.24840/2183-0606_004.004_0004

Schueffel, P. (2021). DeFi: Decentralized Finance - An Introduction
and Overview. Journal of Innovation Management, 9(3), I-XI.
https://doi.org/10.24840/2183-0606_009.003_0001

Silberholz, J., Di, Wu., & A. (2021). Measuring utility and speculation
in blockchain tokens. SSRN Electronic Journal. https://doi.org/
10.2139/ssrn.3915269

Smith, A. (1910). The Wealth of Nations. Journal of Political Econ-
omy, 18(5), 405. https://doi.org/10.1086/251711

Suga, Y., Shimaoka, M., Sato, M., & Nakajima, H. (2020). Securing
cryptocurrency exchange: Building up standard from huge fail-
ures. In Financial Cryptography and Data Security. Springer.
Retrieved from https://doi.org/10.1007/978-3-030-54455-3_19

Szabo, N. (1994). Smart Contracts. Retrieved from https://www.fon.
hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/
LOTwinterschool2006/szabo.best.vwh.net/smart.contracts.html

Tai, S., Eberhardt, J., & Klems, M. (2017). Not ACID, not BASE, but
SALT - A transaction processing perspective on blockchains.
In Proceedings of the 7th International Conference on Cloud


https://doi.org/10.1007/978-3-662-63958-0_18
https://doi.org/10.1007/978-3-662-63958-0_18
https://doi.org/10.1007/978-3-030-81945-3_1
https://ieeexplore.ieee.org/document/9223274
https://ieeexplore.ieee.org/document/9223274
https://aisel.aisnet.org/ecis2021_rp/138/
https://doi.org/10.2139/ssrn.3875355
https://doi.org/10.2139/ssrn.3875355
https://doi.org/10.1007/978-3-030-54455-3_16
https://new.ingwb.com/binaries/content/assets/insights/themes/distributed-ledger-technology/defi_white_paper_v2.0.pdf
https://new.ingwb.com/binaries/content/assets/insights/themes/distributed-ledger-technology/defi_white_paper_v2.0.pdf
https://new.ingwb.com/binaries/content/assets/insights/themes/distributed-ledger-technology/defi_white_paper_v2.0.pdf
https://aisel.aisnet.org/ecis2022_rp/25
https://aisel.aisnet.org/ecis2022_rp/25
https://ideas.repec.org/p/lev/levypn/08-2.html
https://www.intlpress.com/site/pub/pages/journals/items/jbr/content/vols/0001/0001/a003/index.php
https://www.intlpress.com/site/pub/pages/journals/items/jbr/content/vols/0001/0001/a003/index.php
https://bitcoin.org/en/bitcoin-paper
https://doi.org/10.1007/s12599-017-0467-3
https://www.oecd-ilibrary.org/economics/understanding-financial-accounts_9789264281288-en
https://www.oecd-ilibrary.org/economics/understanding-financial-accounts_9789264281288-en
https://doi.org/10.1787/5d9dddbe-en
https://doi.org/10.1787/5d9dddbe-en
https://arxiv.org/abs/2201.12563
https://doi.org/10.1007/978-3-662-64331-0_24
https://ideas.repec.org/p/foi/wpaper/2020_08.html
https://ideas.repec.org/p/foi/wpaper/2020_08.html
https://doi.org/10.1007/s12599-017-0464-6
https://doi.org/10.1007/s12599-017-0464-6
https://arxiv.org/abs/2106.08157
https://www.computer.org/csdl/proceedings-article/sp/2022/131600a791/1FlQKjhw6Mo
https://www.computer.org/csdl/proceedings-article/sp/2022/131600a791/1FlQKjhw6Mo
https://www.computer.org/csdl/proceedings-article/sp/2022/131600a791/1FlQKjhw6Mo
https://doi.org/10.1007/s11245-018-9626-5
https://doi.org/10.1007/s12599-017-0506-0
https://doi.org/10.1007/978-3-030-61467-6_13
https://doi.org/10.17705/1jais.00571
https://doi.org/10.17705/1jais.00571
https://doi.org/10.2139/ssrn.3893487
https://doi.org/10.20955/r.103.153-74
https://doi.org/10.20955/r.103.153-74
https://doi.org/10.1016/j.ijinfomgt.2022.102470
https://doi.org/10.1016/j.ijinfomgt.2022.102470
https://doi.org/10.2139/ssrn.3597399
https://doi.org/10.24840/2183-0606_004.004_0004
https://doi.org/10.24840/2183-0606_004.004_0004
https://doi.org/10.24840/2183-0606_009.003_0001
https://doi.org/10.2139/ssrn.3915269
https://doi.org/10.2139/ssrn.3915269
https://doi.org/10.1086/251711
https://doi.org/10.1007/978-3-030-54455-3_19
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart.contracts.html
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart.contracts.html
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart.contracts.html

Electronic Markets (2023) 33:11

Page370f37 11

Computing and Services Science (pp. 755-764). SCITEPRESS
- Science and Technology Publications

Takanashi, Y. (2020). Future of finance. In Financial Cryptography
and Data Security. Springer. Retrieved from https://doi.org/10.
1007/978-3-030-54455-3_18

Taylor, R. (2021). Re: FinCEN Docket Number FINCEN-2020-0020;
RIN 1506-AB47; Requirements for certain transactions involv-
ing convertible virtual currency or digital assets. In Finan-
cial Cryptography and Data Security. FC 2021 International
Workshops. Springer. Retrieved from https://doi.org/10.1007/
978-3-662-63958-0_4

Tefagh, M., Bagheri, F., Khajehpour, A., & Abdi, M. (2020). Atomic
bonded cross-chain debt. In International Conference on Block-
chain Technology and Applications (Vol. 3, pp. 50-54). ACM.
Retrieved from https://doi.org/10.1145/3446983.3446987

Thakor, A. V. (1996). The design of financial systems: An overview.
Journal of Banking & Finance, 20(5), 917-948. https://doi.org/
10.1016/0378-4266(95)00033-X

Tien, S.-K., Wang, Y.-T., Cai, Y.-Z., & Tsai, M.-H. (2020). Maximizing
the time value of cryptocurrency in smart contracts with decen-
tralized money markets. International Conference on Blockchain
Technology and Applications (pp. 503-508). IEEE. Retrieved
from https://ieeexplore.ieee.org/document/9284748

Tobin, J. (1989). Financial intermediaries. Springer. Retrieved from
https://doi.org/10.1007/978-1-349-20213-3_2

Tolmach, P., Li, Y., Lin, S.-W., & Liu, Y. (2021). Formal analysis of
composable DeFi protocols. In Financial Cryptography and
Data Security. FC 2021 International Workshops (pp. 149-161).
Springer. Retrieved from https://doi.org/10.1007/978-3-662-
63958-0_13

Ushida, R., & Angel, J. (2021). Regulatory considerations on cen-
tralized aspects of DeFi managed by DAOs. In Financial Cryp-
tography and Data Security. FC 2021 International Workshops
(pp- 21-36). Springer. Retrieved from https://doi.org/10.1007/
978-3-662-63958-0_2

Varma, J. R. (2019). Blockchain in finance. Vikalpa: The Journal for
Decision Makers, 44(1), 1-11. https://doi.org/10.1177/02560
90919839897

Venkatesh, M., & Davis. (2003). User acceptance of information
technology: Toward a unified view. MIS Quarterly, 27(3), 425.
https://doi.org/10.2307/30036540

Victor, F., & Weintraud, A. M. (2021). Detecting and quantifying wash
trading on decentralized cryptocurrency exchanges. In Proceed-
ings of the Web Conference 2021 (pp. 23-32). IEEE. Retrieved
from https://doi.org/10.1145/3442381.3449824

Wachter, V., Jensen, J. R., & Ross, O. (2021). Measuring asset com-
posability as a proxy for DeFi integration. In Financial Cryp-
tography and Data Security. FC 2021 International Workshops
(pp. 109-114). Springer. Retrieved from https://doi.org/10.1007/
978-3-662-63958-0_9

Wachter, V. von, Jensen, J. R., Regner, F., & Ross, O. (2022). NFT
Wash Trading: Quantifying suspicious behaviour in NFT mar-
kets. Retrieved from https://arxiv.org/abs/2202.03866

Wang, B., Liu, H., Liu, C., Yang, Z., Ren, Q., Zheng, H., & Lei, H. (2021a).
BLOCKEYE: Hunting for DeFi attacks on blockchain. In Interna-
tional Conference on Software Engineering: Companion Proceedings
(pp- 17-20). ACM. Retrieved from https://doi.org/10.1109/ICSE-
Companion52605.2021.00025

Wang, Z., Jiang, G., & Ye, Q. (2021b). On fair designs of cross-chain
exchange for cryptocurrencies via Monte Carlo simulation. Naval
Research Logistics (NRL). https://doi.org/10.1002/nav.21989

Wang, Z., Chaliasos, S., Qin, K., Zhou, L., Gao, L., Berrang, P., Livs-
hits, B., & Gervais, A. (2022). On how zero-knowledge proof
blockchain mixers improve, and worsen user privacy. arXiv.
Retrieved from https://arxiv.org/abs/2201.09035

Webster, J., & Watson, R. T. (2002). Analyzing the past to prepare for the
future: Writing a literature review. MIS Quarterly, 26(2),xiii—xxiii.
Retrieved from http://www.jstor.org/stable/4132319

Werner, S. M., Perez, D., Gudgeon, L., Klages-Mundt, A., Harz, D., &
Knottenbelt, W. J. (2021). Sok: Decentralized finance (defi). arXiv.
Retrieved from https://arxiv.org/abs/2101.08778

Wood, G. (2014). Ethereum: A secure decentralised generalised trans-
action ledger (No. 2014). Retrieved from https://gavwood.com/
paper.pdf

Wright, A., & Meier, S. (2021). Analyzing FinCEN's proposed regu-
lation relating to AML and KYC laws. In Financial Cryptog-
raphy and Data Security. FC 2021 International Workshops
(pp. 54-62). Springer. Retrieved from https://doi.org/10.1007/
978-3-662-63958-0_5

Waurgler, J. (2000). Financial markets and the allocation of capital. Jour-
nal of Financial Economics, 58(1-2), 187-214. https://doi.org/10.
1016/S0304-405X(00)00070-2

Xu, J., & Vadgama, N. (2021). From banks to DeFi: the evolution of
the lending market. arXiv. Retrieved from https://arxiv.org/abs/
2104.00970

Xu, J., Paruch, K., Cousaert, S., & Feng, Y. (2022). SoK: Decentralized
exchanges (DEX) with automated market maker (AMM) proto-
cols. ACM Computing Surveys. https://doi.org/10.1145/3570639

Zetzsche, D., Arner, D., & Buckley, R. (2020). Decentralized Finance.
Journal of Financial Regulation, 6(2), 172-203. https://doi.org/
10.1093/jfr/fjaa010

Zhao, C., Wang, T., & Zhang, S. (2021). LightBlock: Reducing band-
width required to synchronize blocks in Ethereum network. Inter-
national Conference on Communications, Information System
and Computer Engineering (pp. 868-874). IEEE. Retrieved from
https://ieeexplore.ieee.org/document/9445911

Zheng, Z., Xie, S., Dai, H., Chen, X., & Wang, H. (2017). An overview
of blockchain technology: Architecture, consensus, and future
trends. 2017 IEEE International Congress on Big Data (BigData
Congress) (pp. 557-564). Honolulu, HI: IEEE. https://doi.org/10.
1109/BigDataCongress.2017.85

Zhou, L., Qin, K., Cully, A., Livshits, B., & Gervais, A. (2022a). On
the just-in-time discovery of profit-generating transactions in
DeFi protocols. 2022 IEEE Symposium on Security and Privacy
(pp. 919-936). IEEE. Retrieved from https://ieeexplore.ieee.org/
document/9519469

Zhou, L., Qin, K., Torres, C. F., Le, D. V., & Gervais, A. (2022b).
High-frequency trading on decentralized on-chain exchanges.
2022 IEEE Symposium on Security and Privacy (pp. 428—445).
IEEE. Retrieved from https://www.computer.org/csdl/proce
edings-article/sp/2021/893400a455/10ak93hISvm

Publisher's note Springer Nature remains neutral with regard to
jurisdictional claims in published maps and institutional affiliations.

@ Springer


https://doi.org/10.1007/978-3-030-54455-3_18
https://doi.org/10.1007/978-3-030-54455-3_18
https://doi.org/10.1007/978-3-662-63958-0_4
https://doi.org/10.1007/978-3-662-63958-0_4
https://doi.org/10.1145/3446983.3446987
https://doi.org/10.1016/0378-4266(95)00033-X
https://doi.org/10.1016/0378-4266(95)00033-X
https://ieeexplore.ieee.org/document/9284748
https://doi.org/10.1007/978-1-349-20213-3_2
https://doi.org/10.1007/978-3-662-63958-0_13
https://doi.org/10.1007/978-3-662-63958-0_13
https://doi.org/10.1007/978-3-662-63958-0_2
https://doi.org/10.1007/978-3-662-63958-0_2
https://doi.org/10.1177/0256090919839897
https://doi.org/10.1177/0256090919839897
https://doi.org/10.2307/30036540
https://doi.org/10.1145/3442381.3449824
https://doi.org/10.1007/978-3-662-63958-0_9
https://doi.org/10.1007/978-3-662-63958-0_9
https://arxiv.org/abs/2202.03866
https://doi.org/10.1109/ICSE-Companion52605.2021.00025
https://doi.org/10.1109/ICSE-Companion52605.2021.00025
https://doi.org/10.1002/nav.21989
https://arxiv.org/abs/2201.09035
http://www.jstor.org/stable/4132319
https://arxiv.org/abs/2101.08778
https://gavwood.com/paper.pdf
https://gavwood.com/paper.pdf
https://doi.org/10.1007/978-3-662-63958-0_5
https://doi.org/10.1007/978-3-662-63958-0_5
https://doi.org/10.1016/S0304-405X(00)00070-2
https://doi.org/10.1016/S0304-405X(00)00070-2
https://arxiv.org/abs/2104.00970
https://arxiv.org/abs/2104.00970
https://doi.org/10.1145/3570639
https://doi.org/10.1093/jfr/fjaa010
https://doi.org/10.1093/jfr/fjaa010
https://ieeexplore.ieee.org/document/9445911
https://doi.org/10.1109/BigDataCongress.2017.85
https://doi.org/10.1109/BigDataCongress.2017.85
https://ieeexplore.ieee.org/document/9519469
https://ieeexplore.ieee.org/document/9519469
https://www.computer.org/csdl/proceedings-article/sp/2021/893400a455/1oak93hISvm
https://www.computer.org/csdl/proceedings-article/sp/2021/893400a455/1oak93hISvm

	A multivocal literature review of decentralized finance: Current knowledge and future research avenues
	Abstract
	Introduction
	Conceptual background
	The traditional financial system
	Blockchain foundations
	Decentralized finance: A blockchain-based financial system

	Research method
	Identifying relevant academic literature
	Identifying relevant grey literature

	Results
	Descriptive overview of publications
	Defining decentralized finance
	State of research in decentralized finance
	Design & FeaturesUsers & Society
	Design & FeaturesDeFi Applications
	Design & FeaturesBlockchain Infrastructure
	Design & FeaturesFinancial Industry
	Measurement & ValueUsers & Society
	Measurement & ValueDeFi Applications
	Measurement & ValueBlockchain Infrastructure
	Measurement & ValueFinancial Industry
	Management & OrganizationUsers & Society
	Management & OrganizationDeFi Applications
	Management & OrganizationBlockchain Infrastructure
	Management & OrganizationFinancial Industry


	Discussion and future research opportunities
	Conclusion
	Appendix 1
	Appendix 2
	Appendix 3
	Appendix 4
	Appendix 5
	References


