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Abstract

The introduction of blockchain offers new opportunities to rethink enterprise identity management. Recently, a new concept
has emerged in the blockchain community called self-sovereign identity. Self-sovereign identity combines several existing
decentralized identity management approaches, promising new ways to promote more convenient, connected, and secure
identity services for the private and public sector. Nevertheless, research in this area is still in its infancy. Most of the very
few articles focus either on the opportunities self-sovereign identity might offer or on very specific technical features. Stud-
ies on real-world applications of organizations using modern self-sovereign identity implementations and design theory are
very rare. To fill this gap, we follow the design science research approach to design, implement, and evaluate a self-sovereign
identity system to present tax attributes of online retailers. We present four design principles and conclude that the use of

self-sovereign identity and blockchain offers opportunities to improve verification processes.
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Introduction
On September 17, 2014, the regulation on identification

and trust services for electronic transactions in the internal
market (eIDAS) entered into force. The European Union
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adopted eIDAS to create a framework for secure and reli-
able electronic identification and trust services that ensure
cross-border interoperability and provide citizens and busi-
nesses with secure and easy-to-use online interactions with
public and private services. (European Commission, 2021).
Since its implementation in 2017, eIDAS has established
a foundation for digital identities in Europe and has been
used as the basis for many e-government services (EUR-Lex,
2014). Despite promising secure and supposedly easy-to-
use ways to provide electronic identification, only 14 of the
28 member states of the European Union have adopted an
electronic identity (eID) in line with the regulation. Taking a
closer look at the national level, the adoption of eID services
provided by the government is very low. As the most notable
example, only 7% of German Citizens have used the German
elD so far (European Commission, 2021).

In 2020, the European Commission launched a study
investigating why countries in Europe do not adopt digital
identities (European Commission, 2020). The report con-
cluded that the existing European identity network does not
meet the changing demands for digital identities. It explic-
itly addresses the fact that the current technical implemen-
tation reveals weaknesses. First and foremost, the data set
in the current implementation of eIDAS is severely limited
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and focuses only on the master data of private individuals.
Such master data typically comprises core information,
e.g., name, address, date of birth, and national identifica-
tion number. Therefore, additional attributes (e.g., tax attrib-
utes, degree of education) and legal entities are currently not
covered. In addition, the current system, designed primarily
for e-government, limits its use for businesses, resulting in
minimal integration of the public and private sectors (Euro-
pean Commission, 2020).

To overcome these limitations, the European Union is
working towards a new, European-wide identity network
called eIDAS 2.0. This system aims to improve upon the cur-
rent identity management infrastructure by facilitating the
exchange of identity data between public institutions and pri-
vate companies (European Commission, 2021). One of the
key concepts being considered as the foundation for eIDAS
2.0 is self-sovereign identity (SSI) (European Commission,
2021; Preukschat, 2021). SSI is an approach that utilizes
blockchain technology to give individuals more control over
their own identity data (Wang & Filippi, 2020). By using
decentralized identifiers and modern cryptography, eIDAS
2.0 aims to improve privacy and security while making it
easier for citizens and also businesses to access a wide range
of digital services. This is a significant departure from the
current eIDAS infrastructure, which was primarily designed
for citizens and the public sector (European Commission,
2021). With SSI, any type of attestation can be represented,
opening up new possibilities for the use of digital identities.

Despite its potential benefits, the high costs of implemen-
tation and operation of SSI present a challenge and hinder its
widespread adoption by the public and private sectors. The
initial setup of a new SSI-based pan-European IdM alone
is estimated to cost more than 600 million euros, plus the
operating costs for public and private organizations during
the period of use (European Commission, 2021). Most of
the very few research articles on SSI that could help make
informed decisions in this area of tensions either focus on
the hypothetical opportunities the paradigm has for soci-
ety in general or on specific technical particularities (Liu
et al., 2020). And even though research on blockchain-based
IdM generally exists that could provide a first foundation
(Dunphy & Petitcolas, 2018; Faber et al., 2019; Sullivan &
Burger, 2017), they do not cover all particularities of mod-
ern SSI implementations, such as ZKP, accumulators, and
the employed standards and how they manifest in business
cases.

Due to its complexity, designing effective information
systems based on SSI requires a deep understanding of the
various use cases and the needs of different stakeholders
(Nerland et al., 2017; Treiblmaier & Beck, 2019). Only then
can we ensure that the system achieves the necessary pri-
vacy, security, interoperability, and scalability. Nevertheless,
the theory of SSI system design is still largely undiscovered,
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resulting in difficulties for organizations, such as government
institutions and companies, to fully leverage the potential
benefits of SSI systems (Preukschat, 2021; Zhu & Badr,
2018). To bridge this gap in research, we ask the following
question:

RQ: How can blockchain-based SSI be incorporated for
decentralized identity management spanning multiple
organizations?

To answer this question, we follow the design science
research (DSR) paradigm to ensure rigor and generalizabil-
ity throughout our research (Gregor & Hevner, 2013; Pef-
fers et al., 2007). In particular, we present an SSI system
that allows online retailers to retain multiple Verifiable Cre-
dentials (VC) to prove the proper registration as a taxpayer
against an online platform (e.g., Amazon, eBay). We chose
this use case as a perusing example because (1) existing
solutions within this field face typical problems like coun-
terfeiting, privacy issues, and inefficiencies, (2) the use case
involves an identity holder that transacts with multiple cer-
tificate issuing authorities and verifiers spanning across vari-
ous organizations, and (3) the incorporated parties involve
public institutions as well as private companies demonstrat-
ing the ecosystem characteristics of SSI. Therefore, we aim
to design and implement an SSI system that replaces the
existing paper-based application.

Besides presenting and evaluating the final solution
design, we derive four nascent design principles (Basker-
ville et al., 2018), which we present in the discussion section
of this article. The principles are (1) Utilize the multiplicity
of roles of actors for scaling the identity ecosystem: SSI
provides means for actors to engage in different roles, which
greatly improves scalability in comparison to eIDAS, where
roles are strictly tied to entities. (2) Consider credentials for
multiple applications to facilitate additional use cases: With
SSI, credentials are not bound to specific use cases, demon-
strating the multipurpose nature of the paradigm spanning
both applications within the public and private industry. (3)
Recognize the identity holder as the primary controller to
ensure seamless processes: SS1 is highly user-centric, which
means that all processes have to involve the user and are
mostly bilateral. Therefore, third parties cannot track the
activities of the identity holder. Finally, (4) Use Public DIDs
only for credential issuers to minimize privacy issues: SSI
typically uses blockchain in contrast to eIDAS. To still pro-
vide privacy, identifiers should only be used by parties who
intend to issue credentials.

This study contributes to the field of e-government sys-
tems and the broader field of identity management in sev-
eral key ways. Firstly, it provides practical insights into the
design and underlying decisions of SSI systems, giving guid-
ance for organizations and institutions looking to implement
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similar systems. This includes both government institutions
and private companies. Secondly, by evaluating the design
and implementation of SSI, we shed light on the strengths
and weaknesses of this approach. These findings provide
valuable insights for any organization looking to adopt SSI
and understand the potential benefits and challenges associ-
ated with the technology. For example, organizations con-
sidering use cases with a high demand for audits may face
challenges in executing these with an SSI system. Thirdly,
the study provides design principles as guidelines for SSI
and blockchain-based identity management systems, con-
tributing to the broader design theory beyond the specific
use case. This aligns with the call for guidelines in previous
studies (Carter & Ubacht, 2018; Nerland et al., 2017) and
can help organizations and institutions to optimize their SSI
systems and ensure they meet the needs of all stakeholders.

Related work

Centralized and federated identity management
systems

The extensive use of digital identities characterizes our digi-
tal, interconnected society. Many digital services in our per-
sonal and professional life require identification and identity
verification (Cao & Yang, 2010). For handling the identities
of their customers and employees, organizations use IdMs.
These systems are paramount for the administration of digi-
tal identities along the identity lifecycle, which includes the
issuance, updating, and revocation of identities (Claufl &
Kohntopp, 2001). Thus, they provide an often necessary
foundation for trust in digital transaction relationships on
electronic markets (Cao & Yang, 2010; Claul & Kohntopp,
2001).

Various forms of IdMs have been developed, of which
centralized and federated are the most used ones. In a cen-
tralized IdM, a user creates an identity in the system by reg-
istering an account with an application, typically provid-
ing a username and a password (Preukschat, 2021). While
such systems are very simple to implement, they also show
deficits, e.g., accounts are typically only valid for a single
application. Thus, identity information is not transferable,
resulting in additional efforts for the user and lacking inter-
operability between applications (Zhu & Badr, 2018).

Federated IdMs try to improve over centralized 1dMs.
Instead of creating an account directly with an application
provider, the user registers at an identity provider. When the
user accesses an application, the IDP relays a portion of their
identity information to this application (Zhu & Badr, 2018).
One of the largest federated IdMs is the European elD, gov-
erned under the eIDAS regulation, aiming to serve almost
500 million people. The system uses a network of eIDAS

Nodes, which are run by national governments and act as
identity providers for their citizens. Service providers, such
as government websites, can then use these eIDAS Nodes to
identify and authenticate users. This allows citizens to use
their own national eID to access services in their own and
other European countries (Carretero et al., 2018).

Despite their benefits, federated IdMs still come with
their drawbacks (Jensen, 2012). One major concern is the
presence of intermediaries between users and service provid-
ers, which can lead to privacy issues and the potential track-
ing of citizens and companies (Squicciarini et al., 2008).
Because information passes through the identity provider,
they could potentially use this as a means to (partially) track
the activities of identity holders. Additionally, onboarding of
new identity providers within a federation can be complex
and costly, making it difficult for new entities to join the
network or for existing entities to expand their participa-
tion (Jensen, 2012). To address these issues, decentralized
approaches for IdM services are currently being researched
and considered as an alternative solution.

Blockchain-based identity management systems

Due to the ever-growing digitalization, an increasing number
of digital identities and systems must be managed (Caza
et al., 2018). In conjunction with the rising interest in block-
chain (Arnold et al., 2019), researchers started to rethink
existing IdM paradigms. Blockchain’s characteristics, e.g.,
decentralization, interoperability, and high level of security
(Guggenberger et al., 2020), promise to offer opportuni-
ties to improve existing IdM systems providing means to
transition from centralized and federated IdMs to decentral-
ized IdMs (Lesavre, 2020; Sourabh, 2019; Zambrano et al.,
2018).

Several researchers have analyzed how blockchain-based
IdMs can benefit institutions and users alike (Liu et al.,
2020). Since typically public institutions issue trustworthy
digital identities, an important research strand has emerged
around corresponding e-government solutions. For example,
Sullivan and Burger (2017) describe a technical implemen-
tation of a blockchain-based IdM to represent the Estonia
e-ID. The authors point out that blockchain “could funda-
mentally change the way identity information is controlled
and authenticated” (Sullivan & Burger, 2017). The system
facilitates improved control of citizens over their identity by
allowing them to use the blockchain to define which prop-
erty is shared with whom granularly. Faber et al. (2019)
followed a similar approach to incorporate blockchain to
create a GDPR-compliant IdM system. The authors argue
that blockchain provides high security, trust, and transpar-
ency. Ultimately, their system enables users to control their
data, shifting the power to the end users. Besides master
identity information, IdM systems can also provide evidence
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of more specific properties. The representation of diplomas
is a well-analyzed use case for blockchain-based IdM, and
even systems for the management of diplomas already exist
(Marina et al., 2020). Table 1 illustrates our literature review
and summarizes existing research in the context of IdM and
e-government. For a more holistic overview of blockchain-
based IdMs beyond the e-government sector, we would like
to refer to the systematic literature review of Rathee and
Singh (2021).

In summary, researchers present that blockchain offers
opportunities to improve IdM in the e-government sector.
Nevertheless, as our literature review shows, most designs
still do not use interoperable standards, advanced cryptog-
raphy, and certificates. Instead, previous research uses pro-
prietary solutions that typically combine smart contracts and
off-chain repositories (centralized servers or IPFS). Only
Gao et al. (2018) provide insights into how certificates stored
on user devices can be employed with blockchain.

Against this background, SSI has emerged as a new con-
cept from the blockchain community. SSI combines several
existing approaches of other decentralized IdM, such as
ZKP, decentralized public key infrastructure, certificates,
and blockchain, to provide a comprehensive framework to
manage identities (Preukschat, 2021).

Conceptual foundations of self-sovereign identity

Preukschat (2021) describes SSI as a concept in which the
identity of a user is “neither dependent on nor subject to
any other power or state” (Preukschat, 2021). At the core
of the SSI concept is the belief that the user should be the
owner and have full control over their identity (Allen, 2016).
Nevertheless, it is important to note that the field of SSI
is diverse and dynamic, and there are multiple interpreta-
tions and conceptualizations of what exactly constitutes SSI.
Despite this, the core principle of user control and owner-
ship remains consistent across all interpretations (Der et al.,
2017; Miihle et al., 2018; Wang & Filippi, 2020).

For the sake of this study, we primarily adhere to the con-
ceptualization of Preukschat (2021) and the W3C (2021a).
As depicted in Fig. 1, the typical building blocks of such an
SSI system are Verifiable Credentials (VC) and Verifiable
Presentations (VP), wallets, Decentralized Identifiers (DID),
and a Verifiable Data Registry, commonly represented by a
blockchain (Miihle et al., 2018).

VCs build the operational component representing iden-
tity attributes. VCs are cryptographically signed digital
objects which allow holders to make claims about them-
selves. VCs are similar to digitally signed certificates but
are never meant to be shown directly to a verifier. Instead,
the VC holder creates VPs, which are tamper-proof pres-
entations of evidence that the user can derive from one or
multiple VCs. Such evidence includes properties themselves,
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the issuer’s signature, and proof that the VC has not been
revoked. VCs also support the use of cryptographic ZKP to
minimize data disclosure. As such, it is possible, e.g., that a
user can prove only some properties of a VC or that they are
older than a certain age limit without revealing their exact
age (Miihle et al., 2018).

Over time, identity holders accumulate a wide variety of
different VCs. Therefore, it is necessary to provide secure
and convenient means for users to manage all their VCs and
interactions with other parties. Like a purse where we collect
our official documents, SSI uses digital wallets to manage
VCs, digital keys, VP creation, and connections to issuers
and verifiers. Depending on the characteristics of an identity
holder, they can use different forms of wallets. Most of the
solutions found today build upon smartphone apps. How-
ever, wallets, also called agents in an enterprise context, are
in development for more professional applications, letting
companies use SSI appropriately (Preukschat, 2021).

To allow parties to identify each other within the SSI
ecosystem, they use DIDs. DIDs are unique identifiers fol-
lowing a standardized scheme. However, in contrast to uni-
versally unique identifiers, DIDs are resolvable, similar to a
URL. This feature allows DIDs to point to a DID Document,
either stored publicly or interchanged peer-to-peer. A DID
Document shows meta-data about an identifier, including
public keys and gateways, to build up a connection to the
respective identity controller (Rhie et al., 2021). As such,
DIDs build the fundamental building block to establish a
secure connection between parties and look up the public
keys of VC issuers.

While most of the interaction of SSI is meant to be bilat-
eral, there is information that should be globally accessible.
Such information includes DID Documents of VC issuers,
revocation registries for VCs, and standardized templates
for VCs. Various solutions are currently developed to imple-
ment such a Verifiable Data Registry, reaching from web
services, over data repositories, and distributed ledgers, i.e.,
blockchains. While a blockchain is technically unnecessary
for SSI, it provides an important way of decentralizing the
infrastructure of the Verifiable Data Registry (Nauta & Joos-
ten, 2019; Preukschat, 2021), holding the only information
that must be publicly accessible in an SSI system.

SSI is based on the perception that identity holders should
actively provide all information. As such, SSI does not make
use of hashes stored on the blockchain. Instead, many imple-
mentations use a Cryptographic Accumulator. For building such
an Accumulator, the issuing party generates a huge amount of
random numbers. Using modular arithmetic, these numbers will
be calculated, forming the Accumulator (Camenisch & Lysy-
anskaya, 2002). Eventually, the Accumulator is written on the
blockchain. When a VC gets issued, one of the randomly gener-
ated numbers is assigned to that VC. The user can now perform
a proof of non-revocation, demonstrating that their number was



Page50f24 3

SIoquIOW [eUoT)
-Ippe Jo 3urpreoquo Ia1sed Jurpraoid ‘usIsop Ino 1oy pasn SI ureyoyoo[q orqnd y

Kyrxordwoo s, weysAs o) Suronpar ‘Sdl
9Y) puE S}ORIIUOD JIBWS JUISN SPIOAR USISIP INO Ul Apuy Jo3paiodAH jo asn ayJ,

s1ojenunode Juraresard-Aoearad
S9sn USISop INO ‘SANNUAPT Jo AIPI[eA Ay} yoen 0} sioutod-ysey 3uisn Jo peasuy

SQOTAQP 0} sannuapr Jo Jurpuiq ay3 31oddns 104 jou seop udisep QO

Qouerdwos Ygao Suraoxduwr
‘uS1Sop INO UT UTRYONO0[q SY) UO UANLIM SI BIEp 9ANISUds-AoeaLid-uou AuQ

waIsAs Ino Jo Ayrxordwod ayy
Suronpal ‘sad1Aap 1Y) U0 AJJORIIP BIRP JI3Y) 210]S SISP[OY AInuapt ‘uSIsap Ino uf

suaznIo Aq opew suonoe

-suelI) [[& AJLIOA puB pI0daI 0} Ureydyoo[q rearid e asn 0) asodoid sioyine ayJ,

‘UOTIEOTIUSYINE JOSN JOJ SOINJESJ OLIOWOI] PUE SPILd JIBWS SOUIQUIOD WOISAS
QUL "WoISAS (I PIsEq-UIRYOd0[q B JOJ 2INJOAIYIIR Uk SAQLIOSIP Apnis SIy [, (0202) ‘Te 12 zoed

Q0BJIAIUI JOSn TINLLH

UB pue JIom)au 159) wnaxyyg ualsdoy ay) Sursn pajuawerdur AfresrdAiorord

uQ9q Sey WoIsAs ayJ, ‘sewoldip AJIsIoArun aSeuew 0} §,iJ] Pue ‘s}oenuU0d
JJeWS ‘UTRYDYOO0[q JO oSN sayew Jey) waysAs Aynuapl ue juasaid sioyine oy, (0202) ‘Te 12 BULIBA

sannuspl

Jo Ayprrea pue uonensi3ar ayj yoen o) Sunurod siojurod ysey asn 03 asodoxd

szoyjne ayJ, "oouerdwod YJO uo sasnoof Arewtid jey) wolsks JAPI paseq
-Ureyoyo0[q € J0J 2InoIyore pue uSisop [enydoouod Yy saqLIOSap Apnis SIyJ, (6107) ‘Te 10 10qe]

souoydirewss 03 sannNUAPI [eIIIP PANSSI-JUIWUIA0S puIq Ued A3o[ouyo9) Jut

-ndwoo paIsnI) Moy 2qLIdSIP sIoyine A [, ‘SO dFeurW 0) UTRYINO0[q B pue
UONeRONUAYINE JLIJOWIOIG SASN Jey) JIoMaWeI] ‘(o0 SOqIIOSap 9[onIe SIY ], (8707) Te 10 0BD

Ureydyo0[q 9Y) U0 A[IO2IIP USNILIM BIBP dANISUSs-Aoearrd

1dA10u9 03 Ayder3oidAio Koy orjqnd sAordwd woysAs ay [, s e Jo juowade
-UBW A} JOJ WISAS JUSWUISA0T-9 PIseq-UIeyos[d0[q & 9qLIOSIP SIOyIne ayJ, (8707) ‘T 30 BsIg

(SHdI) wIss o[y Arejoue[dioiur oy pue ureyosd0[q € Jo asn paulq

-WOD SAYBW WAISAS Juawageuew AJNUAPT Y, "BIUOISH UI (£ [(T ‘uoneuwrg)

uonejuawedwr uoneug Y3 jo fenudjod ay) seqrIdsep Apnis Yy ‘renonsed
U] "SOIIATIOR [RIOISUWITIIOD J[qBUS 0} (J[@ PAseq-ureyosdo[q e juasaid sroyine oy, (£107) JoSing pue ueArng

Apms sty

uonduoseqg Joyny

Electronic Markets (2023) 33:3

JUSWIULIOAOS-9 JOJ SWAISAS Juowageuru AJJUSPI PAseq-UTBYINO0[q U0 AINBIANIT | d|qel

pringer

a's



3 Page6of24

Electronic Markets (2023) 33:3

Fig. 1 Fundamental SSI com-
ponents, based on Preukschat
(2021)

Signs
Credential

Table 2 Overview of the involved experts

Requests VC

E

Issues VC

Holder Verifier
Requests VP
[ - Verifies
Creates VP

Signatur

ID Professional title Field of expertise Type of organization Years of experience
1P1 Blockchain Consultant and Researcher Blockchain Technology Research Institute <5 years

1P2 Blockchain Consultant and Researcher Blockchain Technology Research Institute <5 years

1P3 Senior Consultant and Researcher Blockchain Technology Research Institute > 15 years

1P4 GDPR and Tax Law Researcher Legal Tech and Tax Law Research Institute <5 years

IP5 IT Manager Enterprise IT Projects IT Service Provider > 10 years

1P6 Senior Programmer Enterprise IT Architectures IT Service Provider > 15 years

1P7 Consultant Tax Inspection Tax Authority <5 years

IP8 Business Unit Manager Tax Inspection Tax Authority > 15 years

used to generate the Accumulator. Accordingly, if a VC needs to
be revoked, the issuing party can deduct the respective number
from the Accumulator, and proof of non-revocation is not pos-
sible anymore (Nauta & Joosten, 2019).

Literature on SSI is scarce and either focuses on its poten-
tial (Der et al., 2017; Wang & Filippi, 2020) or its techni-
cal components (Ferdous et al., 2019; Miihle et al., 2018;
van Bokkem et al., 2019). The way such systems should
be designed and how they can effectively support business
processes is mostly unexplored. Especially its implication
for the e-government sector is currently missing.

Method

We followed the DSR paradigm (Gregor & Hevner, 2013;
March & Smith, 1995; March & Storey, 2008; Nunamaker
et al., 1990) to guide the research project and eventually
design the artifact (March & Smith, 1995). In general, DSR
aims to contribute to both practice and science. First, DSR
aims to solve a practical problem by developing effective
artifacts. Consequently, DSR is a natural fit for us as we aim
to improve online retailers’ tax registration verification pro-
cess by introducing SSI-based applications. Second, a rig-
orous research process and an appropriate level of abstrac-
tion should help produce design theory as a result of DSR.

@ Springer

Depending on the maturity of the artifact, such a theory
can be a (medium and grand) design theory, a construct,
a method, or a (software) instantiation. With this study,
we demonstrate a solution design built on SSI, a software
instantiation, and propose four nascent design principles that
contribute to the design theory of SSI.

In summary, we chose to employ DSR as it allows us
to design an innovative solution to solve a problem with
practical relevance. Furthermore, following DSR, we seek
to expand the body of knowledge on designing SSI systems,
as existing literature lacks in-depth knowledge in this area.
In particular, research on real-world applications is missing
(Wang & Filippi, 2020). Therefore, the findings from this
study should help in making better decisions in designing
future SSI-based IdM solutions.

Our study was contextually embedded within a research
project initiated by the Bavarian tax authority, which lasted
between February 2020 and August 2020. The project pri-
marily served to gain experience with blockchain technology
to increase efficiency in tax administration and e-govern-
ment services. In this way, we were able to draw on eight
experts (see Table 2 for more details), whom we involved in
defining the objectives for the design solution and evaluat-
ing the artifact.

For the development of our design, we followed the
approach of Peffers et al. (2007), consisting of the steps
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Problem
Identification
and Motivation

+ High risk of
manipulation and
lack of
revocation due to
paper - based
processes.

* Thelack of a
central authority
prompts for a

Solution
Objectives

The new solution
design must
cope with a
Proofer - Holder -
Verifier
relationship

IT security is of
high importance
for the

Iterate

Design and
Development

SSI- and

blockchain-based

prototype:

« Development of
a solution design

* Implementation
of a prototype
using
Hyperledger Indy

decentralized and Aries

approach

application

>

Demonstration

« Unit testing

+ Execution of evaluation results:
use cases to Interview-based prototype,
demonstrate evaluation decision criteria,
the prototype’s » Further design principles

functionality and
the use case’s
applicability

—p

Evaluation

» Criteria-based

discussion of
design principles
for SSI
applications

-

Communication

» Publication of

Follow Gregor et.
al (2013) for
presenting
research with

maximum impact

Four initial meetings with tax authority Weekly workshops to align the researchers
to understand the context with the tax authority

Fig.2 Design science research process, based on Peffers et al. (2007)

(1) problem identification and motivation, (2) definition of
solution objectives, (3) design and development, (4) demon-
stration, (5) evaluation, and (6) communication. During the
research, steps (3) to (5) were conducted highly iteratively
(see Fig. 2). Table 3 presents further details on the support-
ing activities during the research process.

We structured the research project as follows: First,
we conducted four initial meetings with the Bavarian tax
authority. The meetings took between two and four hours
and focused mainly on the processes and legal aspects of the
existing approach. The Bavarian tax authority is one of the
governing bodies in Germany responsible for issuing proofs
of tax registration for online retailers, thus allowing us to
better understand the existing solution and identify related
problems. We took meeting notes during all workshops. Sec-
ond, based on these problems, we derived solution objec-
tives to guide our development process. Third, we applied
the concept of SSI to the problem area and designed an inno-
vative solution. To demonstrate the applicability and effec-
tiveness of the artifact, an IT service provider eventually
implemented a prototype. In weekly meetings, the prototype
was continuously presented and discussed with consultants,
managers, and potential system users at the tax authority.
This approach allowed us to test the design continuously
and provided ongoing guidance for further improvements.
Once we perceived a sufficient level of maturity, we went
over to the final evaluation of our design. To evaluate the
developed artifact, we employ a mixed-methods approach.
In particular, we used literature and insights from the arti-
fact’s development to assess whether the artifact meets the
predefined design objectives. To gain additional insights,
we also conducted eight interviews. Prior to the interviews,

8 Semi-Structured
Interviews

each interview partner could extensively use the developed
prototype, including the issuance and verification of VCs.
The interviews took between 45 and 60 min. We started with
general questions about the interviewee and later inquired
about discussing whether the artifact meets their require-
ments and, in case there were still problems, what needs to
be improved. To analyze the interviews, we used qualitative
techniques, including transcribing and coding the interviews
(Mayring, 2014). Finally, abstracting from the case-specific
design, we used our insights to formulate four nascent design
principles for SSI systems.

Problem identification

The growing dissemination of Internet marketplaces poses a
significant challenge to tax authorities. Retailers offer their
goods in Germany but may not meet their tax obligations,
which results in considerable tax losses. The German legis-
lator has reacted to this situation by introducing recording
obligations for operators of electronic marketplaces. Mar-
ketplace operators will be required to obtain a tax registra-
tion certificate from their retailers. Retailers must apply for
this certificate at their responsible tax office. At present, the
application and issuance of the certificate are conducted in
paper form. Figure 3 describes the current process as a busi-
ness process diagram’.

! We adhered to the BPMN v2.0 specification as outlined on https:/
www.bpmn.org/

@ Springer


https://www.bpmn.org/
https://www.bpmn.org/

3 Page8of24 Electronic Markets (2023) 33:3

Manual activities characterize the entire process flow,
leading to high expenses, especially concerning market-
places since they must manually check the respective paper
certificates. Besides, the document’s authenticity is difficult
to verify as no further measures exist to protect the docu-
ment against forgery apart from the tax authority’s official
stamp and signature. Thus, certificates might be manipu-
lated without significant hurdles in the paper-based process.
Finally, the most significant drawback is that it is not possi-
ble to revoke the certificate. The tax registration also expires
when a retailer unsubscribes from its tax office. This fact
should consequently also affect the certificate. While the
current solution would allow the tax authority to collect the
issued paper certificates, this procedure is still impracticable
as scans allow for further use of copies.

improvement possibilities for the next design

iteration
including its strengths and weaknesses

- Description of the paper-based solution

- Problem definition of the paper-based solution
- Design objectives for an improved solution

- Intermediate evaluation of the SSI design

- Feedback from experts regarding further

- Final evaluation of the SST artifact

- Description of the effectiveness of the artifact,

Outcome

o 8

& s 5.

s £ ) = = . o e

g 5 g @ & Design objectives

o Q. — o @

) 2 S 5

5] = 2 4 s . . .

8= £ 3% g < We aim to develop an improved solution that should sup-

R - & S . .. . . . .

g 2 > 8 & % g port the particularities depicted in Fig. 4 The retailer must
§ :% °O>’ & z E ] ‘§ identify themselves to apply for a tax certificate. After the
E § ; g 2 = % = E application, the respective tax authority issues a certificate
2lE, g g 2 Z § 5 with all the required characteristics. The retailer can then
g § g ij 3] é é‘ E ; § = use this certificate to prove they are properly registered with

%] @ & 5 . .
§ E § £ § = %5 § g = % the tax authority. The marketplace must be able to verify
2|3 BHEEASESFE 2 the information given by the retailer. It should no longer be
" possible to provide evidence of the tax registration if the
3 - taxpayer or market participant no longer meets the require-
a & & ments. In this case, it should be possible to set the certifi-
g E 'é cate’s status to “invalid”.
< . -~ .

:g* a g g We used workshops with two employees of the tax
5l = = authority along with literature to derive eight design objec-
| & = =

tives (see Table 4).

Design and development

We started our design phase by discussing centralized solu-
tions. However, a missing central authority and a high num-
ber of stakeholders led to the final solution design based
on SSI, using blockchain as a Verifiable Data Registry. At
first glance, using a blockchain in public administered use

Initial meetings with the tax authority focused
on understanding the processes and legal
discuss the progress of the prototype develop-
ment and make improvements based on the
insights regarding the effectiveness of the final

aspects to identify related problems
Eight interviews to gain additional in-depth

Weekly workshops Weekly workshops to continuously present and

2

(=¥

=

Q

3

g

Q

k=]

o0 g . . . .

£ ‘é‘ cases might look inappropriate, as typically, there should be

'§ .§ 8 - no trust issues arising. However, political and legal barriers

g |8 5] & often prevent the centralization of competencies in man

E |5 5] b= p p y

% é '8 S western countries, which makes blockchain a potential alter-

< . . . . . . .

&0 native. Rieger et al. (2019) provide detailed insights into the

g Z, applicability of blockchain for the public sectors, especially

§ 5 within Europe. Thus, data protection of blockchain (in com-
Q 7] . . . . .

: = & 5 bination with modern cryptography) and promises regarding

2 2|z 5 interoperability have strengthened our decision for block-

S| 2] E | chain and an SSI approach. Figure 5 depicts our study’s final
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Tax Authority

design, incorporating the SSI building blocks and legacy
database systems. While the tax authority is responsible for
providing certification of tax registration, the citizens’ office
issues an identity VC for the online retailer.

The system comprises five distinct process steps: prepara-
tion and initial setup, onboarding via an identity VC, issu-
ance of the tax VC, presentation towards the marketplace,
and revocation. We explain each step in more detail in the
following.

Initial system setup

While SSI makes heavy use of peer-to-peer exchange of VCs,
a Verifiable Data Registry has to be set up first. We decided on
Hyperledger Indy as a permissioned public blockchain for the
given case. This decision contrasts with other architectures for
e-government solutions, such as Rieger et al. (2019) or Yavuz
etal. (2018), who typically propose private permissioned or public

Online Retailer

Online

Marketplace

permissionless blockchains. We differ from previous literature due
to the following reasons. First, we wanted to ensure high reli-
ability and level of assurance regarding the data provided by the
system. The blockchain acts as a single point of truth, mainly
for the decentralized PKI. Thus, parties must trust its data. This
requirement calls for tight control over who can write data to the
blockchain and use it to issue VCs later. Therefore, we opted for
a permissioned system. Second, while we wanted to restrict who
can write on the blockchain, potentially, any party should be able
to query data written on the blockchain as its data is needed to
verify the validity of VCs. This requirement led to the use of pub-
lic accessible blockchain infrastructure.

We used the BCovrin Test network as a concrete imple-
mentation of Hyperledger Indy as infrastructure for our
prototype.? In the future, a (partly) state-owned blockchain

2 http://test.bcovrin.vonx.io/
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Fig.5 SSI-based tax verifica-
tion system
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Fig.6 Citizens’ office DID

1"did_document"”: {

2 "id": <citizens’ office DID>,

"t)’pe” :
"serviceEndpoint"”: "https://citizen-office.eu"

"id": <key-id>,
"type": “CLSignature2019”,
"controller": <citizens’ office DID>,

"publicKey": <public Key>,

[{

"id": <service ID>,

"LinkedDomains",

Document
3 "assertionMethod": [
4 {
5
7
9 }
10 ]
11 "service"
14
15 }]
6}

might be desirable, where the citizens’ office and the tax
authority run their peers. Alternatively, projects such as
European Blockchain Service Infrastructure even suggest
that pan-European, cross-state operations would be possible
in the future (Williams, 2020). Regardless of the physical
nature of the blockchain system, both the citizens’ office and
the tax authority have to be entitled as endorsers to publish
relevant information. Once the authorities are registered as
endorsers, they can publish their DID Documents, includ-
ing their public DID (see Fig. 6 for exemplary JSON of the
citizens’ office DID document), their Credential Definitions,
and the respective Accumulator (see Fig. 7 for exemplary
JSON of the identity VC definition) on the blockchain.

The DID Document contains all relevant information of
a certain issuer that is required to establish a secure con-
nection to it and, second, to later verify the signature of the

VC. Therefore, the DID Document published on the block-
chain consist of the keys used by the authority, the respective
cryptographic algorithms, and the service gateways through
which the authorities can be reached (Preukschat, 2021). The
citizens’ office and the tax authority write a DID Document
on the blockchain. To later provide this information, a party
can use the DID of the respective authority to resolve the
related DID Document.

Next, the authorities can create a Credential Definition
and write it on the blockchain. The Credential Definition
holds all meta-data for a VC. This data includes the manda-
tory data fields of a VC, the revocation method, if applicable,
and the DIDs of the authorities acting as the controller of
that definition. We would like to note that similar to the
DIDs that can be used to resolve a DID Document, Cre-
dential Definitions also have identifiers that can later be

@ Springer
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Fig.7 Identity VC Credential

Definition 1"credential definition": {
2 "version": "1.0",
3 "id": <credential-id>,
4 "tag": “base credential”,
5 "controller": <citizens’ office DID>,
6 "type": "CLSignature2019”,
7 "attrNames": [
8 "companyName",
9 "companyAddressCountry”,
10 "companyAddressLocality”,
11 "companyAddressRegion”,
12 "companyPostOfficeBoxNumber”,
13 "companyPostalCode",
14 "companyStreetAddress”,
15 I,
16 "revocation”: {
17 <accumulator>
18 }
19}

used to resolve the Credential Definition. The verifier can,
thus, include this Credential Definition identifier to ensure
that it can only be answered with VCs that follow this exact
Credential Definition. With the creation of the Credential
Definition, also an Accumulator is written on the blockchain.
The Credential Definition points to this Accumulator and
allows parties to access the Credential Definition to resolve
the Accumulator. In turn, the Accumulator represents the
revocation registry of the respective VCs (Camenisch &
Lysyanskaya, 2002; Nauta & Joosten, 2019).

Lastly, online websites were developed to facilitate the
connection of the online retailer’s wallet with the respective
enterprise wallets. We used HTML, Javascript, and Trinsic
Agents with Trinsic Studio® to implement the web services
and the enterprise agents. Figure 8 depicts one of the devel-
oped web interfaces used to set up a secure connection to an
enterprise agent by scanning the QR code with the smart-
phone wallet. If a desktop wallet should be used, the online
retailer might open a link instead of using the QR code.

3 https://trinsic.id/trinsic-studio/

@ Springer

Onboarding the online retailer

In the first step, the IdM system has to onboard the online
retailer. This procedure aims to provide a VC representing
the retailer’s master identity that they can use for different
processes within the system. Similar to the German citizen
identity, the citizens’ office will issue the respective VC (see
Fig. 9).

First, the online retailer applies (1) for their first VC at
the citizens’ office’s website. As this VC does not yet rep-
resent their tax registration but rather the master identity
data, we name it identity VC. To identify themselves, they
might use their identity card and video ident. Once applied,
an invitation link is generated by the responsible citizens’
office’s agent (2). The link will be provided in the form of a
QR code, which allows it to be sent via paper to the retailer
or online via a website or e-mail. The online retailer can
open this link using their SSI wallet by scanning the QR
code. The link establishes a secure connection between the
retailer’s wallet and the citizens’ office’s SSI agent (3). This
process step also includes the exchange of the DID Docu-
ments between the online retailer and the citizens’ office. All


https://trinsic.id/trinsic-studio/

Electronic Markets (2023) 33:3

Page130f24 3

@ My user account
@ Forms & Services
0O

0(jo user groups

1‘ Other software products

p @ © C T
Apply for a tax credential
Step 2:
Scan the QR code with your wallet app and confirm the connection request from your

online tax office in the app.

here [ t
If you are using the application on your smartphone, you
can use this link to open the QR code in your wallet app

If you want to use a web-based wallet, then use: Add
connection to the web wallet

Fig.8 Online web interface of the tax authority

Fig.9 Issuance of the identity
vC

Citizen Citizens’ Office

Office Enterprise Agent

1 1 1

@ Application | :

> > |

() Send |

. ~ invitation link :
D N |
Accept [ 1

o invitation ! R :

1 1

X4 ) Send credential |

B | offer |
< T 1
Send credential | |

6 request : - :

1 g |

| Send |

« v :
[ 1

1 1 1 1
[ 1 1 1

@ Springer



3 Page140f24

Electronic Markets (2023) 33:3

Fig. 10 Issuance of the tax VC
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communication now runs over a secure and direct connec-
tion between the retailer’s wallet and the citizens’ office’s
agent. Next, the citizens’ office’s agent sends a credential
offer to the online retailer’s wallet (4). If the online retailer
accepts the VC in the proposed form, it sends back a cre-
dential request (5). The citizens’ office’s SSI wallet finally
sends the corresponding VC back to the online retailer (6).
No transaction on the blockchain is required yet for the
VC’s issuance. The revocation works similarly to a block-
list, meaning that all VCs are valid by default. We consider
this an effective design decision because there was no need
to issue invalid VCs, which allowed us to drastically reduce
the number of transactions written to the blockchain. As the
VCs are cryptographically signed, there is also no need to
store the hash of the certificate upfront, unlike what has been
suggested by other researchers (Haddouti & Ech-Cherif El
Kettani, 2019).

Issuance of the tax verifiable credential

To confirm the tax registration, the tax authority will issue
the tax VC to the retailer, representing the tax registration
(see Fig. 10). For the second VC, the online retailer applies
for the appropriate credential via the web portal of the tax
authority. Steps (2) and (3) are analogous to issuing the
identity VC and establishes a secure connection between

@ Springer
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the retailer’s wallet and the tax authority’s agent. The tax
authority’s agent now expects the online retailer to prove the
master data, such as name and address, from their identity
VC (4). The online retailer retrieves the latest Accumulator
status from the blockchain (5). With this data, the retailer
creates proof of identity, including proof that the underly-
ing identity VC is not revoked, and sends the VP to the tax
authority’s agent (6). The tax authority’s agent now que-
ries the Accumulator value of the identity VC and the DID
Document of the citizens’ office from the Verifiable Data
Registry (7). Both are used to verify the validity and signa-
ture of the VP. The tax authority then internally checks the
proof’s contents and whether the proof of identity matches
the identity for the requested tax registration (8). Suppose
the online retailer could authenticate themself with their
identity VC. In that case, the tax VC is issued using the
same procedure as the issuance of the identity VC at the
citizens’ office (9). The online retailer finally stores the tax
VC in their wallet. Only read requests from the blockchain
are required to obtain the current Accumulator, and again no
write transactions are needed.

Proof of identity and tax registration

The retailer can now use both VCs to prove the underlying
attributes (see Fig. 11). To do so, the online retailer first logs
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Fig. 11 Presentation toward the
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themself into their account on the marketplace’s web portal
(1). Again, a secure connection is established by exchanging
an invitation link and the DID Documents via (2) and (3).
In the next step, the marketplace creates a proof request and
sends it to the online retailer (5). The proof request contains a
detailed list of the required attributes and who should certify
these attributes. In the given case, the attributes must provide
general identity information, proof of tax registration, and evi-
dence that the citizens’ office and tax authority have issued
the underlying VCs. Upon receiving the proof request, the
online retailer processes the corresponding request, includ-
ing retrieving the latest Accumulator value (6). The process
is very similar to the presentation towards the tax authority.
Howeyver, the retailer’s wallet now combines attributes from
the two previously obtained VCs, i.e., the identity VC and the
tax VC, into a single VP and sends it to the marketplace (7).
The marketplace can now use the Verifiable Data Registry
(i.e., the blockchain) to retrieve the DID Documents from the
citizens’ office and the tax authority (including their public
keys and signing method) as well as the Accumulator status
of the VCs (8). Then the marketplace can use cryptographic
methods to validate the proofs and confirm the online retail-
er’s identity and the validity of the tax registration (9).

Revocation of a verifiable credential

It can happen in individual cases that tax registrations of
individual retailers might no longer be valid or that an

»

v

identity VC needs to be revoked due to changes in the retail-
er’s corporate information, such as the company address
or discontinuance of business. This situation requires the
possibility of marking individual VCs as invalid. For this
purpose, the tax authority or the citizens’ office can adjust
the data stored on the blockchain so that the factor represent-
ing the validity of the VC now returns “invalid”. From this
moment on, the retailer can no longer create valid proof of
non-revocation. If necessary, a VC with the new data can
then be issued. The possibility of revocation also leads us
not to integrate master identity data in the tax VC. As such,
attributes can be revoked independently from each other, and
no dependencies exist.

Demonstration and evaluation

An IT service provider prototypically implemented the pro-
posed design with Hyperledger Indy (Hyperledger Indy,
2020) and Aries (Hyperledger Aries, 2020) at the Bavarian
tax authority. We used these frameworks as they follow the
W3C standards and have a growing community. The imple-
mentation includes all central components of the design,
enterprise agents, graphical user interfaces, and the block-
chain environment. Furthermore, we employed the Trinsic
Wallet available on the Android and Apple App Markets.
As a public blockchain, we used the BCovrin Test Network
to allow for easier integration of different stakeholders. The
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prototype permitted us to evaluate the system beyond a con-
ceptual level. We involved managers and potential users in
workshops and presentations to demonstrate the prototype,
checking whether it meets their expectations. In particular,
the prototype allowed users to play along with the entire
process, starting from the issuance of the first VC until the
presentation of the tax registration.

The general feedback from the experts was positive. The
interviewees largely approved that the system addresses the
current problems. They especially highlighted that the sys-
tem provides very good integrity and privacy characteristics.
IP3 says that these traits are especially important in govern-
mental applications, where citizens must rely on respective
information. With this, IP4 positively noted the use of an
Accumulator to store the validity of credentials and said:
“that if hashes were used, it would be much more difficult
to implement [such a blockchain-based system] from a data
protection point of view.”

Asking about differences to a hypothetical centralized
approach, IP1 stresses that the availability of the blockchain
is an essential benefit. In the presented case, any downtime
must be avoided since this could lead to retailers no longer
being able to prove their registration. “A marketplace could
even run its own node” (IP1), allowing a high level of redun-
dancy. IP2 furthermore added that the decentralized infra-
structure also allows “to shift the responsibility away (...)
from the tax authority [to the marketplaces]”. As such, mar-
ketplaces can be involved in the accountability for the avail-
ability of the system. Finally, also addressing the comparison
to centralized systems, IP5 said “that an individual solution
would probably not bring as much benefit as a generic solu-
tion”. The interviewee emphasized that SSI could provide
an “open and generic” platform for many future applica-
tions. For the given case, IP5 actually only sees marginal
benefits of SSI over a conventional PKI. However, having
the option to further expand the system in any direction with
very flexible governance “is the real benefit compared to a
normal PKI”.

We also inquired with the experts about the differences
between the SSI system in comparison to other blockchain-
based IdM systems. One of the most dominant answers from
the interviewees was that the ecosystem built around SSI is
to be considered a major advantage. IP5 states that “many
solutions are based on the same technology and the same
standards”, which is “the key that gives SSI the greatest
potential” (IPS). Similarly, IP1 points out that other block-
chain solutions are often proprietary or do not follow any
standards, lacking common technical specifications as an
important requirement for interoperability. As such, the
expert positively remarked that we follow the W3C stand-
ards for DIDs and VCs and employ Hyperledger Aries and
Indy as development frameworks. Accordingly, another
expert expects that different SSI applications currently
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under development will be interoperable on a technologi-
cal level due to these specifications (IP8). Nevertheless, the
employed solution still requires all parties to be on the same
blockchain, as cross-blockchain implementations of VCs are
still in development in the given frameworks (IP6). As such,
IP6 points out that “it is essential that the interoperability
between different blockchains has to improve”, so that full
portability can be established.

The interviewees also point out one major issue of the
system. IP7 commented that it would be easier to just let the
marketplace monitor the tax registration status. With SSI,
the retailer must always arrange for the creation of a VP
proving that he is still registered: “Now if you imagine a
retailer who is constantly selling something [on different
marketplaces], then it is difficult to implement a process if
there always has to be an impulse from the retailer for every
marketplace” (IP7). Even though IP8 generally agrees that
the SSI application requires additional efforts, he still thinks
that it is a better solution than giving marketplaces direct
access to revocation information: “Of course, this would be
a security risk, as access tokens might be stolen and then
used by others” (IP8).

Table 5 shows the consolidated results of our evaluation
with regard to the predefined design objectives. In general,
the developed IdM system satisfies the functional require-
ments. It provides means for the issuance of credentials,
derivation of proofs, and verification of proofs. Besides, all
aspects of IT security showed very good results. While the
blockchain ensures the availability of organization-spanning
features (i.e., the validity registry), cryptographic signatures
and proofs allow for integrity and privacy. However, espe-
cially features for auditing and usability still show further
room for improvement.

Discussion

Our evaluation shows that SSI can provide a solid infrastruc-
ture for a decentralized, cross-organizational IdM system.
While organizations retain their legacy databases and sys-
tems, SSI provides an overarching identity layer to transfer
identity information across different organizations, which
would otherwise be characterized as data silos.

Description of the SSI artifacts

From an infrastructure perspective, two components are
essential for the SSI system to function (see Table 6). First,
Wallets and Agents provide a means of handling VCs, VPs,
and connections between parties. Thus, they provide the
main way of bilateral communication between a holder
and the issuer or the verifier. We heavily discussed with the
practitioners whether a custom wallet would bring benefits
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Table 5 Evaluation of the artifact

Design objective

Evaluation

Issuance of certificate SSI potentially allows any party to issue VCs (Miihle et al., 2018). The citizens’ office can use this property to issue a VC

Verification

Revocation

Audit

Decentral-ization

Data confidentiality

Data availability

Usability

to the retailer that provides their master identity data in the given context. Furthermore, the tax authority can issue a
VC that allows the retailer to eventually prove their tax registration. This approach mimics a digitized procedure of the
existing paper-based process

Before the issuance, all VCs will be signed by the issuing party (Miihle et al., 2018). The retailer can then use the issued
VCs to create VPs and demonstrate them to the verifying party. Based on a VP, the verifier can verify the authenticity
of the underlying VC, including that it has not been altered and the issuer’s signature (Preukschat, 2021). In contrast
to the paper-based approach, the interviewees agreed that protection against manipulation had been significantly
improved. IP7 states that “in terms of anti-counterfeiting, [SSI] is definitely better. So compared to the paper solution,
it’s better”

Using the blockchain and its Accumulator (Miihle et al., 2018), the citizens’ office and the tax authority can mark their
issued certificates as invalid. This results in the effect that the retailer is no longer able to provide proof of non-revoca-
tion. Nevertheless, the marketplace receives no notification about the invalidity of the tax registration. As such, we con-
sulted with IP7 and IP8 and decided to require the retailer to perform periodic proof of non-revocation every 14 days,
balancing out costs and legal certainty. Even with this limitation, the employees of the tax authority agreed that the SSI
system offers a significant advantage over the existing paper-based approach, which does not allow revocation in the
first place (IP7, IP8). IP7 discusses that “the revisability of certificates or validity (...) is one of the arguments in favor
of SSI. And we wanted to have that for the implementation of this case, something you cannot do with paper certifi-
cates”

SSI focuses on providing a high level of privacy. Thus, most processes are only bilateral and do not engage the block-
chain (Miihle et al., 2018). Furthermore, the employed frameworks, namely Hyperledger Indy and Aries, do not
provide means for a third party to review any processes. Thus, the tax authority cannot audit the compliance of the
online marketplace and its retailers. However, the paper-based process also had this limitation, as the activities were not
visible to the tax authority here either. IP2, however, finds that this might even be an advantage for SSI solutions: “This
is also an advantage for privacy because third parties can no longer log processes, precisely because the data exchange
happens bilaterally “ (IP2)

Blockchain provides a decentralized and interoperable infrastructure for all involved parties (Ferdous et al., 2019).
Instead of storing revocation data on a centralized server of a certificate authority, issuers can use the blockchain as a
Verifiable Data Registry to provide the information (Wang & Filippi, 2020). IP5 stated that for him, decentralization
was one of the main reasons to use SSI: “But this decentralized approach, (...) that really excited me from the begin-
ning, I have to say “ (IP5)

Except for the Accumulator and public DIDs stored on the blockchain, all relevant data is only available to the pro-
cess’s respective participants. In general, most processes are bilateral and promote data confidentiality by design (van
Bokkem et al., 2019). For example, the issuance of a VC only involves the issuer and the holder or the holder without
engaging third parties or intermediaries. IP4 summarizes: “This means that personal data is not actually included in the
blockchain. And everything that is relevant to data protection lies directly with the data owner” (IP4). In this respect,
SSI is no different from the paper-based procedure, in which data relevant to data protection also reside only with the
owner

As a decentralized system, the blockchain inherently has high reliability, and revocation information will be consistently
available: “Of course, the operation of many peers [of a blockchain] also means greater effort. But you can be sure that
at least one of them is always available” (IP1). All other components are solely hosted at the sides of the respective
parties. Therefore, they must rely on conventional mechanisms, such as replicants, to provide data availability (Faber
et al., 2019)

The processes of the system are similar to the analog processes of the existing solution. Instead of a paper document, a
digitally signed file is now transferred to the holder. The holder can then present the underlying properties using his/
her smartphone. However, the proposed design still requires many interactions, including scanning several QR codes
and accepting various requests. As such, usability in the enterprise context still offers room for improvement. IP8 even
points out that the usability of the prototype is not feasible for productive operation: “But in terms of handling, it is, of
course, impossible for [companies] to do it that way. They can’t always scan something with their phone” (IP8)

over existing offerings readily available on the market dur-
ing the project. The discussion was also driven by whether
a public authority should provide their own wallet to the
citizens, also allowing for branding it as an official wallet
developed by the authorities. Finally, we refrained from the
idea, mainly due to the high expenses of developing a secure
wallet from scratch. Rather, during the evaluation phase,

we tested a wide variety of mobile apps and demonstrated
the compatibility of the developed system with these apps.
As such, citizens will be able to choose the app they like
without any niceties to use a state-developed application,
as long as these apps follow the W3C DID (W3C, 2021a)
and W3C VC (W3C, 2021b) standards. Nevertheless, wal-
lets provided by the authorities might still be viable in the
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future, for example, to allow for eIDAS compliance and a
higher level of assurance.

Second, the Verifiable Data Registry provides a publicly
available infrastructure. An SSI system stores public DIDs,
respective DID Documents, revocation lists, and Credential
Definitions in the Verifiable Data Registry. Currently, most
SSI frameworks use blockchain for the Verifiable Data Reg-
istry (Preukschat, 2021). Nevertheless, during the develop-
ment, we also discussed centralized ways of implementing
the Verifiable Data Registry, where the tax authority and the
citizens’ office each would have their own server, managing
their respective data. Unfortunately, the Hyperledger Aries
framework does not yet implement the option to combine
VCs governed by two different Verifiable Data Registries.
As a result, there would be two independent SSI system:s,
failing to provide a common ecosystem. In addition, taking
the promises blockchain makes towards sophisticated decen-
tralized governance in e-government applications (Rieger
et al., 2019) and IT security, including availability, block-
chain still offers some benefits over centralized systems.
Nevertheless, once future iterations of SSI frameworks are
available, potentially powered by projects such as a Univer-
sal Resolver for different registries (Decentralized Identity
Foundation, 2021), hybrid-governed SSI ecosystems may
potentially arise. In such a hybrid scenario, one SSI ecosys-
tem might be supported by several Verifiable Data Regis-
tries. Depending on the use case, such registries might run
on central servers, one or more blockchains, or a combina-
tion of these options. Research into how such hybrid systems
for SSI can look and how they provide benefits offers scope
for further research.

Comparison of SSI to alternative solutions

Throughout the research project, we compared the SSI sys-
tem to other alternatives, i.e., the current paper-based pro-
cess and the current implementation of eIDAS (see Table 7).

As our evaluation shows, it is evident that the paper-
based process shows a wide range of challenges that SSI
can address. From a function point of view, the process when
using SSI is very similar to using actual paper-based cer-
tificates. There is still an issuer who hands out a document
to a holder, and the holder still shows the properties of this
document to a third party. However, while SSI follows very
similar procedures, it allows the entire process to be com-
pletely digital. In addition, SSI enables a few more features,
for example, the easy revocation of documents. While it is
possible to physically collect issued documents in an analog
process, it is associated with high costs or even completely
impracticable if the document can be copied at will.

Since the study was strongly motivated by the shortcom-
ings of the current eIDAS implementation, we also like to
compare it to the presented SSI solution. Several factors

Table 7 Comparison of SSI to alternative solutions

SSI-based eID

eIDAS

Paper-based certificates

VCs can cover any subject, including legal entities and

The eID is only applicable to natural persons

Certificates can cover any subject, including legal

Identity subject

natural persons

entities and natural persons

VCs can cover any attributes, including master data and

The elID is restricted only to master data

Certificates can cover any attributes, including master

Attributes

additional properties (via one or multiple VCs)

data and additional properties (via one or multiple

certificates)

Digital signatures effectively prevent the possibility Digital signatures effectively prevent the possibility of

Paper-based certificates show a limited level of secu-

Security

forgery or manipulation of VCs and allow the veri-

of forgery or manipulation of the eID and allow

rity. Certain hurdles can be set to prevent the copy-

fication of the issuer. However, it is still possible to

the verification of the issuer. The use of hardware

tokens also prevents the duplication of eIDs

ing of certificates (e.g., stamps and watermarks), but

it is not possible to prevent it completely

transfer wallets to other devices without authorization

Companies only need access to a common ledger and

The eIDAS resembles a closed system with a high

Easiness of integration No integration is needed

the corresponding authorizations to use it

regulatory burden to enter it

The revocation is done by an Accumulator on a com-

Revocation is carried out via central revocation regis-

Revocation is only possible if the certificate is physi-

Effort for revocation

mon ledger. An adjustment of the Accumulator can be

made with appropriately low effort

ters and therefore involves little effort

cally collected again. This is associated with high
costs or is even completely impracticable if the

document can be copied
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speak to the advantages of SSI. First, SSI is not limited to
private individuals. Currently, identities for legal entities
are not provided for in eIDAS. Thus, a merchant who is
not a natural person cannot prove his identity (European
Commission, 2021). SSI is agnostic in this sense and pro-
vides a technical basis for both natural and legal persons.
Second, eIDAS does not allow the representation of addi-
tional attributes besides the master data (EUR-Lex, 2014).
This means that the tax registration information cannot be
depicted at all with eIDAS. Again, SSI is potentially more
flexible and allows any form of attribute evidence, requiring
only a schema to be published in a common ledger. Third,
integrating private companies into the eIDAS ecosystem is
often seen as too expensive and too burdensome (European
Commission, 2021). Here, SSI has the advantage that audi-
tors can easily develop use cases based on SSI, especially
when using public blockchains. Nevertheless, it is important
to mention that eIDAS still has specific advantages over SSI
in terms of security. In particular, SSI does not yet meet the
highest requirements regarding level of assurance, especially
the option to bind certificates to devices (EUR-Lex, 2014).
Currently, there are no hardware tokens, e.g., smart cards,
that enforce device binding for SSI. Following the opinion
of the interviewees, this is not relevant in the case described
in this article, as even a lower level of assurance suffices.
However, for very sensitive applications, e.g., in the financial
sector, the very high level of assurance that eIDAS imple-
mentations can provide might be necessary. Future research
should therefore try to incorporate solutions that use trusted
computing technology (Gao et al., 2018) with SSI.

Derivation of design principles

While the IdM system development was highly motivated by
the use case, the general applicability of the developed sys-
tem beyond this field was considered throughout the entire
project. Therefore, we follow the general conception that SSI
systems should be thought out in a broader context facilitat-
ing interoperability between different applications and use
cases (Miihle et al., 2018; Wang & Filippi, 2020). Due to the
design of the solution concept as a generic SSI system con-
sisting of the issuer, holder, and verifier, the system might
be transferred to numerous certification processes. Other
documents issued by public and private organizations could
use this system to digitalize the process. Therefore, based on
the learnings during the development, implementation, and
evaluation of the artifact, we propose the following nascent
design principles. These principles aim to extend the body of
knowledge regarding best practices in designing SSI applica-
tions (Wang & Filippi, 2020).

@ Springer

Design Principle 1: Use the multiplicity of roles of actors
for scaling the identity ecosystem

SSI represents a peer-to-peer system for IdM (Preukschat,
2021). Therefore, there are no longer dedicated servers (cer-
tificate authorities) and clients (users) (Cao & Yang, 2010).
This is where the design of SSI systems differs from cen-
tralized systems, where the roles typically are defined when
the system is set up. Rather, in an SSI system, all actors can
transact with each other either as an issuer, holder, or veri-
fier, while the configuration might even change over time
(Miihle et al., 2018). To take full advantage of SSI, such
systems should be designed so that one party can take on
each of the three named roles at any time.

In the present case, we encounter this phenomenon in the
design of the tax authority system. The tax authority is an
issuer of credentials and has to verify the retailer’s identity
VC. This fact required several considerations. First, the tax
authority’s system became more complex, as it must now
cover the issuance process of the tax VC and the verifica-
tion process of the identity VC. Second, additional govern-
ance guidelines had to be considered as we needed to define
which identity VCs should be trusted. Thinking beyond the
processes presented in this article, the tax authority could
also be the holder of identity attributes, i.e., VCs. For exam-
ple, other governmental institutions could issue credentials
to the tax authority authorizing it to provide certain ser-
vices. A citizen or company could then request proof of this
certificate from the tax authority beforehand. This would,
in turn, increase the technical effort and require even more
multi-level governance measures. However, it would also
allow making use of a web of trust, creating a decentralized
fault-tolerant authentication for DIDs and public keys, very
similar to the approach implemented by Pretty God Privacy,
also known under its abbreviation PGP (Garfinkel, 1995).

Based on our findings, we suggest that regulators in the
future make their identity frameworks more flexible. For
example, eIDAS does not provide for overlapping roles but
instead requires a rigorous audit process first before acting as
an issuer or verifier. While this makes sense in highly regu-
lated applications, it potentially hinders the growth of use
cases and, thus, the entire ecosystem. Overly strict regulation
of SSI and its roles would potentially prevent the promises of
flexibility and interoperability from being delivered.

Design principle 2: Consider credentials for multiple
applications to facilitate additional use cases

Like in the analog world, VCs can be issued without a spe-
cific application in mind but rather as a general-purpose
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document. For example, issued one time, the underlying
identity information can be used in a wide range of different
scenarios. Thanks to its portability, the same holds for SSI
credentials (Miihle et al., 2018). As such, multiple uses of
a credential for services reduce friction and improve user
experience (Wang & Filippi, 2020).

We made use of this principle by allowing the retailer to
apply for their master identity at the citizens’ office. Once
they receive their identity VC, they use it for two different
services. First, they use it for providing identity information
and as a means of authentication towards the tax authority.
Second, together with tax VC, they employ the identity VC
to provide identifying information for the marketplace. The
blockchain spans a decentralized, organization-overarching
infrastructure for public DIDs and revocation lists. This
property allows any organization, regardless of whether pub-
lic or private, to validate and compute the respective identity
information. In the future, additional services can make use
of the VCs issued in the given case. E.g., a bank could join
the SSI system. They could then use the identity and the tax
VC to perform know-your-customer procedures, including
the certainty that the retailer has a valid tax registration.

Once again, we would like to plead for a flexible design
of future identity ecosystems. Only if these ecosystems are
as open and interoperable as possible can new applications
successively build on them. This also means that the devel-
opment of new systems and the corresponding regulatory
framework should not be based directly on fixed use cases
but should also allow for organic developments. Therefore,
VCs should not be designed from the outset only for spe-
cific applications but should be made usable in a context-
independent manner.

Design principle 3: Recognize the identity holder
as the primary controller to ensure seamless processes

What might sound rather obvious in a system where the user
stands in the middle of any interaction drastically restricts
the way processes can be planned. All processes either start
with action from the identity holder or need their approval
at a certain step. Therefore, applications using SSI must be
designed to consider the identity holder an active part in
almost all processes.

In the given case, the online retailer must be involved in
many actions, resulting in numerous interactions. They must
accept new connections, credential offers, and proof requests
and actively manage presentations. We later realized that
proof of non-revocation by design is an active process as
well, always involving the retailer (Miihle et al., 2018).
That means that when a retailer is no longer registered, the
marketplace neither gets automatically informed about that
fact nor can it perform periodic checks. Therefore, we later
decided that we had to require the retailer to perform proof

of non-revocation periodically. We also considered automa-
tion of this process after initial consent from the retailer.
However, we dismissed this approach during our develop-
ment phase as it might be questionable to what extent such
a level of automation is in line with SSI’s basic philosophy
(Preukschat, 2021). In his work about privacy self-manage-
ment, Solove (2012) describes that users tend to give general
consent to disclosing data out of convenience, neglecting
the associated privacy risks. Therefore, automation could
quickly lead to a situation in which the user no longer has
an overview of the consent declarations and loses control
over their or her identity. For business reasons, a retailer may
prefer to cease operations, so the marketplace would never
have to know about the revocation of its tax VC. Automatic
retrieval of the revocation by the marketplace could lead to
the retailer unwillingly disclosing this information. The deci-
sion not to automate the proofing process was also supported
by the fact that the wallet implementations we considered
do not allow automation of this process but always require
active user participation.

SSI provides for the holder to be placed in the center
of all activities. In addition to the aforementioned need for
more flexible regulation, this means a heavy responsibility
burden for the holder in the future. Government and regu-
lators will therefore have to conduct a strong education of
individuals as well as companies to ensure that they can use
the new opportunities without risk.

Design principle 4: Use public DIDs only for credential
issuers to minimize privacy issues

DIDs are an important measure within the SSI stack to sup-
port the communication and identification of parties within
the identity ecosystem. Generally, DIDs can be made pub-
lic (i.e., public DIDs) by publishing the respective DID
Document on a Verifiable Data Registry or kept private by
exchanging it and its DID Document bilateral. Following
the general perception of using the blockchain only when
and where necessary (Rieger et al., 2019), we propose to use
public DIDs only for credential issuers. For all other parties,
bilateral exchange of the required data is sufficient. Being
able to freely decide whether to write an identifier on the
blockchain or keep it private is a major differentiator com-
pared to other blockchain-based IdMs, where all identifiers
are stored on the blockchain (Dunphy & Petitcolas, 2018;
Faber et al., 2019; Sullivan & Burger, 2017).

We applied this design principle by only publishing the
DIDs and DID Documents of the two issuing parties, namely
the tax authority and the citizens’ office. This allows any
party later to look up their DID Documents on the block-
chain, resolving the respective signing keys and, thus,
verifying the signature of VCs. The online retailer and the
marketplaces do not issue VCs. Therefore, we decided to
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exchange their DIDs and DID Documents only bilaterally.
This approach has two major benefits. First, it reduces the
number of transactions that need to be written on the block-
chain. Reducing required transactions is considered a best
practice for designing blockchain-based solutions (Rieger
et al., 2019). Second, it also prevents the risk of publish-
ing personally identifiable information on the blockchain,
potentially infringing GDPR requirements. This is especially
important if the online retailer acts as a private person and
not as a natural person.

While this is a simplification for the holder and the
verifier, issuers need to overlook their public closely DID.
Accordingly, issuers should regularly check the accuracy and
timeliness of their data on the blockchain. This is the only
way to ensure that the relevant endpoints can be reached and
that issued VCs can be verified.

Conclusion

This study comprises the conceptual design, prototypical
implementation, and evaluation of a blockchain-based SSI
system that incorporates a set of public and private organiza-
tions to verify the tax registration of online retailers. First,
the existing processes were analyzed, and the potential for
improvement was identified. The paper-based process cur-
rently shows significant inefficiencies due to media disconti-
nuities and counterfeiting risks. Second, an SSI solution was
proposed that integrates into the existing system landscape
and issues VCs to online retailers. They can then use a digi-
tal wallet to present their registration and general identity
information to the marketplaces. The validity can be checked
via a registry on a public blockchain. Communication occurs
mostly via a bilateral link between the parties involved (citi-
zens’ office, tax authority, online retailers, and marketplaces)
and in the form of VPs. Finally, we extensively evaluated
the overall concept and proposed four design principles to
develop SSI-based applications.

By presenting the artifact, giving insights into the design
and development process, evaluating the artifact, and pro-
posing design principles, this paper seeks to make the fol-
lowing contributions. First, we provide practical insights
into our design for an improved IdM spanning across
various organizations and highlight the underlying deci-
sions that support similar efforts in e-government systems
and the public sector. To our best knowledge, this is the
first paper describing in detail an SSI system for support-
ing taxation-related processes in a business-to-business
environment, thus demonstrating potential also beyond
frequently discussed use cases like university diplomas or
driver’s licenses. Abstracting from the given use case, we
are convinced that the detailed insights into the processes
and technical functionalities will also provide knowledge

@ Springer

for the development of similar systems also beyond taxa-
tion applications. Second, our evaluation sheds light on the
effectiveness of such a system in supporting inter-organiza-
tional processes. In particular, we demonstrate the benefits
and hurdles of the use of SSI. Finally, we answer the call of
Nerland et al. (2017) and Carter and Ubacht (2018) and pro-
vide general guidelines that contribute to the design theory
of blockchain-based IdM, specifically SSI. We hope that
our design principles will ultimately lead to more effective
blockchain-based SSI applications.

This study has limitations. The design was carried out in
the form of a proof of concept to evaluate the general fea-
sibility. However, the scope of the implementation and the
interviewees were limited to the tax authority. We propose
involving various stakeholders, including online retailers and
marketplaces, to analyze technical, socio-technical, and socio-
economic aspects in real conditions, offering opportunities
for additional evaluation in future research. Furthermore, our
discussion of this study points out the benefits of opening the
system to other use cases. However, this idea is only theoreti-
cally driven as of now. The combination of issued proofs of
different parties and inter-organizational collaboration must
be evaluated empirically to demonstrate its real value. This
would also allow better use of ZKPs, including anonymous
VCs and range proofs, which will be urgently needed to ensure
privacy in many applications. Finally, future research should
expand on the political, legal, and ethical implications of SSI
and the impact of these non-technical factors on the success
and adoption of SSI in organizations and institutions.

Despite the aforementioned limitations, this paper shows
that blockchain and SSI can benefit public and private
organizations alike. The research project demonstrates the
applicability and effectiveness of such systems for inter-
organizational IdM. Thus, we hope that the results of this
paper contribute to an emerging SSI ecosystem.
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